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Cancellable key binding scheme based on BioHashing and shuffling algorithm

GUO Jing, XU Jiang-feng
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Abstract: For the difficulty of key management in the traditional encryption system, this paper put forward a novel key binding
scheme using the fingerprint to manage the key. It firstly converted the fingerprint feature into a string of binary sequence by the
BioHashing method ,and then performed an improved shuffling algorithm to scramble the binary sequence, after that it binded
the key to the scrambled sequence by a Fuzzy Vault scheme. The simulation result shows that by the error tolerance ability of
the Fuzzy Vault along with the error correction ability of the BCH error-correcting code ,the scheme can restore the key correct-
ly under the condition that fingerprints are safe. Meanwhile , the improved shuffling algorithm implements the irreversibility and
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the cancellability of the fingerprint template.
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