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Performance modeling and analysis of network firewall

based on embedded Markov chain
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Abstract: This paper presented an analytical queueing model based on the embedded Markov chain to study and analyze the
performance of rule-based firewalls when subjected to normal traffic flows as well as DoS attack flows. It derived equations for
key features and performance measures of engineering and design significance. Moreover, it proposed an algorithm easy to be
implemented to derivate the state probability of the analytic model. In addition, it verified and validated this analytical model

using simulation and real experimental measurements.
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