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Detection algorithm of false injected data based on extended

Kalman filter in wireless sensor networks

XIONG Wei
(School of Computer, Chongqing College of Electronic Engineering, Chongging 401331, China)

Abstract: In order to effectively detect the false injected data,this paper proposed a detection algorithm of false injected data
based on an extended Kalman filter. Firstly, by monitoring the behaviors of its neighbors ,it used EKF to predict their future
states. Secondly, using different aggregation functions (average, sum, max, and min) ,it presented how to obtain a theoretical
threshold. Finally, to overcome the limitations of local detection mechanisms, it illustrated how the proposed local detection
approaches worked together with the system monitoring module to differentiate between malicious events and emergency events.
Simulation results show that this proposed algorithm is suitable to provide intrusion detection capabilities for secure in-network
aggregation in wireless sensor networks, whether the test is processed on the synthetic data or the real-time data.
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