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Analysis of encryption and decryption process among

crypto functions based on dynamic data-flow
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(State Key Laboratory of Mathematical Engineering & Advanced Computing, PLA Information Engineering University, Zhengzhou 450000,
China)

Abstract: On the result of crypto functions recognition, the paper adopted nine tuple to define the encryption/decryption
process relation graph, and brought forward the relation graph constructing framework and algorithm. It also made use of rub-
bish-call deletion and loop reduction to simplify the relation graph. Lastly the paper applied the similarity decision algorithm to
detect the standard algorithm from typical crypto libraries. The experiment verifies the reliability and high efficiency of above
method.
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