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Packet delay based binding method of label to data stream
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Abstract: This paper proposed a labeling to data stream binding method independent of the contents of the packet, which
based on packet delay modulation, and introducing the packet inter-arrival delay as the new labeling vector. The method used
Himming code to achieve the label error control, designing the data packet randomized blocks, and modulated the packet delay
time according to the label binding rules, then realized the implicit binding of security label to data stream. Based on this
method , it solved the targeted attack problems caused by explicit binding method and its inflexibility. Theoretical analysis and
experimental results demonstrate that the proposed method is robust against the network random timing perturbation and safety
the binding security label when is transmitted in the network.
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