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Technology research of attack path identification

based on immune intrusion detection

ZHANG Feng-bin, SUN Gang, ZHANG Bin
( College of Computer Science & Technology, Harbin University of Science & Technology, Harbin 150080, China)

Abstract; This paper did a research regarding the immune intrusion detection system and the IP traceback. By deploying dis-
tributed immune intrusion detection and data packet mark, this paper utilized immune intrusion detection system to analysis
network packet’s characteristic in real time to instruct path marking technique dynamically, making path marking method a-
daptable to different characteristics of network data, rapidly recognized attack path, and provided the path information to the
immune intrusion detection system with the regard to develop characteristics checker for attack path. Experiments show that
this method can reconstruct the information of attack path very fast, and is better than the-state-of-art probabilistic packet
marking algorithm in terms of the convergence efficiency and false alarm rate, can provide the information of attack path to im-

mune intrusion detection system.
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