3 EE 1M it E R AR Vol. 31 No. 1
2014 1 A Application Research of Computers Jan. 2014

WSN - R ERNEREMENEATERTE
WS, KL TR, AT, 65

(FE-FHIEFR B TELZ, LF 100070)

O E: #ET AT ECCHElCamal B ERGLARERNEEFT L, BRI ERAXERRALFMER
P, KR 5 BIRE AR F— IR A — AN RS B A4z d) 70, Bl 2 4 ElGamal 2473813 R 77 69 415 % 4
WA, MRS Al BEREAW A F EE RN BAF Ry EAML, 5 E P S B T4 A i 42 T4 1R 3
TRRGEK, B RIFe M AEEE, WRESTAEERBEMLEL,

KEW: LEABRENL; @MW REFAORTL L, BATE,; %4

hESEE: TP393.08 XERFRERG: A XEHE: 1001-3695(2014)01-0199-04

doi:10.3969/j. issn. 1001-3695.2014.01. 046

Lightweight and high security key management for wireless sensor networks
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Abstract; This paper proposed a lightweight and high security key management based on ECC and ElGamal. In the scheme,
the key pool was structured by the Hamilton algorithm,in which a layer network model was given,each lay had a servicer and
control center, and session key was generated by ElGamal key agreement. The performance and simulation analysis shows, this
scheme is superior to the traditional key pre-distribution schemes, not only computation cost and communication cost could be

decreased, but good network connectivity is suitable for wireless sensor networks.
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