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Lattice-based public-key encryption with resistance of ciphertext-only attack
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(Dept. of Computer Science & Technology, East China Normal University, Shanghai 200241, China)

Abstract: This paper proposed a new lattice-based public-key encryption which could resist the chosen ciphertext attack
against Cai-Cusick encryption scheme. A small modification on parameters of the original scheme yielded this new scheme.
This paper made a program to simulate this new scheme and found that with growth of the number of experiences, the probabil-
ity of resisting chosen ciphertext was approximate to one. Hence, this new scheme could resist the attack efficiently. On the
other hand, this improved encryption scheme also inherited the benefits from the original scheme, of less ciphertext expansion.

It draw a conclusion that this scheme has less ciphertext expansion and can prevent the ciphertext-only attack.
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