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Abstract: This paper first introduced a proxy re-signature theory and its development, and then discussed the background of
the application of the proxy re-signature scheme, the general model and security definition. Through a systematic study of the
existing classic proxy re-signature scheme, it analysed and compared their performance features, implementation efficiency and
safety in detail. It proposed a proxy re-signature scheme application on security data exchange and solved the existing
e-government data exchange in the presence of low efficiency, complex key management, too large exchange server permis-

sions. Finally, it summaried the achievement of the research and discussed the challenging problems of the research.
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1 No No Yes No No Yes Yes
2 Yes Yes No Yes Yes Yes Yes
3 No Yes No Yes Yes No No
4 Yes Yes Yes Yes Yes Yes Yes
5 Yes Yes Yes Yes Yes Yes Yes
6 No No Yes No No Yes Yes
7 No No Yes No No Yes Yes
8 No No Yes Yes Yes No No

U AH, SRR LTI AH J7%8; AH,, S i 2 TI AH J7 %5 SCW, S Ak
FTEI0 SCW Jr %5 LV, 5 1 single-hop Jr %83 LV, 5 H 1 multi-
hop 7%
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FEAERANL Y % 22 B b+ B O s
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AT DS B 2 44 B0 () AR BN ] | 5 R T 28 Ak
IR % T 25 47 B R 1 i 2 IR AT 2 7 T 3 M BT AU B R 25 44
T RIVERE i ek . BRSO A R NR 2 poR™ 2

F£2UEWIE AN S 4 BVERE Sk ST

scheme  key-pro check re-sign security
M e 2t o e,
AH, No % le Ensil_éaﬁr;;iiﬁfl is difficult, it
scw Yes 3p 2e E;(_lgllrv[ZM;:(fu(;Ll)vH is difficult, it is
SCW, Yes 4p 2 E}:{_JER/ISAMS,IU(:“D}H is difficult, it is
v, No (2U+2)p (2 +3)e Under ROM,, if L-Flex and m-CDH

is difficult, it is EF-CMA security.
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FRFRE 254 7 G2 AT LA ad %45 44 1 5 10, [BRic 2 ) PB4
LU RIS B o B2 B P30 S — B2 Hh A 7] P R —
e A A o FERK BE U B A8 B N0 2 B, AR AT LA
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B0 WNTRSRE 1 J5UHR 25 4% 5 (19 B 0 15 SR 28 R N A 41 20
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PUBHE 2 4 77 5] ARG ok B AN RIIAIE 0 (CAs) 192
BIEAS . R A F1 B Z ) By — SR B I (518, JF H. A
HEESIER BIAUEH O CAL BYES, B L AERIER A AIE
O CA2 FYTEAS , X P IAGE o AT LA GE 5 7 — 2R AT Y
RBNRFARENTZ B AT . WA 2 Frs .

O O
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FUA RO 2% b AU HEA TR e . TR AU 25 4 T]
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A ™
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F14 1 55 TITRE , &M TIE 15 52 L PR 28 3 e 55 ok G DA 0 Ak Al AR
IRFFBIIAH OGN B o 1T P I CA SRR AR T 1) P o 2 A B
BRI, T DR WS, T 22 4, PR IHG PN A 43 242 T3 ) 28 S
G5 R GONBURTR ] S A A TAE A B X292 5
Ce i T R N DR A Y N T T o S T PN
Z IRV R P T BEEA T SO AR et B i iy 5 T B St
R ISCH AR S5 s 2 40 1 T 3 AE—EREBE B 2 1 AR ]
PR SCF RS B o R R 7 A7 AE LU IRl 2 4 Bt «

a) ORAR . SCH I 55 i ity TR S 08 I KU R AT 28 4 B
E, ARG P44 IR G HNOTT | BB R 55 25 it SR A T —
UEFNSE 2 B A BERE Bl 4 A th 25 AR R AR

b) YV % oSSR 55 f5 h T BIEAE 4, T EARAT
P P A8 SRR R I AR T AIH Y R
FMOT HOUE A b A RE G 7 X AR 2 AT I, B A 91
S I AL i, BRSO, AN T T SR A4

e) SEHLR 55 A A IR OR o SR BCBLAT 1 145 44 075X, 34
s 1A 5 A AR P S S i 8 R — R IE RS 44 R AR . 1t
S SR 55 i 1] A Db 3 K 1 3 i MO AR AT AT A L AR i
R, — BT 55 A W BOE , A S Rty Al 1

TE P AR 48 44 7 SRR A 28 4 e LT e, TR L mT AAR
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S AIE Y, S M IR 55 a8 PN 28 3 XUJ7 B (a] ) BB 25 44 %
Bl LLANM [E) Py R 232 Bds ), 28 a8 i HE B 48 44 i R A
K 4 iR,
Bk s )l
P4 e AR A4 T

a)A AT E m &L o, =sign(sk, ,m) , 7T
Bom RELER o, RIELTETHINEL B;

b)BILE] A KXWMERG, X THE m % % T8 0F
verify (pk, ,m,o,) i 1, RS2 HATH B o) i 0,457

O B W TAE A 0, = reSign(rhy ), IFH L
m NEEBZER o, KELEW C;

) CHEWRFEEE, MHE m B EZZ HITRIE verify
(b reSign(rky 1)) A 1B it 0,465,

4 MRAREEENS

IR R ZANNPIVV IR RIES7IE N & O o o
ShaFE IORTE ROl 2005 4F, Ateniese X QR H 25 4 61T T
B RERE L2 5 o SR BUA OB 2 4 07 SR IE A7 AEVF
Z b AR Z IR i T, T EOL R RN A2
T AR A 4 REA HE— P B A SR, LU T %
MR DR LT J LA R B ) 7L

a) BUA I ACHIL H 28 47 T S AE I T R v, B T i B0 2
A AR PEZ AN b T AR A R 9 N S S v etk o 9
TE—LEIEF5 5 Sy sl TR YRI5 B E R G, ib s 2 A2 1K
BGE R

b)) RIS 2 52t A R, BT A AR B H 45 4% T St 2
AET AL L — 2 B Re 0, I EL 5 0 iRk LB 2 TR
QBB 3N IR | B i R R 25 4 5 S e LA 1 24
FEUERA 7 TR A ARAE A 5, B B BUA7 7R 1 52 | 5 A Q.
HELTRMERELY RN, Bl —RELEL, BAEL
e R 2 I — A R 28 48 R AR OR 3 I 1 %l 1y
(3 TN ER

o) AUBHEL 25 4% BE A1EAR R ) 10 i [ 3k L, al LS
BT SRR 2544 05 R 45, 0 2 RES S e M ik DR SE B ] T,
PERAER L Bl A E 24 SRR 25 &, ol T
PSZIG BSR4 e s (U 4 44 S R MR s 4,
TR B BEIREET ZA7fif il 55 R L 2 )L

5 HXRiE

ARSOREA 1 AR 26 44 BOR RS0 I8 S Y 5, T
AT AN T B A A5 4 T RS TR 2 42
Mo FERTARH H 48 44 ORI AR 1 BE L b, 2800 T AR
A AERE 2 S R B N T R T T OSSR 2 4
SEHATAERI N SN IE A5 1 R S5 40 22 Sk IRl R, A X AR
FAEA DI EEAE P HARA B (192 P AT R0
PEDIRE S HABZE A BRI SS & 07 T FEE AU E 25 4
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JE | R R RS2 )

[1] BLAZE M, BLEUMER G, STRAUSS M. Divertible protocols and
atomic proxy cryptography [ C]//Advances in Cryptology. Berlin:
Springer-Verlag, 1998 127 — 144.

[2] BOLDYREVA A, PALACIO A, WARINSCH B. Secure proxy signa-
ture schemes for delegation of signing rights[ J]. Journal of Crypto-
logy, 2012, 25(1) . 57 - 115.

[3] MICALI S, RIVEST R L. Transitive signature schemes|[ M ]//Topics
in Cryptology. Berlin:Springer-Verlag, 2002 ; 236-243.

[4] CHEN Xi-hui, LENZINI G, MAUW S, et al. A group signature
based electronic toll pricing system[ C]//Proc of the 7th International
Conference on Availability, Reliability and Security. Washington DC ;
IEEE Computer Society, 2012 85-93.

[5] SEVERENS M, FARQUHAR J, DUYSENS J, et al. A multi-signa-
ture brain-computer interface: use of transient and steady-state re-
sponses[ J ]. Journal of Neural Engineering, 2013, 10 (2):
026005.

[6] BONEH D, GENTRY C, LYNN B, et al. Aggregate and verifiably
encrypted signatures from bilinear maps[ C]//Advances in Crypto-lo-
gy. Berlin:Springer-Verlag, 2003 :416-432.

[7] ATENIESE G, HOHENBERGER S. Proxy re-signatures; new defini-
tions, algorithms, and applications| C]//Proc of the 12th ACM Con-
ference on Computer and Communications Security. New York: ACM
Press, 2005 310-319.

[8] BONEH D, LYNN B, SHACHAM H. Short signatures from the Weil
pairing[ J]. Journal of Cryptology, 2004, 17(4) . 297-319.

[9] MENEZES A J, OKAMOTO T, VANSTONE S A. Reducing elliptic
curve logarithms to logarithms in a finite field[ J]. IEEE Trans on
Information Theory, 1993, 39(5) : 1639-1646.

[10] SHAO Jun, CAO Zhen-fu, WANG Li-cheng, et al. Proxy re-signa-
ture schemes without random oracles [ C]//Progress in Cryptology.
Berlin ; Springer-Verlag, 2007 ; 197-209.

[11] WATERS B. Efficient identity-based encryption without random Ora-

cles[ C]//Advances in Cryptology. Berlin: Springer-Verlag, 2005 :

114-127.

KIM K, YIE I, LIM S. Remark on Shao et al’ s bidirectional proxy

re-signature scheme in Indocrypt 2007 J]. International Journal of

Network Security, 2009, 8(3) : 308-311.

[13] LIBERT B, VERGNAUD D. Multi-use unidirectional proxy re-signa-
tures[ C]//Proc of the 15th ACM Conference on Computer and Com-
munications Security. New York : ACM Press, 2008 ; 511-520.

[12

[

[14] DENG Yu-qiao. A blind proxy re-signatures scheme based on random
Oracle [ J |. Advanced Materials Research, 2011, 204- 210
1062-1065.

[15] YANG Xiao-dong, WANG Cai-fen, ZHANG Yu-lei, et al. A new
forward-secure threshold proxy re-signature scheme [ C ]//Proc of
IEEE International Conference on Network Infrastructure and Digital
Content. 2009 566-569.

[16] VIVEK S S, SELVI S S D, RANGAN C P, et al. A special purpose
proxy re-signature scheme[ C]//Proc of International Conference on
Innovations in Information Technology. 2012 261-266.

[17] BISHR M, WYTZISK A, MORALES J. GeoDRM: towards digital

management of intellectual property rights for spatial data infrastruc-

tures[ EB/OL]. (2006-11-10). http : //www. gsdicocs. org/ gsdiconf/

GSDI-9/paper/TS8. 4paper. pdf.

SUNITHA N R, AMBERKER B B. Proxy re-signature schemes:

multi-use,, unidirectional & translations[ J]. Journal of Advances

in Information Technology, 2011, 2(3) . 165-176.

(TH#%32R)

[18

[



<32 it 3 A

KRR

£31%

K& A4 A, 2010 417.

[2] SHANNON M. The expansion of international organizations[ C]//
Proc of Annual Meeting of the American Political Science Association.
2004.

[3] SAVAGE I R, DEUTSCH K W. A statistical model of the gross anal-
ysis of transaction flows [ J]. Econometrica, 1960, 28(3) : 55-72.

[4] BRAMS S J. Transaction flows in the international system [ J].
American Political Science Review, 1966, 60 (4) . 880-898.

[5] SKJELSBAEK K. Peace and the structure of the international organi-
zation network [ J]. Journal of Peace Research, 1972, 9(4):
315-330.

[6] SNYDER D, KICK E L. Structural position in the world system and
economic growth, 1955-1970: a multiple network analysis of transna-
tional interactions [ J]. American Journal of Sociology, 1979, 84
(5): 1096-1126.

[7] FABER J. Measuring cooperation, conflict, and the social network of
nations [ J]. Journal of Conflict Resolution, 1987, 31(3) . 438-
464.

[8] SACKS M A, VENTRESCA M J, UZZI B. Global institutions and
networks: contingent change in the structure of world trade advantage
[J]. American Behavioral Scientist, 2001, 44(10) ; 1579-1601.

[9] HAFNER-BURTON E M, MONTGOMERY A H. Power positions:
international organizations, social networks, and conflict [J]. Jour-
nal of Conflict Resolution, 2006, 50(1) ; 33-43.

[10] MAOZ Z, KUPERMAN R D, TERRIS L, et al. Structural equiva-
lence and international conflict ; a social network analysis [ J]. Jour-
nal of Conflict Resolution, 2006, 50(3) : 664-669.

[11] HAFNER-BURTON E M, KAHLER M, MONTGOMERY A H. Net-

[

work analysis for international relations [ J]. International Organi-
zation, 2009, 63(5) ; 559-592.

OLIVEIRA M, GAMA J. An overview of social network analysis [ J].
Wires Data Mining Knowledge Discovery, 2012, 30(2): 99-
115.

MORENO J L. Who shall survive? [ M ].
1953 98-112.

[14] WASSERMAN S, FAUST K. Social network analysis; methods and

[12

[

[13

[

[ S. 1. ]:Beacon House,

applications [ M ]. Cambridge: Cambridge University Press, 1994 .
26-29.

[15] FREEMAN L C. Centrality in social networks [ J].
works, 1979, 16(1) : 215-239.

[16] ALTMANN M. Reinterpreting networks measures for models of disease
transmission [ J]. Social Networks, 1993, 15(1): 1-17.

Social Net-

[17] POULIN R, BOILY M C, MASSE B R. Dynamical systems to define
centrality in social networks [ J]. Social Networks, 2000, 22(3) .

187-220.

[18] 5. ARAMBEARGHRLLE EA[D]. . bTE KX,
2009.

[19] koA, #FEE/IM]. A F BAFH KK Ak, 2008.
222-223.

[20] BONACICH P. Power and centrality; a family of measures [ J].
American Journal of Sociology, 1987, 92(5) ; 1170-82.

[21] STEPHENSON K, ZELEN M. Rethinking centrality; methods and
examples [ J]. Social Networks, 1989, 11(1). 1-37.

[22] FREEMAN L C, BORGATTI S P, WHITE D R. Centrality in valued
graphs ; a measure of betweenness based on network flow [ J]. Social
Networks, 1991, 13(2): 141-54.

[23] JOHNSON S C. Hierarchical clustering schemes [ J]. Psychometrika,
1967, 38(4) . 241-254.

[24] BREIGER R, ENNIS J. Personae and social roles: the network struc-

[l

ture of personality types in small groups [ J]. Social Psychology
Quarterly, 1979, 42(3) : 262-270.

KRUSKAL W, WISH M. Multidimensional scaling: quantitative ap-
plications in the social sciences[ M ]. [ S. 1. ]: SAGE Publication,
1978 ; 232-250.

[26] HAMER C. Cluster analyzing profile data confounded with interrater

[25

[

differences: a comparison of profile association measures [ J]. Ap-
plied Psychological Measurement, 1981, 42(5) : 63-72.

[27] EVERITT B S. Unresolved prolems in cluster analysis [ J]. Biomet-
rics, 1980, 35(3): 169-181.

[28] BECKFIELD J. Inequality in the world polity: the structure of inter-
national organization [ J]. American Sociological Review, 2003,
68(3): 401-24.

[29] KIM J H, BARNETT G A. A structural analysis of international con-
flict: from a communication perspective [ J]. International Interac-
tions, 2007, 33(2): 135-165.

[30] MANGER M S, PICKUP M A, SNIJDERS T A B. When country in-

[

terdependence is more than a nuisance: the longitudinal network ap-
proach [ C]//Proc of the 104th Annual Meeting of the American Po-

litical Science Association. 2008.

—
(98]
[

FREEMAN W. Using galois lattices to represent network data [ J].
Sociological Methodology, 1993, 15(2) . 127-146.

[32] FAUST W. Correlation and association models for studying measure-
ments on ordinal relations [ J]. Sociological Methodology, 1993,
14(2) . 177-216

(&% 27 )

[19] SUNITHA N R, AMBERKER B B. Multi-use unidirectional forward-
secure proxy re-signature scheme [ C]//Proc of IEEE International
Conference on Internet Multimedia Services Architecture and Applica-
tions. Piscataway ; IEEE Press, 2009 :223-228.

[20] CAMENISCH J, STADLER M, CAMNENISCH J, et al. Proof sys-

[

tems for general statements about discrete logarithms[ R]. [S. 1 ]:
Institut fiir Theoretische Informatik , ETH Zurich, 1997.

[21] WANG Xu-an, YANG Xiao-yuan. On DDos attack against proxy in
proxy re-encryption and proxy re-signature[ C]//Proc of the 9th IEEE
International Conference on Computer and Information Technology.
Washington DC: IEEE Computer Society, 2009 : 213-218.

[22 ] SHAMIR A. Identity-based cryptosystems and signature schemes

[ C]//Advances in Cryptology. Berlin: Springer-Verlag, 1985 47-
53.

[23] HONG Xuan, LONG Yu. A novel unidirectional proxy re-signature
scheme and its application for MANETs[ J]. Journal of Computers,
2012, 7(7) : 1796-1800.

[24] LIN IS. Multi-agent designated proxy re-signature scheme[ EB/OL].
(2012-08-28). http://etd. lib. nsysu. edu. tw/ETD-db/ETD-search/
view_etd? URN = etd-0828112-101715.

[25] GOLDWASSER S, MICALI S, RIVEST R L. A digital signature
scheme secure against adaptive chosen-message attacks[J]. SIAM
Journal on Computing, 1988, 17(2) . 281-308.

[26] JEms. XATH B ® T B85 M. SR CALER MK A [ EB/OL].
(2012-08-14). http://www. stateca. gov. cn/NewslInfo. aspx.



