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Abstract; The development of virtualization technology and its widely application in cloud computing promotes the traditional
rootkit making use of hardware virtualization to hide itself. To confront this new threat, this paper studied the deficiency of tra-
ditional rootkit detection ways in detecting hardware-based virtualization machine rootkit (HVMR) , analyzed the merits and
demerits of existing methods in detecting HVMR, and concluded in incapable of judging the malicious of HVMR. Based on

this, it presented two methods to detect the malicious of HVMR, namely hypervisor-based malicious detection and hardware-

based malicious detection. Finally, it predicted the future developments of virtualization detection technology.
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