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Rotational attack on Luffa hash function
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Abstract: This paper studied the capacity of resisting rotational attack of Luffa hash function. Through analyzing characteris-
tics of Luffa permutation, it defined the rotational pair of Luffa permutation, gave the influence of basic word transformations to
rotational relation, proved that the AND operation and the OR operation had the same influence on rotational relation, and
presented the distinguisher algorithm between round-reduced Luffa permutation and a random permutation. Theoretical analysis
and experiment results show that 3 round Luffa permutation can’t resist rotational attack and the attack complexity is only 2'°.
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