%30 K% 124 it E R AR Vol. 30 No. 12
2013 12 A Application Research of Computers Dec. 2013

—Ffh B Y Cisco 10S B ENIRE ST F "

e, XURER, B3k, BRAZAR

(BAFZEIRRF KFIRE5 AR T AR RELZEE, /M 450000)

E: A Cisco IOS B iE A EFR BT — A A T REMG B ERD S F %, Bd EMAE KGR,
it EHT RIS HF 4 CDAP( Cisco dynamic analysis platform) , 4 10S & %3248 T iE 4T3R5, E sk ab b
KA EAFE S TR AR HIERIEH A A 10S sig F 09 T B R BFATHN, A EF kTl
10S iEAZ & % A5 4 Aty Cisco 10S BeAR BT AT, F o RAEW T i 4 ik w9 A k.

KFEiR: Cisco 10S; B AR ; RAGSHT; F54HK; B4k HIERIR

hESEKE: TP311; TP393.08 XEkFRERG: A XEHS: 1001-3695(2013)12-3775-04

doi:10. 3969/]. issn. 1001-3695.2013. 12. 066

Effective method for analysis of Cisco [0S image injection attack
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Abstract; This paper proposed a method for analysis of malicious code to resist the injection attack of Cisco I0S image based
on the virtualization. After the research of visualization, it designed and realized a platform called CDAP to run the 10S. On the
basis of CDAP, it analyzed the malicious code injected in the I0S image, with data tracking and instruction interception and
filtration technique. Using this method, it analyzed multiple models and versions of 10S images that suffered injection attack.

The result of experiment demonstrates this method is effective.
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