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Reputation evaluating model and security routing protocol of

wireless sensor networks based on grey Markov model
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Abstract: For reputation evaluation mechanisms of WSNs was not comprehensive, it may cause the miscarriage justice beha-
vior of the node reputation value, therefore this paper designed a reputation eva-luation model based on gray Markov model and
a query routing protocol designed for this model to solve the routing protocol of selective forwarding attack. The reputation eval-
uation model based on gray Markov improved BRSN model, and comprehensively considerated direct reputation, indirect repu-
tation, history reputation of the node communication behavior and evaluation behavior and energy reputation, and then used
gray Markov model to vertically analyze the node’s current reputation and historical reputation to improve the accuracy of repu-
tation evaluation model. In addition, it used the node comprehensive reputation of the model in routing to design an energy ef-
ficient query routing protocol to improve the security of the query routing protocol. The experiments show that node reputation
distribution of the reputation evaluation model is in line with node-type, and have low rate of false positives; the query routing
protocol have higher security, lower energy consumption, so the overall performance of the WSNs secure routing protocol are

improved.
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