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Secured inter-domain routing mechanism based on key node
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(School of Information Science & Technology, Southwest Jiaotong University, Chengdu 610031, China)

Abstract; As the basic inter-domain routing protocol, security issues of BGP ( border gateway protocol) have drawn much at-
tention from academic community, especially the trade-off between security and difficulty in implementation. Having pinned
down the inadequacy of the traditional solution S-BGP, on the basis of the definition of KN, this paper utilized KN’s special
function of routing security validation and put forward a lightweight scheme-secured inter-domain routing mechanism SR-KN.
As a result, under the premise of the security of BGP, the results of analysis and comparison show that for the whole network,

the scale of certification and the storage are reduced and the convergence performance is improved.
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