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Dynamic symbolic execution based defect detection system for binary programs
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Abstract; Aiming towards automatic defect detection for binary programs, based on software virtual machine’ s dynamic bina-
ry translation and taint propagation, this paper studied mechanisms necessary for symbolic execution including program’ s run-
time semantics’ extraction, intermediate language based symbolic calculation, enhanced the path-scheduling mechanism in
traditional dynamic symbolic execution, analyzed symbolic asserts’ expressions for common program defects, with an online
dynamic symbolic execution system built up detecting defects in binary programs. Experiments prove the method’ s effective-

ness in defect detection for real binary programs.

Key words: semantic extraction; dynamic symbolic execution; path scheduling; defect detection for binary programs

BB PATHAE AR s 17 i e b B U oy AR
FATIARFSALI0, SRARBE AR A6 I AT 5 1336 S A B AR I
S M B 23 S, X FAR T Y I A i AT R I A2 LA
RGN RNIE AT RAE 2 o T 4F K 3 84T 5 30F 7
POARFEF IR IZ ISR E) Tz

VAR Z 3t R PP b A 22 e A D AR AR SCH 3 7 —
RS PATHY x86 ~F- 5 F “ZE IR P BB KBRS

1 BEFSHBITRRIESR

RGBS T v M 24 BE 1Y BitBlaze T H ', %55
FADH% temu HERIHLY A1 vine w135 351 WA #4742
HETI5 S ARICGEY ShATS E A% H AR R G APT HA %58 T
WER B AR 7 % S A A B RR () 4 BT ATL i 5 S 2 0 A
TR I E R RNE S 2 TSRS . AR T
temu A T3 2% B P A TS SR LA . %L SR
RS R TS S AR IO AP B Y P R 1B 1T A
PLERIRZS 11 FE 2

BT temu HEIIHL K HLTG S ARIE AEPHLE B S
vine HRAITE & , A SCHIEE (9 3h 2545 5 AT R G 18] 1 R, i
TR I TR SUE BB AE AR S TR R
WA AL, T TSI B B fFE 718 17 B B A5 455
PR HERRE R SCGEUE 5 5 o W 56 i F AT 48 2 TR 2 LA 38
TR S8 S

WimBEER: 2012-11-19; {&EIBHA: 2013-01-04

RS AETE
EES | | ey : P ]
"R | | mrer | | BERE || Tanr
I
MR X R
EAEES | [ EAHRERE
EURAN || BRI
I
REYA
BEREER
temuERIHL

E1 S#HERSPITREIER
2 EFIEITRENXE S HHER

2.1 ETHESTEXERRER

T8 UE B G SIS T R4S 1h LAY T
MR 2 TE o FFS IO TR AR M 15 miR 1R
ATHEE o ARTRAREL RS AR 2 ISR T— e & B AR Ky 32 IO
BASE. AT, SR S R s i i
Mol BTG ey, 805 AR HARER AR A ik D i AR SG %
B2 BTG RALHRAIOC IR & o X TR R 1E 4 78
PSR ME R T, R RTE A A S 0 SOR 2
BG5S BAEBAHSE R AT o BARTE SO 53 T 15 4 T F R
Se BRI BB B

K2 g5 TR 4R A I BRI R S R R . T L

YEBBMN W (1987-), B L Rl NA LR A, 2R H A 1E E%4A A2 A TE (hhui_123@ 163. com) ; B4 R (1964-) , B, #3%,
WS TR FTONEEEL MR, ELM(1977-), 8, 81845, 4+, T MR F @ H WA 4



%9 ¥

B, A THEFTHITH R H R RBRIAL L

- 2811 -

X T2 T5 IR 1E 2, RGUHE 20006 HRARHLER 3 X
T B RAATE SCFT S HLAS B CT B R SCGHAT I . T
B IEATE RN BEAT A AEFA RSB F AR 205 ol T 58 i
ARG A BT 5H0 TR RS, SE5 |
B A1 BT R HARSE 2 AT 0 2 R R R
SREC FFEAT SR AT AT 0 B9 B SCWRA, A RER TR AT
SRR T IEYE . Temu AU THLAR AR 2254 10 Bt
DI EAERHE SRR R IR UL R S o AT — i 19 3h
AR I AR P 2 X R AR ORI T AN OGN Bl & BEAT H
By, S T AR B A TINE BRI

OP_INSN_BEGI

HikHE
(FETHA R
I8 SUTEHAT )

!

i ? —3K4
Rt e 1
B2 B—ESHEETAENNSITA

2.2 EBEITHEFRRERGIEXERRER

XF HARRE PR s AT AR S B A%, A0S 1 il % P A R ¢
AIREOCAE B o Temu KEADUHLXT S K AUHE 17— 4> X 1 9 1154y
0x68 ML AT, % 77 i 22 48 HH I N R A B i) 2232 3 11 45 1
LAY M RSG5 o b, 8 7 70 7 i 28 48 AN 38 T
PR, BRI T i bR PID R TUR Y HL b IR AR A
FEHIAE 2 R HERR A OGS B o R SCHAAR SRR R GEMIEH)
FRMTRLER , it — AR BN IR AT VAD 285 8, iE ey =
HhE g AT S5 1] ALY A e AR AL T e B BR300 RGP G
APL R B HE B AR Ry 75 S B

3 HEEBFHSHITSIE

HRE S AR S AT 5 AR T RE B R AT R
TEVA BE AN TS T R 00 A 43 HhEE F AR FHKIE T vine
N QIE 75 S SIS B ey W 5 S S K e = AN e |
FEFER AW T R/, 2005 S0 T 0 H AR R 7E B AR 7 25 4k
fili -1 A B b spE & B
3.1 ETHEBESHAEEITE

BRI A1 5 s TH A OGS AR T v )i
BRI THIS B AP, ASCR A vine IR
FEVETE B BT QR R 5 R A R A SO B B — R
A s TR FRARA RN exp BUARL LS ol i BE R AR B T
FLABRERR K, e 5 STPY) 22 KA 6407 1 2t Y
LUK fRAAHES & AR TR T A G SRR A T R

Vine 3035 F B HFRAER AR exp B S ARALTEH
14 stont BUTT S BFR A AL o AR SCR T exp BUAARLE54F , & X
AEEEMA EEMEW A B A8 A8 % AR A4 TR e 4
GIB TR L — G s SOHF A A O ik 4 VR AR 1
P A B MR AR LS AP A G B R I — 2 S i X
T AN BB R 0 JE k. AR TSR o 2
JEHEAR LT LR B A A48 R 51 \EFLAGS 748 h AR ic fif
M Z 5] B AR B AR I B A5 vh 1 2R 5 | DA SRR N 77 R 0
hbo A EJEPENIA T A BAF 5 Rk X BARE P FP . 4T
T stmt BUAGAE A5 AF (R4 B4R 9 48 4 8 S8 SO R
S, X SCBE AR SC Y cjmp ZERLY stmt AEZESEAF, B

SRR mpat | &

DD ety B A 6T 7 2 I B A28 14 43 S 1) , DA 53 2 i B A2 1 1°F
SUHEAT
3.2 BEFRAE

s & B H AR P ] BEAEE MBI RE  ASSCEBRIA Y B A2
PHBE SRS VR B SG . AR BT B AR AT I, (R B i s AT 5
PATH AR A B 3 R 091 T T AT O O ¥ . AnIET 3
N ABGE entry 15 R F HARER T IA T 8. HARFRFIE1T
T A GV SRR LN po £85I LA R 43 30
Wl w =17 AR T A B A C A AR Y AR S (I E PR
AN AR AR NS VL P 8 A0 249 TRCHTS 2 P UR FE 1) ) L DB S B
FAIYT A B MBS AR IRAT o AR50 0 AR VR B 5 S O B A 1)
HC BRI TS, 1 SEARIE X R Y BR AR 20 P AND -~ (w ==
1) A= i e 2 A A « WA 3, SR 5 R IF AL 1 ST
AT AR RN A T AT S A S Bl TR B A
C T IO P AR IR 25 AR SR A A DG (A emtry 5 4503 1 0 A 1Y
ST R AT S HLER RS AT AAESE LS & = 17 4 S A
SRSy W 5 LA B R C b T AL IR S AT AR A
PSRBT ) o S35 1% 5 X C B AT A
H s F AR AT 58 4 43 1 SR W et B T AR K 73 il 2, JC A
B 7 B K 5 0L, S R T2 R W T 42 5% o 1) 43 A

PERE
©

m@

true false

B3 AR BENSRSHSER

3 525 A M FUL LR B IL A 5 0 %) 4455 BIL AR 25 1
A7) ARZE G, AR SO B A2 IR BELRI AT - 1Al 3 B 1250
SR A SRR SR PR BLE R A7 2 0 i AR LA RS AT
PLARARAS o HEH I B AT 0 180 15 A5 € IR AR I, BT 24 iy
BRARZIHN P AND = (w == 1), I DA R AR PRI AT 5722
TG x IR (BUE BLARTH A 3) 5 UZ(E ST S AL AR
H5 o AR eax FFAFARIIRAS (1 & =3 THHH o + 1 =4 4%
HAAE 4 5 temu W eax (EARAAHALE) ;311019 51 C (93K
AR A I JEE AT K A0 ST A5 € T AN 2 entry 35 50 IT R
HE B SRS SEBL T 70 SN s AR AL s AT S ML RS AE 17
SRR AT i A o A SE I E T, AR 2 T 2 B T R A TR
I, PRUE 7T AR 0T R A S HLAIR S R IRBLERRES B8R 2
W=H Z ) —Eh .
3.3 EFRENMFSEEHEE

FET vine HAEITEF A SCLANT 2 KO0 S T A ot o a2k
Froiiad o S 7E SRR AT REATTE AR P O B, 45 4 I AT 5L
ARIRAXAH ST 5 B RT3 MRV TRE , 8 72 00 IV 9 R e 2 15
FAET Y HT AR 2R A R TS . BT 5B 04

a) FRIETA & onas S ST R 1 B A LU Hh ) sl
Wi o X — 2R S TSI —ois S b T RE B R R
VR B AR

b)) HR A1 55 A 75 0 32 S /R0 X o R 128 A D) 1 8 g 1)
TEWTE o T Mok 52 95 A A BOR W TS S 3 N A7 7 1)
()R, Z5 5 A B A BRAE R GE IR SOMIC B R RE AU FAA A6
B RSO LUF MFPRBI AT 5 R : (2) LR AF S bR
IR FOR S I A (9 PALA7 IX AP 55 2 i R PP U A A SO DR E



- 2812 -

it E R AR

% 30 %

LR HE T B 2 B BT 5 25 1R 5 (b) 255 A5 bk ik s URNAS
TE TSR (4 N AF X2 N B BT A 2 P ik 91 BT P 75 38 ) I
FelF o HE TR A7 U T 3B 40 B B 5 U P A oy
FE V50 B ARG

o) BV ERVE RGP U R GEF IR 55, ME N AT RENY sink
AT S B0 . KA Rk AT U 44 3
T[RRI R

d) X TG X s 3 B AR e BRI , AR S 1 20 R I U
AGIAFF S EEAE f, T IDA pro ' U Y H ARE o
strepy | streat ZE N %E 4 A, A temu $2 L 1) hookapi HL 7l
BT T ShASEE, 456 B AR T IS AT I AR A5 AT S i
5 AT S

4 xH

AL WindowsXP JFRR 22 45 H wmplayer ISR iC#s 47
TER) CVE i %5 2l CVE-2009-3201 f— A>T 77 i i 14 4 31k, Ok
VLA SO IRAE SEBRBR B R B P B 5. BB RSN
WindowsXPSP2 JR IR R 45, X it wmplayer B4 RAS 4 9. 0. 0.
3250, LARFIHY expl. mid ST A i A A8 SCXE wmplayer
WA A AT I SCOFR N 2 A 4 B

0000h: 4D 54 68 64 00 00 00 06 00 00 0O 01 00 78 4D 54
0010h: 7B 6B 00 00 00 3A 00 FF 58 04 04 02 18 08 00 EF
0020h: 59 02 00 00 00 FF 51 03 07 Al 20 00 S0 56 64 1E
0030h: 56 00 00 56 64 81 70 56 00 00 56 64 81 70 56 00
0040h: 00 48 64 1E 48 00 00 4A 64 1E 4A 00 00 FF 2F 00

B4 R

AT THE, LIE 4 BRI SCHEE A o i A S
R AT . 5 SN & P B E RS, RS
1, 7E AL LA expl. mid SCA4 % A S 3l wmplayer. exe i
A . 293 1 h AFSIHHE, R quartz. Il #EE
A HLHE 0x7d062021 Zh ) div ecx 484 AT HY, ecx TEFF S ML
et B R I RS 2R

(LET let_k_0 = (0hex0000 @ (expl. mid__13 @ expl. mid__12) ),

let_k_1 = (0hex00000000 | ( (0hex000000 @ (let_k_0[31:24]@
(let_k_0[23:16]@ let_k_0[15:8] @ let_k_0[7:0])))[7:0]) @
Ohex00)[31:0]),

let_k_ 2= (let_k_0[31:24] @ (let_k_0[23:16] @ (let_k_0O[15:
8] @ let_k_0[7:0]))),

let_k 3 = (Ohex00 @ let_k_2[31:8]),

let_k_4=((let_k_1[31:24]@ (let_k_1[23:16] @ (let_k_1[15:
8l@let_k_1[7:0])))

I(let_k_3[31:24] @ (let_k_3[23:16] @ (let_k_3[15:8] @ let_k_
3[7:0]1)))),

let_k_ 5= (let_k_4[31:24] @ (let_k_4[23:16] @ (let_k_4[15:
8] @ let_k _4[7:0]))),

let_k_ 6= (let_k 5[31:24] @ (let_k_5[23:16] @ (let_k_5[15:
8] @ let_k 5(7:0]))),

let_k_7 = BVMULT(32, (let_k _6[31:24] @ (let_k_6[23:16] @
(let_k_6[15:8] @ let_k_6[7:0]))), Ohex0O00003ES8) ,

let_k_8 = let_k_7[31:24] @ (let_k_7[23:16] @ (let_k_7[15:
8] @ let_k_7[7:0]))),

let_k 9 = (let_k_8[31:24] @ (let_k_8[23:16] @ (let_k_8[15:
8] @ let_k _8[7:0])))

IN

(0hex00000000 @ (let_k_9[31:24] @ (let_k_9[23:16] @ (let_k 9
[15:8] @ let_k 9[7:0])))))

AL, ecx 7 0x7d062021 &b (BRI 48 4, X I T i A SC
PRRYES 12 A1 13 5595 (7T 0 SRR THE0) MG AT 53K
iR TR B B 0T L B4 U ) T 5, P AR AR5 SR A L
9 P RE IS SCAFAE B AN TET 5 BT 7 o

VAP 5 It 7 2 B 30 491 4 D8 wmplayer (19 i A SCAF
I fib A BRFFGRBE o BLAh, B 3.3 IR AR BRIE T E 45 E

R4 P A SO, 5387 RGBS IEAfi R A5 tH Fox Player 1.7 £
22 pp X %S H B L Google Chrome 9. 0. 597. 84 i) libpng 2 {4+
FEAER BB h B BE o B AT A 2 R ok At B T R A
172,
2000h: @D 54 68 64 00 00 00 06 00 00 00 01 00 00 4D 54
J01Ch: 72 6B 00 00 00 3A 00 FF 00 00 00 FF 2B 02 00 00
2020h: 00 FF 51 03 00 00 00 7E AC 00 00 06 00 00 15 00

2030h: 00 FC 01 00 OO0 27 00 00 82 71 00 00 63 00 00 QE
2040h: 00 00 58 00 OO 0% 00 00 OO FF 2F 02 00 00 0O QO

Els BB MR SR B A SO
5 H#RiE

ST IFURTTH BitBlaze , A SCHIEE 1 — 4> 18] i) 2 7 R B 2
WS SHIT R 5 IR TE A h i #0R TR
A Il B S TSR S R ARFE TR R ) S BRI SR i
FEFTER AT SALE DAY THRE Lo N3RTH T IERE , XIHE 5L
P PRI TR BRAS TR BE B 2 BEAT T80, @l 51 AW S B
JE PG A RE R Y A T ALY, S B A AR e
FPEERIE A I e T — 2P B AR X 2w DX ) R 3 ) AR
JEE AR | R A R SR W 118 DI A LA B oRd 4 Tl U 45 i A 4 TR K
KR PATR BT
SE 3k
[1] CADAR C, DUNBAR D, ENGLER D. Klee ; unassisted and automatic

generation of high-coverage tests for complex systems programs[ C]//
Proc of the 8th Symposium on Operating Systems Design and Imple-
mentation. San Diego: USENIX Association, 2008 :209-224.

[2] GOLDFROID P,KLARUND N, SEN K. DART: directed automated
random testing[ C]//Proc of Programming Language Design and Im-
plementation. New York; ACM Press,2005:213-223.

[3] GODEFROID P, LEVIN M Y. MOLNAR D A. Automated white box
fuzzing[ C]//Proc of Network Distributed Security Symposium. San
Diego: The Internet Society,2008 :151-166.

[4] SONG D,BRUMLEY D, YIN Heng,et al. BitBlaze: a new approach to
computer security via binary analysis[ C]//Proc of the 4th Interna-
tional Conference on Information Society Security. [ S. l. ] ; Springer-
Verlag,2008 :1-25.

[5] YIN Heng, SONG D. TEMU: binary code analysis via whole system
layered annotation execution, Technical Report UCB/EECS-2010- 3
[R]. Berkeley: University of California,2010.

[6] Vine[ EB/OL]. [2012-11-19 ]. http://www. bitblaze. cs. ber-edu/
vine. html.

[7] GANESH V,DILL D L. A decision procedure for bit-vectors and ar-
rays[ C]//Proc of the 19th International Conference on Computer Ai-
ded Verification. Berlin ; Springer-Verlag,2007 :519-531.

[8] WANG Xi, CHEN Hao-gang, JIA Zhi-hao, et al. Improving integer
security for systems[ C]//Proc of the 10th USENIX Symposium on
Operating Systems Design and Implementation. Berkeley : USENIX As-
sociation,2012:163-177.

[9] EAGLE C.IDA Pro Mds [ M]. B 448 BAEH ,F b7 AR

W, sk AL, 2007 :77-96.

SAXENA P, POOSANKAM P, McCAMANT S, et al. Loop extended

symbolic execution [ C ]//Proc of the ACM/SIGSOFT International

[10

[

Symposium on Software Testing and Analysis. New York: ACM Press,
2009 :225-236.

[11] GOLDFROID P, LUCHAUP D. Automatic partial loop summarization

[

in dynamic test generation[ C]//Proc of International Symposium on

Software Testing and Analysis. New York : ACM Press,2011:23-33.



