%30 5% 9 8 it HE R R AR Vol. 30 No.9
2013 %9 A Application Research of Computers Sep. 2013

—METFTENEMZE AR

SRS, BT, B4

(REIAEXKF o b THAR MAELEELEXERRELLIRE; b. 5.46L2F LA, % 710086)

 ZE: ATHALERXMERME RS RA S ALK E, T R-LWE (ring-learning with errors) [ % 15 #
Far R H LE M eGA A P MR T — AR THRGINERE T, 7 EEMEIEFA AT R-LWE B3
FIRL, Hhn R R i M B XY R RARE A M DGR AR R AR SURS R AR, R AR G, B AL ik 3
IND-CPA (indistinguishability under chosen plaintext attack) .

Ki#iE: #%; R-LWE; JAiEdm %
RESES: TP3II XHARERG: A
doi;10.3969/j. issn. 1001-3695.2013. 09. 057

NXEHS: 1001-3695(2013)09-2788-03

Authentication encryption scheme based on lattice
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Abstract: Based on the R-LWE difficult problem and generalized compression knapsack problem hash function, this paper
constructed a lattice-based authenticated encryption scheme. The new scheme made use of R-LWE difficult problem in the en-
cryption and decryption, and had the good characteristic that the encryption and decryption speed was quick, the expansion ra-
tio of the ciphertext was low. The authentication process was realized by using generalized compression knapsack problem, the

efficiency, of which was very high, and its security could achieve IND-CPA.
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