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Research of predicting insider threat based on Bayesian network

WANG Hui", YANG Guang-can, HAN Dong-mei
(College of Computer Science & Technology, Henan Polytechnic University, Jiaozuo Henan 454000, China)

Abstract: Internal network brings convenience for corporate office, but increasing threats are also brought into enterprises.
Insider threat causes great harm to enterprises, and is difficult to detect, so it is urgently to be solved. This paper put forward
a predictive model of insider threat based on Bayesian network attack graphs. It considered the behaviors in attacking process
as research objects, and considered the resources and operation sequence as nodes, established Bayesian network attack
graphs. It described the different attack paths and attack state in the process of attacking by Bayesian network attack graphs,
and used Bayesian network inference algorithm to calculate the risk probability of insider threat. In Bayesian network attack
graphs, the concepts of meta-operation, atomic attack and intrusion evidence were defined, and node variable, its value and
conditional probability distribution were quantified. Based on the improved likelihood weighted algorithm, the calculation of
Bayesian network parameters is easier, and the prediction of insider threat is more accurate. Ultimately, by simulation experi-
ment, it is proved that the modeling speed is fast, the process of calculation is simple, the result is exact, and it is valid and

applicative in predicting insider threat.
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CHR[10,11 ]2 LT SPRINT ( signature powered revised in-
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tmili=1,2,3, nf FHGEE GG BT 0 2GR
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W B = RS AR S F BRI RS IR . FEA
SCH IR R I R 4 0 P00 2 o [ R T AR O
R AR ARG E SR R S 7T U]
B, 8 SRR S A S 1 & o R 46 A 1Y
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F ok R MEA TR e , ZEi R A R v, R Iy A2 B2 C
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B UEE S B AR S ER B9 )5 SR 20 A v B 2
AR IBAE — B8, T g — AR REAS AT RO R A
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e,0,9)

FIAR AR B AR I DI 307 I 245 11 IR 24 s R L T s
UEHRAR 5, SR A 1) AR R JE SR AT

A TR NAG, FEAR 5 m, R4 AR & E, IF4E 28 5
BUH e, AR Q, AL BAYIUE ¢;

fith :P(Q =q|E =e) HYILMUE,

1:A4<STEP(NAG,D) ;

20,050, ,<0;

3.for(i=1tom)

4.D,«0;

5 :for(A HRYEE—E R X)

6:if(Xek)

7 =X I 5

8 :else

9w P(X1ar (X)) HRER LR

10 :end if

11 :end for

12:D,+-D; U { X =x} ;

13w, 1 P(Xlar (X)) 1D,

XekE

14:0,«w, +w;;

15:if(D 5 D =q —%)

16:0, <, +o;

17 ;end if

18: end for
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Bk RF LR STEP(NAG,SETP;)

AR AR DLt S0y o 2% 1747 ) 28 i Pl NAG, 8 3 HA i
BT R T RS Do

A LR BGE E NAG, ABE A, HBE A, L )7 6 R POS,
L7 K FR STEP X A1 Y AR WA 5, AND L REE M;

B DU T 4R IR T R R ARG
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2:for(AF—> Ay =0 (TR R X) 5

37 NAG i 5795 5 X ZIRIFATEA 1) 3 1 i A 19 78 6 Y

4 (Y ARE > 1 HEPA Y BB A [0 Z MIAEAE AND X R )

5:M—MU X, AX, |5

6:end if;

7:POS—POSU { (X,Y) |

8:X H@ﬁfﬁ /\2‘_0;

9:end for;
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12 ;return SETP; ,

3 ZRHBERSN
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Ve RfRE s A ST, p = P (v, = true lv, = true,v, = true,v; =

true) JFRBERIE . AU ST T IHUCRAEL R, T P %

INERUCRAE RIS & RS R ANER 1 PR o
#1ORAELR

Ny Np Ny Ny N5 Ne Ny Ny Ny Ny

Py 0.2789 0.3331 0.4965 0.5425 0.606 1 0.677 8 0.747 5 0.798 2 0.853 60. 952 7
Py 0.1927 0.2650 0.3024 0.4521 0.5347 0.6024 0.7189 0.803 4 0.815 60. 830 0
P3 0.1249 0.3024 0.3654 0.4536 0.5367 0.602 4 0.678 9 0.724 6 0.790 00. 820 0

~

°4 0.2500 0.3547 0.482'1 0.5278 0.6196 0.7056 0.759 8 0.823 6 0.895 60.920 0
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