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Defense technology of phishing attack and design of defense framework

ZHAO Yue-hua, HU Xiang-tao’
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Abstract: The current anti-phishing technologies detect the phishing attacks through comparing similarity of URL or Web pa-
ges between suspect Website and real Website. However, it cannot work effectively on those new attacks by the insertion of ma-
licious code to Web pages. Based on analysis of existing defense technologies of phishing attacks, this paper put forward solu-
tions to those new attacks which couldn’t be prevented by traditional methods. It also proposed a further new overall defensive
framework which incorporated traditional ones,to make up defects of the original methods,increased the detection rate of phish-
ing attacks,and decreased the false negative rate. Experimental results show that the proposed defense methods are effective.
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