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Abstract; This paper proposed a browser-based mutual authentication for federated identity management ,which identified the
identity authority based on human perceptible authenticators in a TLS session and protected the token mutually by binding the
client certificate and using stronger same origin protocol. The paper analysed the security of the protocol in the formal model,
and proved that the protocol could provide secure authentication.
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