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Abstract: Given few works focused on the propagation model that fully considered the influence of the dynamic features of
P2P nodes on active worm attack , this paper proposed two propagation models of active worms in dynamic environment. First, it
studied two common attack strategies of active worms and provided states transition process of nodes when active worms spread
in accordance with these attack strategies. Second , it presented two propagation models combined with the dynamic characteris-
tic of P2P nodes. And finally, it conducted mathematical analysis on these presented models and explored the key factors affect-
ing active worm propagation in dynamic P2P environment. The experimental result shows that it is able to effectively suppress

the spread of active worm in P2P networks by increasing the off-line rate and immunity of P2P nodes.
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