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Active defense scheme of fusion of user-level and kernel level interception

XU Fang-heng', CHEN Xuan', TANG Ke-ping', LONG Dan’
(1. Zhejiang Industry Polytechnic College, Shaoxing Zhejiang 312000, China; 2. Zhejiang University, Hangzhou 310058, China)

Abstract: Based on the Windows environment procedures mechanism analysis, this paper explored the use of user level inter-
cept, the kernel level intercept which combined with active defense technology of malicious code behavior accurately automatic
detection and automatic identification,and proved security system and security of network. The experimental results show that
the technology for the unknown malicious code and its variants of the detection ability is better than single method and other

traditional methods of detection.
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