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Network traffic anomaly detection based on local projection denoise and FSVDD
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(1. Air Traffic Control & Navigation College, Air Force Engineering University, Xi’ an 710051, China; 2. Institute of Information & Naviga-
tion, Air Force Engineering University, Xi’ an 710077, China)

Abstract: The present network traffic anomaly detection methods such as residual detection could detect anomaly at the break
moment only, the detection rate was low. This paper denoised the multiple protocols of network traffic by local projection me-
thod , it decomposed the traffic into trend part, and noise part and considered them in the detection. It also established the de-
tection model by SVDD, and introduced the fuzzy logic to enhance the model’ s generalization. The experiments on DoS at-
tacks detection show that the proposed method can detect the anomaly well. Compared to the traditional methods, it gets higher

detection rate and lower false alarm rate.
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