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Loop vulnerability detection based on decompile
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Abstract: Improper circulatory buffer copy is one of the main reasons of buffer overflow, in order to improve the efficiency of
such vulnerability detection, this paper presented a method which based on decompile to detect loop vulnerability. Firstly, the
method decompiled target binary files and constructed the abstract syntax tree ( AST) of functions, designed algorithm to ex-
tract circulation information of functions. Then, according to the characteristics of loop vulnerability, it built finite state auto-
mata to detect the loop vulnerability. This method had obvious advantages in non-source code vulnerability detection, could

discover loop vulnerability in the software effectively, and improve the efficiency and automation of vulnerability mining.
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begin
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hf ; = NULL //hf F T4 B g ik 15 5
pefunc ; = decompile( pfunc, hf)
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for all node in pcfunc—body do
/IR E S T pefunc—body YA & node
if exist_node(T,node) then

/7P i node RARAFAET T ofy

return T

end if
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insert_root( T, node) //3fi AR 15
else
current_node ; = get_parent ( pcfunc—body,node)
/ /3B pefunc—body H node (147 15,
loc ; = get_loc( T,current_node )
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end if
end for
end
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int_cdecl func(int a)
{
int result; [ sp +Oh][bp -4h]@2

if(a==1)
result =5

else

result =6

return result;
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int __cdecl func( const char s str)
{
unsigned int i; // [sp+10h] [bp —10h]@1
char name[10]; // [sp+14h] [bp-Ch]@3
for (i =031 < stlen(str); + +i )
name[i] = str[i];

return 0 ;
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