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Security detection of virtual machine process in private cloud platform

CAO Li-ming, ZHAO Feng-yu
(School of Optical-Electrical & Computer Engineering , University of Shanghai for Science & Technology, Shanghai 200090, China)

Abstract ;
posed a method ( process analysis monitor, PAMon) based on process resource monitoring. Firstly, the virtual machine moni-

In terms of the network firewall monotone and defects on the security of the private cloud platform, this paper pro-

tored the physical resources of the virtual machine platform information. Secondly, it reconstructed process resource informa-
tion through the mapping table. Thirdly, it identified malicious processes by analysis of the key executing processes, hidden
ones and those abnormally occupied with resources.

Finally, it disposed the identified malicious processes properly. Experi-

ment shows that PAMon can not only detect malicious programs effectively, but also enhance the defense capacity of network

firewall by submitting malicious process information to it.
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(R SRR, SR )5 R AG 3R . PAMon FRGTNZS SN IE] 5 i

Foot@Iocalnost/usr/ PAMOn

FOoE@IocalnosE/ust/ PAMON
Hle kot view lerminal labs Help Fle Edit View Terminal Tabs Help
[root@localhost PAMOn]# ./ShowHidenProcess (|| | trootelocatnost PAMon]# ./ShowkernelProcessCheck [
[root@locatnost Famon]# | Host:192.168.0.121 Detect Time:2012-87-23 12
:24:39

wuauclt.exe has not been find in ProcessList
lsass.exe has not been find in ProcessList
[root@localhost PAMonl#

(a) BEHBERAES

IE root@lacalhost/usr/PAMBn EEN
Fle Edt View Terminal Tabs Help

b) REHEBUFER

FootGlocathost/usr/PAMon

Fle Edit View Terminal Tabs Help
[root@localhost PAMonl# ./ShowDetect
Host:102.168.0.121 Detect Time:2012-07-23 12:2

[root@localhost PAMon]# ./ShowBigSourceProcess

Host:192.168.0.121 Detect Time:2012-07-23 i

12:24:39 Malicious Process:Name=MytopXP.exe,ID=3660
Process :Nane=MytopXP . exe , ID=3660, CPU=15%  Memory Malicious Process:Name=MytopXP.exe,ID=1976
-53376 Byte Malicious Process:Name=MytopXP.exe, ID=2563
Process : Name=HytopXP.exe, ID=1076, CPU=11%, Memory Malicious Process:Name=MytopXP.exe,ID=5792
=43376 Byte
Process : Name=MytopXP .exe, ID=2563, CPU=28% ,Memory| Deal with Processes:

62376 Byte PYIoEP:exe hes Vel cempnaten
i _ . TOpXP.exe has been terminate
:;gggséc:gs_mytupw.exe,In_smz,(Pu_zn,nemury ot opxeaxn st becn Eorminates

MyTopXP.exe has been terminated

[root@localhost PAMon]# FrootmiscAthOst PAMOATE

(c) HAKXBERFERAERIER (d) AP AAb S5 R
El4 Windows R % Wi

root@localhost:/usr/PAMon ;t@lnulhns‘:lusr};ﬂl\;n’

= Ele Cdt View Terminal Tebs Help
[root@localhost PAMon]# ./ShcwKernelProcessCheck

Fle Edt View Jerminal Tabs Help

[root@localnost PAMon]# ./ShowHidenProcess B
Host:192.168.€.122 Detect Time:2012-67-23 14
31015 Host:102.168.0.121 Detect Time:2012-07-23 12:24:39
wuauclt.exe has not been find in ProcessList

lsass.exe has not been find in Processlist
[root@localhost PAon]#

Hiden Process:Nane=backdoor, T0-269
Hiden Process :Name=backdoor, ID=344
Hiden Process:Nane-backdoor, I0-1435
Hiden Process:Nane=backdoor, ID=1965
Hiden Process :Nane=backdoor, ID=3391
Hiden Process:Nane-backdoor, T0-4628
Hiden Process :Nane=backdoor, ID=6983
[root@localhost PAMon]#

(a) BRUEBEBWFEL (b) REHEBIFER

= root@localhost:/usr/PAMon -gx

Fle Edit View Terminal Tabs Help

MyTopXP.exe has been terminated [
MyTopXP.exe has been terminated
MyTopXP.exe has been terminated
MyTopXP.exe has been terminated

3 FoOtIocalNOEL: LEr/PAMON BEE]
Ele Edit View Terminal Tabs Help

[root@localhost PAMon]# ./ShowBigSourceProcess
Host:192.168.0.121 Detect Time:2012-07-23 12:24:39
Process :Name=HytopXP . exe, ID=3660, CPU=15%, Memory=53376 Byte
Process : Name=/ytopXP. exe, I0=1976, CPU=11%, Memory=43376 Byte
Process :Name=/ytopXP. exe, ID=2563, CPU=28%, Memory=62376 Byte
Process :Name=lytopkP. exe, ID=5792, CPU=21%, Memory=73376 Byte

Host:192.168.0,122
-07-23 14:31:15

Malicious Process:Name=backdoor,ID=1965 | |
Malicious Process:Name=backdoor,ID=344
Malicious Process:Name=backdoor,ID=4628
Malicious Process:Name=backdoor,ID=3391
Malicious Process:Name=backdoor,ID=269
Malicious Process:Name=backdoor,ID=1435
Malicious Process:Name=backdoor,ID=6983

Detect Time:2012

Host:192.168.0.122 Detect Time:2012-87-23 14:31:15
Process:Name=backdoor, I0=1965, CPU=0%, llemory=28730 Byte
Process:Nane=backdoor, I0=344, CPU=13%, Memory=36452 Byte
Process:Name=backdoor, I0=4628, CPU=21%, Memory=73982 Byte
Process:Name=backdoor, 10=3391, CPU=17%, Memory=58943 Byte
Process:Name=backdoor , ID=269, CPU=16%, Memory=59864 Byte
Process:Name=backdoor , ID=1435, CPU=10%, Memory=43609 Byte
Process:Nane=backdoor, 10=6983, CPU=10%, Memory=25864 Byte
[root@localhost PAMon]#

Deal with Processes:

backdoor has been hung
backdoor has been hung
backdoor has been hung
backdoor has been hung
backdoor has been hung
backdoor has been hung
8 [root@localhost PAMon]#
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