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Analysis and improvement of ID-based signeryption scheme
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Abstract: Cryptanalysis of the improved efficient ID-based signcryption scheme which was proposed by Xiao,et al. shows that
the scheme can’t resist indistinguishability under chosen ciphertext attack and dishonest recipient’ s general forgery attack.
This paper proposed an improved signeryption scheme to overcome these security problems. The new scheme had the indistin-
guishability against adaptive chosen ciphertext attacks property and was secure against an existential forgery for adaptive chosen
messages and identity attacks in random oracle model, and the security was reduced to decisional bilinear Diffie-Hellman prob-

lem and computational Diffie-Hellman problem.

Key words: signcryption; ID-based; public verifiability; forward security; semantic security; unforgeability

1984 45 Shamir ' S T HEF B AP BRG] 55
F18) T UE 5 PR 23 BH B A AT AR Ll , BT B 0 g S R AR TR AL T
EYVE R R . A AR P 8 A 0T & 0y 5 2 an ik
PN ERTIRER T LN [N i U e = e (D /A 7
B AP S5 BB AT EE TR A P A AR
A BHIEAD s JH P FAGH I th — A (5 58 =05 ——FhEH AR i
> ( private key generator, PKG) 4t — 4k i, I 1 22 {518 &%
Z5 AP, 2001 4F Boneh 28 A2 F IR VX3 T 55— A 5
B TR 4 I R T B0 0 I 5 48, W I AR R AR P %o S 20
FHET B 0y i) %5 24 7 SRR

1997 4 Zheng ™ $2 t T &8 MO M5, 289 0T LAAE — 32
B YR PN R 52 WO W S R I 2 f 45 44 o S AL g e 4%
G INER T) 7 SEAR G, 255 7 SRS TT RS B8 /I, 1% i 114 95 5
SRR, SR R R P T SR B R A A el 9 A2 BR A
Yitro G5 ST B0y s A R %5 2 1k i, Malone-Lee ) 44 1
TH—AETF GO R 2% 7R, [ Libert 25 ™) 45 H S0k
(41 T BARAE LR, I T F N ET S0
BEEETTR . AR N R X R T AN B T
RO St P R a T & S (E v N B g 2 2
WS UEW] 7 SCHRL 6 1 05 AN HA IR L& 4. B Hs
AR T — AN F S M A TR RS %07 5, T3k
R RN T — A0S AT Ad hoe 4 1%

WrRs BHI: 2012-07-14; f&E AHA: 2012-08-27

BUEBE 22 A h Sl A 2 PP SUR L T B 0 BT 2R A
AT SR L O ] AN A G 1 AR A TR R
WEPE, FF4 T — Rt 5 50 AR SO SCHRE 10 ] J7 S8 1 % 4
PEBERT0HT , 45 10 07 SEAN T A AN 1] O 3 A RS ) A, I X
HEAT 10

1 WM RAE X EF MR

1.1 WM

B(Gy, +) iU AR L ¢ BOIERE, (G, - ) &2—A
Wk q WFRIRTRE (B AERE G, TN G, v B OGS A5 v AT A2 i
19 RIS €: Gy X G, —G, JE— DR PEXS , #5 RAn F P

a) W&, X FEM U,VeG,a,beZ i e(al,
bV) =e(U, V)",

b) AERIIE . F74E U, Ve G, 15 e(U,V) #1,

o) AT, X TALMY U, Ve 6, fFE— A Esi s
HAFEE e (U, V) HIfH

AR G, B R AT A 120 o 4 sl A 10 it £, Xk
PEXT R AT AR HIZ 2k 1) Weil FLxd ol Tate FoX#43
1.2 HXREFHER

FEFAM 5 b 2 R T X ) 28 8 A vk — I T LA T 4K

ESTIH: BRAARFELFTBAB (61272465); T4 A XA F L LKA B

(102102210242 ,122400450189 ) ; 77 1 4 % & /T A5 A B £ 57 B (12A520034)
YEZBEN ATHRA(1981-) , B, 305, 4, T LR 5 6 H43 8% 4 (hejj99@ 163. com) ; Z# = (1979-) , 4, #H)F LB R4, LT F A

HIRH S5 AL (1964-) , B 4%, W, T RALH f A ARk



<914 - IR

% 30 %

a) BEHO AL R @ (DLP) , LB P,Qe G, , 5K xe Z, (it}
Q=xP,

b) 5 Diffie-Hellman [a] i ( CDHP) , {F45 aP,bP e G, (a,
beZ KH),iHH abP,

¢) 5B WA Diffie-Hellman [7] 51 ( CBDHP) , E.H1 P, aP,
bP,cPe G, (a,b,ceZ KH) HEe(P,P)™ e6,,

d) H) 7 Wk P Diffie-Hellman [] £ ( DBDHP) , £ 45 P,
aP,bP,cP e G, (a,b,ceZ] RF)F &G, HIli e(P,P)™ =¢
SN

2 ZEAFRRERREMENX

2.1 zmRnY

T By 128 5 05 S — AR IO

a) RGN (setup) o L 0E RGELRSH K, th PKG L
REZH

b) B (extract) o Z35%E I U B8y 1D, i PKG /=
W5 Z AR R AV S, IRl AR F B R X G T U,

o) B9 (signerypt) o RiEFH Alice iy A H CIIRLE S, (2
Wz Bob 13 1D, LLKIH S m, AR L oo

d) 255 (unsignerypt) o 3 Bob Hit A H C BIFAEA S,
KikFH Alice B84y ID, LIS SC o, FiHIHE m 80H L7,
B L WY ST
2.2 ETHHHNZEZEATRNZTEE

—NHET B 0y (2 T SRR AL

a) PRAETE . Tk B M — 4 5 5 ST BT AT B SCAE L
I LRATITHY.

b) ARl PhsE e, Hodi & 7 — A G A  SCTE TG
RATIATI

) ARG RIEFEANREEIAMEE 285 1H

&) ANIFRUENE o ARAT 55 =05 23R A% B SR E R AT
SRR ITIANECA T, v LA E i3 35 3iE A5 20 E B X A% 3C
29 5 T2, HLRIE S AN BE AR A DG 28 S M 2 R 5 AU
HEZMER.

e) Hlm Atk WA P AR, 5 =05 iR
RBVR S AL e 25 i 28 8 0 R W]

PR TT O IEPE T DL T N LA .

BN QRS R T 21 R T L
—ANRT] 2. W 0 UL i 45 LA (193% 3% IND-IBSC-GAME,, I
—ANBET 03 (0 25 5 SR A I R R SR By W R B
4 AT X 43 (IND-IBSC-CCIA2) |

Witk IND-IBSC-GAME 25 341 F

a) R E . PINE CHIALRSH K, BT setup FIE,
W RGESHL params KILBTT A,

b)) 1, &F 2 AT 0]

(a) Extract ifjn), 4 &H—NH M ID,, ciHE S, = extract
(IDy) , IS5 R Rk 45 Ao

(b) Signerypt 0], A EFFEPA~E {5 1D, A1 1D, ,— ]3¢
m, CHH o =signerypt(m,S,,ID,) , IWGEE R o Kik%h A,

(¢) Unsignerypt #i[a], 4 BB A By ID, 1 ID, ,—A~%
Yo, CHBERE S, = extract (1D, ) MBI 3 m = unsignerypt (o,
ID,,S,) , RIEGERUIC m SfF5° L7 %4 A,

o) PRl o A HE AR TR BE BB ST mg om, FlA BE PR AR
B0 1D, 1 ID,. 1D, AHE S 0L 2B extract 815 )
By PRiE cHENLESE ue (0,11, 115 o = signerypt(m,,
S, 1D;) IR EE R o KRG Ao

)l 2, BT agafe) 1IREEAT 2 SR
HIZ M ANREXS ID; $hAT extract #] 1] , WA RE X% 3 o $HAT un-
signerypt 7]

e) JE . BT Ak w VR uw BRI, AR w =, B
T A BRATT AL o

EX 2 APtk R AAE AT 20
Tt & LA — > A AT 200 14 40 $i 7% LA T 19 3§ %k EUF-IBSC-
GAME , JUJFR— A B 003 ) 25 5 Jr SR AE 38 oL P 1 6 31 5L D £
Py deadi N ARAFAENEA BT i 9 (EUF-IBSC-CMIA) .

Witk EUF-IBSC-GAME 3541 F »

a) REBCE . BRIRE CMALRSHE kBT setup HE,
HHs RGBS L params KR LT Ao

b)) BT A AT 2 SRR 1 E Y
A,

o) hiic FeJa, BT a4 AR — B =4 (o, 1D,
ID,) , BX A =Jed A e TR BT B signerypt Bl 5 AL 1, H.
AN TR BL extract BUS HLUHT . W2R unsignerypt (o', Sy,
D) # L, T A iRk

3 HEk[10] 77 S HY B

3.1 Setup

LR E RSk, PKG MR MR 104 ¢ BrimiE g sr e
G, F1 g B AILPEARE G, , Hh, G, WAITH P M G, F1 G,
L Weil X 5%, Tate XA TEAR B ALPEBLST e: G, x G, — G,
PKG BRG] 6 € o4, ATHRGEAYI P, =6P G,
PKG $EIUZ 4 WX PR DL (E, D) FI DA~ 22 4 1 508 o6 4L
Hy:10,1{"—G, H,:G,—Z , Hy: {0,1}2 x {0,1}|"—Z"
H,: 10,14 "—Z; o Hr 1 2RS40 ID LHLEHR R ;L 2 G,
FOCE R R sn RS m B LR B 50 2 H, B i LG
Fr B, RGSHL params J 16, ,6,,q,P,P,,,,E,D,H, H,,
H, ,H, !,
3.2 Extract

AP S0 ID, , PKG HE AR A Q, =H,(ID,)
FIFVEH Sy =80, 0 AT R ki%#H Alice FIHNCE Bob AL
BIXEA(S,,0Q0) FI(S,,05) o
3.3 Signcrypt

AP Alice $847 AT i 2 :

a) 5 Qp =H,(IDy) .

b) W v e o Z, ik =20, ,0 =¢(S,,Qy) "k, =H,(w) .

Rt =E, (m) ,h=H,(m) ,r =H,(k ,h),s=k/(r+Q,).

P Alice KX o = (¢,r,s) 3117 Bob,
3.4 Unsigncrypt

FHF Bob B S o = (1,7,5) J7 , PETLA T A R -

a) I8 Q =H, (ID,) k, =s(r+Q,) ,0=e(S; k) -

b))k =H,(0) .

) D, (D FFE m 5 L,



%3

FTRA,F — AR TEWEE 7 Zairh - 915 -

d) AR m, W b = H, (m) ,FEB050F r = Hy (k, ,h)
SEAT o QARAS ST W L AR RS W2 m, IR o =
(t,r,s)BHF Alice,

4 FXHE[10] A ROB T

4.1 EEPENXHE

Xof SCHK[ 10 ] 5 28T R SRt AS 7 X 43 35 4% B SC s (in-
distinguishability under chosen ciphertext attack, IND-CPA)

W AEBER DI mg omy o PEICHE ¢ BEMLIESE—1
HISC, BB S IR EB L o™ = (7,7 s" ). AR
ki =s"(r" +Q,),h" =H,(my) B uES5 r™ =Hy (k) ,h™ ) 2
BIAT, SRS I S o™ S8 my XN 1825 85 85 S0, 75 U 9%
oo" R my XN S, BT SR R S
TESESER PR A ] Sc s i R o e Ty 22 /T A
AL W1 S0 8 IS AT A T X 4P 4, IND-IBSC-
GAME fyfus, i HaxX AL €M, HIizir fABA
S AE,
4.2 hEWE

AR HICE Bob 1] LLAAE TP Alice YT ZH B 1Y%
B, MHERRIM B m' BB ' € 20 K, =20,
h'=H,(m'),r =H,(k',,h') ,s' =K' /(' +Q,) ,0" =e(S;,k',),
K, =H,(0'),t' =E,,(m") W o' = (¢',r',s") JEH P Alice %}
Bom WA . L, SCERL10 ) 07 A BA AN AT D e

RV, o TS 1 T O i P, A5 X T A TR AT 304 %
o =(t,r,s) =D HRIEX It KiEH Alice B Ry ik 23U
Bob ity , Jr %k £ T AT Bkt

5 CEk[10] 77 ey

g T HRBUE SR B S A O s B, AS SO SCERL 10 ]
SEHEAT TG AR T AT T B A TR Mk
Z 1Y setup Fl extract [y EE5 3.1 F13. 2 FIAMN, B 2B
TR HRECH, -G, % Gy x 10,117 Z R 50 7 b4 H,
IR signerypt A1 unsignerypt [ B A
5.1 Signcrypt

P Alice 447 AR i 2

a) 5 Qp =H,(IDy) .

DEHL v € o Z) FHE R=20,,k =e(P,P)" 0 =e(S,,
Qp)" ky =H, () .

c)itHE ¢ =Ek2(m) ,r=H,(R,k, ,t),S=xP-rS,,

P Alice KiE#3C o = (¢,r,R,S) 45 1P Bob,

5.2 Unsigncrypt

I Bob WB| %3 o = (1,7, R, S) Ja , ATUU T B4 1
B

a)it4 Q, =H,(ID,) ,w =e(R,S;) .

b) I by =e(S,P)e(Qy,Py)  hy =Hy (@) o

VT D,y (0B8] m oK L.

) TRARE] m, WBGHE r = Hy (R &y, 0) 728 W07, IR
AL I R L5 QRS M2 m, I o = (¢,r,R,S) KA
Fi P Alice,

SR TE AT DAl T P ORI :

ky =e(P,P)* =e(xP,P) =e(S+1S,,P) =
e(S,P)e(rS,,P) =e(S,P)e(Qy,P,u)"
w=e(8,,05)"=¢(80,,05)" =e(xQ,,805) =e(R,Sp)

6 BHFTREISH

6.1 Z&iHHFIER

et Jr & vp in il 9 540 pR 8K H, (H, (H 2 REALTR
Bl FIfFS ¢, (i=1,2,3) FRRBGEEZZ M0 H, BIIREL,
Qe qs M qp S RFRBEH B L AT extract #]]7]  signerypt 1]
[A] Fl unsignerypt ¥ [A] (R EL
6.1.1 MEM

FE 1 ISR, RIAATERCT 4 B8 1E « 0
BN LA e BIIEF BT IND-IBSC-GAME it &k , If 4 3k A7 7E — 1
Bk B, HETE ' <t + (2q5 +3q,)t, BB LL &' =¢ge/q,q, )
B DBDHP, FHorpt 1, FIRIFA — RO X 18 B T 75 2
PR [A]

IERR & U F| G, th DBDHP 5L (P, aP,bP,cP &) , J
TRENLE a,b,ce Z] KM, B s FRAYGEE A W TFRIF L
KT & = e(P,P) " AL

ARG E . Hk 8 LRGN ISR params K% 4
B AHPRGEAABEN P, =P, B a CRH) B RGE

WlE 1, @TEYEAPINR L, L, Ly Lg Ly, W 4 1Y H, i)
[a] \H, A \H; f][A]  signerypt #][6] Fl unsignerypt 1] 1] , 3% 651
TR RN . AR ES BRI

a)H, A, BREMLEIES m(1<sm<gq,). a4 %T ID,
(Isisq) WE—YRRE, e BAKESIE L . MRTEFIE L,
PEEAAET(ID,,Q;,a,) , B4 Q. BRI A1ER ID, I H, 15
Ao A, 2 2 MORIARGE ID, /9 Hy (A, Wk i =m,
B O, =bP; MR i#m FAPIEI , € 2, 315 0, =a,P, B¥§
(1D, Q;,a,) TIMBNFNK L, ,Jf4% H, (ID,) =Q, &% 4,

b)H, fjlf], A KT o, (1<i<q,) W0, 8 5%
WEINR L. MRAFNER L TEEELET (o, k) B ¥k,
R ATEN o, B Hy WA &0, BEALERR b, e 2, %
(o, k) MBI L, J04 H, (0,) =k RFI4 A4,

) Hy ], A KT (R k) (1<i<qy) BEE— U],
BE AR Lo WRTEIIER L, PERFTE (R, k) 15,
r) 8% r R AVER (R, ky,0) 19 Hy WA (E 5 45 0, BEAIL
WEHr, € o Z) K (R, ket ) BSIMBNFNFR Ly, 9045 Hy (R, Sk
t;) =r, R4 A,

d) Extract #[d] . %F_2 %F ID, (1 <i<q,) (545142 IA 8]
(R &Mud 267 10, 1Y H, i), &0 et H, i), 8
MINFR L, R T(ID,,Q,,a,) o WA ID, =1D,,, 8 5 KIK,
AL B, 811 S, =aQ, =a(a,P) =a,(aP) ¥4 S, iR
%A,

e) Signerypt #[0] o ATATEHEE 4 W] LIEEEIH B m FIF A~ &
#3 ID, A ID, X (m,ID, ,ID, ) #4725 5% i IR) (MR E A 3¢
T ID, F1 1D, 0y H, Hla), 5 W e AT H, i) . anff ID, #
ID,, ,® AI5E T extract $2: 345 1D, BIRVE S, , AR5 R S dthiz Ay
signerypt i RIAl s WSk 1D, = 1D, U 1D, 1D, . ® 5575 L,
qﬂ?ﬁiﬂ(lDA ,Q,,a,) F(ID,, 0y ,ap) S Q4 =bP,Qp = a,P,



- 916 - AN NI S L R

% 30 %

HHE Sy, =a,(aP), FEER " €2, ,HHHER=4'0,,0=¢
(Sp,R) A Hy WK by = Hy (0) ,HHH 1 =E,, (m) o £
B r' e Z, A5k =e(F'x'P+1'Q, P, ) AR (R K, ,t,r")
CETESNR Ly b, WE BB o ' IR0 ks 1H 5 S = /o
P Rk, ) MBI L, 1, 64 o = (1.0 R.S) K]
%A,

BXF AW T signerypt 1] [0 14 [H1 242 A B0, FH5E 1,
ky=e(r's'P+1'Q,,P,,) =e(r's'P, P, )e(r'Q,,P,,) =e(r'x
Py P)e(r'Q,,P,,) =e(S,P)e(Q,.P,,) Ml o=(t,r",R,S)
& (m,ID, 1D, ) B — R

f) Unsignerypt #fi[6] . 24 @ I H]— %3 o = (¢,r,R,S) Fl
PS03 1D, 11D, (9% 2 %53 [R] I, 45 1D, = 1D, , U] (B 2% %5
SCHAREEE 345 1D, 1D, 1 S T Hy 55 HLFN extract Tl
S AL, ATLASRAR D, (1D, XN AIAEH Q4 .Q, FTID, X1 1 FAEH
Sp R 0 =e(S,,R) , & H, Gk, = H, () , 115
szkz(t) JEy=e(S,P)e(Q,P) s KB (R K ,t,r) BETE
Ly P WRATE , @ fEAE 25 852 % 30 B, B IR AT m 25 A,

Peiko 18 BRI B A WG T A S P A B Bk
A B 11D, 1D, E RN B {mg ,m, | o W2 1D, 1D, B
LB AL AN, B FEHLIER ue 10,11 ,% 0 =¢,Q, = bP,
if) H, WG Q) = aP(aeZ, ), iH5H S, =aQ, =a(aP)
=a(aP),R" =a™'cQ, =cP,k =e(a™'cP,P), 1" =E,,,
(m,),r" =H,(R" k' ,1"),8" =a " cP—r"S, FH i
o, =" 1" ,R",S") RIRGE Ao

IR 2 BT A gk AT 2 5 0A FR Y hash 7] ex-
tract 1] [A]  signerypt #i [5] F1 unsignerypt ¥ [6], 3X B A FEXT 1D,
AT extract #[A] , WANBEXS o, #EAT unsignerypt fj[a],

B WEEEHG AR TR o =, WP 6
BEHIWT £ =e(R™,S,) =e(cP,aQy) =e(cP,abP) =e(P,P)"™,
Hif#dk T DBDHP,
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SRR IBEE, BT LA ¢/ <t +2qgt, , Herp o, TR i3 — Rk
Xt iz B T e A T ]

Hit 2 (EBAPLII S HRUR CDHP [ X ET , Boik iy
EET B 929 Jy S0 IE N MR B TH I R B0 WO T R AR AE
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JEALR SO B . BARIL BRI 3k 1 R, Hd x(+y)
FORTE x WRHEE, y AT BB, AT LR ), A8 30 =7
R AR R, L SCERL9, 10 23 T is 5 & H 5 3
Hk(4 ~8 ] AL, A2 K,

(F#% 920 |)



- 920 -

it E R AR

% 30 %

i 2 AT, SVD-DWT /K BRI 2 B Uk I, B
PSNR 5 NC #B b , A2 Bl 5 , BUE AR K, ety
PEARSS . SVD 5 DWT-SVD B3 i bt B M g Lk o5 S A 4R
PHREE (0 DWT-SVD 54 135 5 i il ] B8 45

DWT-SVD S Bk J5 i 4R UK BN MG AN A 6 JiTs o

'S
‘ » P
a. A. I
(@) )

() (@

a.
(e ® (®

(b)

|

O
"_,7 2
-~ A . ¢ X |
(i) @) (k) @

6 Tl )E R BUK B
1P 6 I, DWT-SVD Sk 7E3Z BI1&] 6 (a) ~ (1) X 12 fif
Wit Z Ja , AR IOK BN J5U 7K BT A 45 s B e (R e L AR
DU B0k ARSI A o

4 LERIE

BT DWT-SVD f)F B R ARG KEN R ik, XK ENEAT T
AE LR :a) Arnold [EI{5 E FL I R &L key; b) SVD Ji5 i P IE
SH R RIS bR K ER B 77 S8, BT K B A 22 4x 2R 050 B vy, AR A
WA PP SR IOK BN S BOK B PRt AT AR g B 52 T L

SERGUE R AR SCRE S H DL R MG T-Bean a4 5700 L LA
P U A S A BAT AR A B R, DL PERE DB
S Lk

[1] #RE, T2, 3467, F ATIRATHROBERR S 52K
HBAFE[T] e wR T LK FFHR, 2008, 34(5) : 471-475.

[2] LIU Rui-zhen, TAN Tie-niu. An SVD-based watermarking scheme for
protecting rightful ownership [ J]. |EEE Trans on Multimedia,
2002,4(1):121-128.

[3] Pk, MRk T3 H18 5 A 69 40 JUAT K B89 33 K ok
[J]. TEHBLBEFK, 2004, 9(4) . 506-512.

[4] GANIC E,ESKICIOGLU A M. Robust embedding of visual watermarks
using DWT-SVD[ J]. IEEE Trans on Image Processing,2004, 4
(8):1141-1146.

[5] SVERDLOV A, DEXTER S, ESKICIOGLU A M. Robust DCT-SVD
domain image watermarking for copyright protection; embedding data
in all frequencies[ C]//Proc of the 13th European Signal Processing
Conference. 2005 :4-8.

[6] BERGMAN C,DAVIDSON J. Unitary embedding for data hiding with
the SVD[ C]//Proc of IEEE Security, Steganography and Watermar-
king of Multimedia Contents V II , SPIE 5681.2005: 619-630.

[7] #XW,5&, LHR. WRF JUTRAF JPEC R4S &9 &
M FARIP T %] - F 542854, 2008,30(4) : 933-936.

[8] HKR#,HMh, M. HFAGRANTERIUTEGHERL
[J]. &F 545 8%4R, 2008,30(5) :1251-1256.

[9] EZEF ERW,ASY%. AR Amold & ¥ fo 2] 45 % 5 52 ILF

FARA[I]. AT ERd X 5 IR, 2008, 31(1) : 97-101.

My, LFE. —HET B TSR HVS 9 & BB KF

KEHARLI]. AR, 2003, 29(4) :115-117.

(10

—

(E#% 916 W)
F 1 ASCHRGHATT LM ER A

i Pé'&‘lﬁufz—z > f@éﬁﬁ\lﬁ _ K
k(4] 0(+1) 3 3(+1) 0 1 21G,1 +21ml
HE[S] 0(+2) 2 2 2042) 0 2 1Gy 1+ Im + Iql
k(6] 0(+1) 3 1 2(0+42) 0 2 2161 + Iml
k(7] 0(+1) 3 1 3(+1) 0 1 216G, + Iml
XHE[8]  0(+1) 2 1 3(+1) 0 0 21G,1 +21ml
YER9] 0(+1) 1 0 0(+1) 2 0 Iml +21ql
SER[10] 0(+1) 1 1 1(+0) 1 0 161 +Iml+Iql
AKxlE 0(+2) 3 2 20+1) 0 1 2161 +Iml +lql
7 HRIE

ARSONS SCHRL 10 ] 52 4 509 551 B 0y 64 B0tk o R0 26 7 T S8 ik
11 7 2 48 07 SR BEHATTA AT X PE e £ ] SO ity
AN LM B — et Dy il , Ot 7 — Mkt 7 %8
TEREPLI S RS U] 137 )5 S M v #  SC el T
A AT DX 0 I PR VR R AN ik T R A AN AT
it
SE Lk
[1] SHAMIR A. Identity-based cryptosystems and signature schemes
[ C]//Advances in Cryptology-CRYPTO’ 84. Berlin ; Springer-Verlag,,

1984 :47-53.

[2] BONEH D, FRANKLIN M. Identity-based encryption from the Weil
pairing [ C ]//Advances in Cryptology- CRYPTO’ 01, LNCS, vol
2139. Berlin ; Springer-Verlag,2001 :213-229.

[3] ZHENG Yu-liang. Digital signcryption or how to achieve cost ( signa-
ture & encryption) << cost( signature) + cost( encryption) [ C]//Ad-
vances in Cryptology-CRYPTO’ 97 ,LNCS, vol 1294. Berlin: Springer-
Verlag,1997 :165-179.

[4] MALONE-LEE J. Identity-based signcryption [ EB/OL ]. (2002-07-
09). http : //eprint. iacr. org/2002/098.

[5] LIBERT B, QUISQUATER J. A new identity based signcryption
schemes from pairings[ C]//Proc of IEEE Information Theory Work-
shop. 2003 :155-158.

[6] ZEMR,AFH,F0. —AZZHETHEHOEZFEI].
AU IR ,2006,29(9) :1641-1647.

[7] RAK, B, A F AR EZF R Loy WA ER[]].
w5512 & F4%,2010,32(7) :1731-1736.

[8] FXHMMRE, FAL ATEWOAFTRIEEE S R[] M
& A ,2012,32(1) : 99-103.

[9] Rk, REF, ELM ET Ad hoc M %% 4BIZHHFEFHL

& [1]. 45 44R,2010,31(3) :19-24.

A& K. — AT et HREEH £0J]. HHEm

42, 2011,37(24): 126-128.

[11] POINTCHEVAL D,STERN J. Security arguments for digital signatures
and blind signatures[ J]. Journal of Cryptology,2000,13(3) :361-
396.

[10

—



