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Abstract : This paper studied side-channel attacks of ECC algorithm, and analyzed side-channel attacks weak point of the ECC
algorithm. It researched point multiplication and point addition of ECC. On the basis,researched it differential power analysis
attacks process of ECC,and proposed differential power analysis attack methods for unprotected and added a fixed value mask
ECC algorithm. It carried out the side-channel attack experiments, analyzed the experimental results of two kinds of side-chan-
nel attacks. The results show that unprotected ECC algorithm does not resist side-channel attacks. Meanwhile, the experimental

results show that side-channel attacks of ECC cryptographic algorithms are more difficult than the symmetric ciphers.

Key words: elliptic curve cryptographic( ECC) algorithm; scalar multiplication; side-channel attack methods

AT RSA i 533%  ECC HoA 2k iy TR/ Ab B
PR A7 8] 5 /NS . I, ECC S RRAAE bR
AT T EZ 0t FAT 3 ST B — R A R A

R 2R R B Z RSO R T A, A R T
SRR T B W UG T ik . SRS T T B
[l 2, BTN A R SC B, I i B e s T il A 2 &
s — LA AR R, Uas B (] | L R O AR AR, X 2B
REAS IR T AT I B I B B X RO IR N S5 B ity o 5%
BT 5 S it ELT R A, LA S 5 ol A
TR, Forb M TSRS B 09 55 B oy T Bk hRE UG
IR AT MR A PR TC P $ I 5 8 R A, X
POk o O S A X/ N s ENTE 7 ) S

1 HEMLEBEE

Aot 52 e AN SR, FURE DA Bl e = 5 Rkt A T
MR, T % =7 RS TR 18 10 JR D7 R 2R 0, PR B E Ak
Z MBI 2. R E kKR ECC MR th £k, P AR E
E— sk DAL AT AR O = kP WER PR E B,
DUHESE Q AX LA Ty B S SRy Q Rl P 2345 & JUJ IR MEE
W b2 A — A RO A i R s ) AL A I b £ 5

WimEHE: 2012-07-26; fEEIHH#A: 2012-08-31 E£mA:
(11BO18) ;¥ g 4 1§ 4 /5 2L 4 8h 7 B (897203005 ) ;47 1A I 5& 3 pe A
1A 38 52 B = S AF A B 91 B (12CXYZ01)

EEE N
CRES A $ - LR 3 T Ao R 1Y R AR N

IR T R 3 A (R i £k S (ECC) Jik TR AR
WET PR R0 O ko SR B B 4%, B K o — 1R 3k
18, AT LA Weierstrass J5 F2f5-3)

E:y? +axy + a3y = +a,x8° +ayx +ag,a; €K (1)
Horp AR KOARNSE T2 803, (1) AT AR e
¥ =x>+ax+b (2)
BOE Q7= =P P +Q = (y,y5) W 25 95 WA
Y2 =N P~Q
Xy T

A= (3)

32 +a P=0

2y h

KOG HP+QFEPAQ NN, 5 P =Q Ny sif,
HRRT At SO s A RS S A W i e 22 v, IRt 2
B Elba G

ECC 5815 e 22 2 9 128 58 0 2 b e 3, A o 36 40 466 11
TN

2 RMNBFIFEY ECC EEENIFE

e ECC Bk  ppit e 2 4] d I B2 S 58553 12
P R AR, s — A BB I 9 ) I [ o 2 b 0 — 4> a5
(k3 P) WFRIEIB S, 2 S d A P g, e % 9] d 5

FARHFZELRBAB (61133005); A ERF /T HELRHAA

AR AA (11B43) ;s 5+ A E 5 ZRFAESF) RHAB 4

2R (1971-), B, #4351, T 2R F @ 445 &% 4 (lilangd11@ 126. com) ; #4771 (1983-) , B, W+, £ BB R F & A H A Xt



- 890 - it o E R B R

% 30 %

R AR, S dP Wy dP =Lt
T AN 92 P R 2 B

Y,
/\%

G f "R

| [ECCE| Mm% [EcCL
o e M

fBg Zé% l P

fRERECC ECCE -

| o | R R N

Bl ECCLEM#E A2 ECCmZEzHErEE
AR LA AR A 1,
ER7 N BV ST oY = R7R
input: k=(k,_;, k,_o,+, ky, ko), with k,_; =1
output:; Q =kp
QP
fori=n-11t00 do

Q2Q

if k; =1 then

Q—Q+P
endif

endfor

return Q
2.1 ECCEHIhFEW LR

XF ECC F ki 55 B G £ 2020 1449 345 s 7 b 1 % 81
(RO K, BPAR HHAH 7 (0 85 B A7 O R g A7 1, R A R BT Bt
AT HEB AL O RN AN [ Frxd BB B DTRERLE . ML 1
AR A B O FNEF AL L X N IB S ARG 2 A 2 5
W, PR R 1 B AE b, = 1 B A0, AT AT LA 5 R
FEIBAT IR L oA AN B B0 . TEARS B AR T, oK
AR A ECC F3% AT LAl 55 i ool o i e 4

TR SEIREE T A DAE G A M A TR, A SO
TR 253 DUFE TG (DPA) X AR MBT# 1Y ECC Bk AT T 5%
P SRR R R R AN T

a) L #e iz Ao TR e, 0 K 8B (K, T KRR
L AREREHE (AL .

bYKIA P O = KP SR IR S o .

o) BB K, ik O, AR AN A A

d) P HIARIR] A, P AT —K ECC g 8k, M 28— A
Bt C AR TIAERIZE S1,1

e) FiE—A D e&%, D S —i Z 3k 0 5 1, D 5 W] scak#R 4 %
A, 8 H 5% SRR B A

R T RBREFE ST, T2 WPAT IR d) , R 5 BT
HIZHAERIZR A D (5 A4

So = 1{8i[j11D=0},S; ={Si[j]1D=1}

0) 53 P2 E(Se) F1E(S) o

g) HE DPA fiii 22 A[j] =E(Sy) —E(S;) o A2 0, W% I 4
B, RIEDFEM LR A e i R %0 1, MR,

h) 3R AT K, A2, AR AR AT AR B ] K AR T A

AR SCR T AN SRR ST, BACPBRINE

a) SEAE ATl TE 5 (] Verilog S i IR F ) X 0% 37 s kA T
AR, IG5 A3 AR5 PR AL (testbench)

b) & Modelsim #0510, B E A f5 , 76 AH R 02 5 15 8 03K o
%4 (testbench) , A B I 56 .0 {5 5 & i VCD ( value change dump) 314,
VCD SCHFSEJR b i 53 1 AH B s (] 2 o D #E B8 19 — 3E DB =X iy
Bl

¢)jfid CEF (8 MATLAB) i 3E A VCD S, A LA 3R
SRR SCA ST e

d) 3 1 RE Tk (5 LT 3 AT A T80, 75 80 o % 5k TR 37
it W IAEDE o

XA ECC % 3 14T DPA sk, SE i 25 S an
3 iR
2.2 MA—EEEREBEY ECC EEENIRIE

X ECC Bk A K s I — {37 [ 5 (E /), 71 35 2225 I
R AR ] 1 2 23 D RE AT S 50 A A 50 T R

R T RIS DL WA 18 02 2% 1) 5 I s B A it
JE N T B0 SE I A 3 AR ) A4 7 D0 A 6 e o i 5 4%
PR o e (RS BT 5 (AT A H— 25 3 BN 4
AFEM LR AR ) ABE n R W B B 2R B, WA 5 kP =
(k+5n) P, 5 il Je 0 U [ 2 AL 1L, 7 it AL AL A7 A F
r AR (R 2 R A R TR I AB AT R T DA 32 B — A 1 5 (B
5 ARSI L A AT Aol B 470 1) BCC 53038 52 2% 5, 341 b
BRI EE R . SR FRIA] 2. 17, SLRZE RN 4 PR .

0.4 0.4
0.3 0.3
BE 0.2 % 0.2
£ 01 E 0.1
% ¥
= 01 =
&0 @—0.1
#-0.2 4§-0.2
-0.3 -0.3
-0.4 -0.4
0 04 081 14 182 0 04 081 14 182
RREE x 10* REEE x 10*
B4 i A—NL FENL RS i
F3 KPP HECCH XDPA ECCH HDPA

2.3 ECCENIEWHLERSN
T 3 Bk a5 R AT T b, AR LR %
7, 10k, ARSI A B 5107, [ 3 P i BCC 8 K
160 {37, | n B HAE R 0 ~ 159, ECC 2547505 A 159 {3 FF
G SR ks BEBEETR 1, BRI HEAT 2.1 37 v (i 4 R A5 3
&3 a2 I B G R A R R de , AT DL DU A . H3X A
SEHREE R B AR X AR B B A B SR I 25 S UL (159K 3

REN R B B LR AR

3 HEFRiE

AR H R 55 B B0 TARDITE M AESE , LARTRYAT S TAR
T 0 P B 0 55 i et 55 B AT 5, AR LT X R B,
DES (AES F1 SMS4 5%, N A AR R A2 8 S &, ThAE SR IAE
H T 5T B R ROR E H ECC 47 Al it — 25 insi ECC
F5 BRI ROR , BE 218 T2 5 Bt f R W B B R [l I el
RIBCY — 5 B A A ECC 5835 ey 7 A BIR A ) 710 97 90 P 3¢
FHIEMHGIRRE N — PRI T,

SE

[1] Fk, B, EAH. FAXME LR ARSI L EL B HHT
[T EMAFR L K& ,2010,47 (4) : 595-604.

[2] Z0k, B8, B4 —HRH A EG ECC k3t [J]. b
F 54 HA,2011,28(1) :27-30.

[3] A2kF.GFQ2")BMBAMEEBRAASH G EAE Z 26
[D]. K 4 A3 K 5,2008:93-99.

[4] FAN Jun-feng, GIERLICHS B, VERCAUTEREN F. To infinity and
beyond : combined attack on ECC using points of low order[ C]//Proc
of the 13th International Workshop on Cryptographic Hardware and
Embedded Systems. Berlin ; Springer-Verlag,2011 ;:143-159.

[5] Zk, 4% —4h SMSA mF 5ok Z 5 aesc & [J]. 3 At
%,2010,37(7) :39-41.



