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Attribute based access control strategy for enterprise cloud storage
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Abstract: To satisfy the demand of enterprise cloud storage application, and to overcome the drawbacks of the existing attri-bute
based access control strategy in access rule description, this paper proposed an attribute based access control strategy suitable for
enterprise cloud storage application. The strategy used dictionary variables to denote subject, resource, and environment enti-
ties, adopted Python logical expression to express access rule, and adopted the eval function to execute rule; therefore, access
rule was easy to write, had strong expression ability, and costed a little. Considering the hierarchical structure of the resources,
the strategy designed corresponding access rule inheritance scheme for different access rights to simplify the writing of access

rules. It used a cross-language services development framework, Thrift, to implement the access control server.
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"vead’: | 'inherit’; * * * rule;’* " ¥,
"write': { inherit’; * * * jrule; ' * '}
'manage’: {'inherit’; * * * ,rule;’* * *’ |
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FEVFU IR A 4k R, 45— 0% UR A B ) R — 2
R NN YR s W e A Ry [N THE DN 7]
BEWRA> T RS 1 TAERE . 5340, AR SCKf inherit 7 true rule
N ARG , B TOAA AR LRI B . E TR Bl
W R, AT AT #E— 2578 REWN A T, X &4
MV AR E S, AR SORE L 5 A g TR 5

"read’; { 'inherit’; false, ‘rule’; 'true’}

"write'; { 'inherit’: false, 'rule’:

"SR] ==RUMAEE']) or
(S['HIF 4] =="admin")" |,
"manage’; | "inherit’ : false /rule’ ;
"(S['HFA] ==RI'IEE']) or
(S['HF4'] =="admin")" }
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s P A R 5 7 AR 95 T R AE SR Thirif ) 47 52
Bo RANZHELL, T K& N 51 Fo i % {3 RPC (remote procedure
call, IE A8 3 FE 98 ) P 380)2 A% i )2 79 S B, T HL o0 B S 1E
Thirft ST rp e SCECHE 2R R AR 55 42 105 R 5 T Thrift 25 3% #5%
G AR DL 5 (H AT SCHF C ++ Java, Python \PHP
5510 ZR0h R F ) AR SO B a2 B T AR L Y 1 5 S
PR S5AR 7 A% 7 i A AR P o Thift A2 81T Web Ser-
vice , fHIHCRFNTF K (1 )7 M2 Web Service FTARELLALAY
4.2 BELBMBESEOGENX
DTl P B 254 100 g B b g (R) 4V 0 8 LT — 3R [l AR
IR A R 426 ) A 55 PR KRG Thife SCPFRA9 2RS40
struct RequestParameter |
1 string enterprise
2 string user
3: ClientType clienttype //HA$255), HiE LA 0E
4. string clientip

!

service AccessControl {
s /8 WA S A 1 U ) 42 A 5 e
bool DirMove(1; string oldpath, 2, string newpath,
3. RequestParameter parameter) ,
s /A A BT A 15 1) £ 1 AR 55 R 4K

bool SetRule(1: string path, 2: RequestParameter parameter)
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A5 MR 55 PR ETE SEBLIN , 17 S8 K 1) B A e 4 S 2 A (B
BL8E) GEURAEA T HA (B ) AR ERAE , SR 5 8 I D3 ek B
Decision X A IEAT P 5 I3 0] P He 45 2R, Decision X Jg: it
I 3 ) TR 5 BRI KL RecursiveDecision HEAT PE3R . iRk 55 B &K
R Python R SEHL, R i A DirMove Sy {51 156 W JIR 55 b5 %5 4
ST

def DirMove (self, oldpath, newpath, parameter) ;

return ( Decision (oldpath, Right. MANAGE, parameter) and
Decision ( Father( newpath) , Right. WRITE, parameter) )

def Decision ( resourcepath, righttype, parameter) ;

enterprise = parameler. enterprise, user = parameter. user
clienttype = parameter. clienttype, clientip = parameter. clientip
R

E = GenerateEnvironment ( clienttype, clientip)

S = GenerateSubject ( enterprise, user)

return RecursiveDecision ( enterprise, resourcepath, righttype, S,
E)
def RecursiveDecision ( enterprise, resourcepath, righttype, S, E) .
AR
(inherit, rule) = GetRule(enterprise, repath, righttype)

R = GenerateResource ( enterprise, resourcepath)

try:
if IsRoot(repath) or (not inherit) ;
return eval(rule )
if (righttype = = Right. READ) ;
return (eval(rule) and RecursiveDecision( enterprise,
Father(repath) , righttype, S, E))
else:
return (eval(rule) or RecursiveDecision ( enterprise,
Father(repath) , righttype, S, E))
except Exception, ex:
LR 2 5 A o SR 50 ol
return False
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H1 T R MU i HT P 4 55 09, 2 1 B3 1 P 20 R gk
AR RS, A __import__ (" os" ). system ( cmd ) $4 47
W R GE S B IR 2R G0 B AR, 2R e b 2500 MU w1 FHT )
AR AR B AT FR o 33X 7T LL{E B eval (expression[ , globals
[, locals] ] ) BRERHY 5 P AT e 2 K f 21, Horb globals I T4
E expression VAT Y4 JR) 22 i FTER 4L, locals U] T46 7€ AT
F1% Jry PO A H AR BRI AN SCHE S BT AR/ R e fe P ) ) 8
o S.RAME, 4R K% REMatch #1 YearSpan 45 52 P (1) 26
Ho TERE, Python N EHYREL(UN abs len 55) FIPN B X R A L
SUBREL (AN T AT 0 B lower BRIECST ) & AN 323 > 1) 6 S 4R
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BT P A s (A JC TR S BZ M o FEAS ST 7 B
TR AT i B b i

(S['HF4&"] ==R['IIAE']) and (E["Fumdeil’ ] =="W%K
#x')

AR AT XACML 77 58 LSO A LB o AR

( Condition Functionld = "urn: oasis: names: tc:xacml: 1. 0 ; function :

and" )

( Apply unctionld =

""urn ; oasis ; names ; tc ; xacml ; 1. 0 ; function ; string-equal" )
( Apply Functionld =

"urn ; oasis ; names ; tc ; xacml ; 1. 0 ; function ; string-one-and-only" )
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( SubjectAttributeDesignator Attributeld = " username"
DataType = "http://www. w3. org/2001/XMLSchema#string" /)
(/Apply)
( Apply Functionld =
" urn; oasis: names; tc: xacml; 1. 0 function string-one-and-on-
Iy")
( ResourceAttributeDesignator Attributeld =" owner"
DataType = " http://www. w3. org/2001/XMLSchemat#string" /)
(/Apply)
(/Apply)
{ Apply Functionld =
"urn ; oasis : names ; tc : xacml ; 1. 0 ; function ; string-equal " )
( Apply Functionld =
"urn ; oasis : names ; tc ; xacml ; 1. 0 ; function ; string-one-and-only" )
( EnvironmentAttributeDesignator
DataType =" http://www. w3. org/2001/XMLSchema#string"
Attributeld = " clienttype" /)
(/Apply)
( AttributeValue DataType =
"http ://www. w3. org/2001/XMLSchema#string" )
Browser
(/AttributeValue)
(/Apply)
(/Condition )
A DL G 2 5 4 A REAR R, BRIV SR PR e e A iz ML
S RIS BARE I o Drools' ' J&—~ R 32 9 FF TR R 5|
BEGIIL, FHCARARIZ A, B SO A% LB A3 U0 T

when
$S:Subject()  //FAEXF G
$R : Resource(owner == $S. username) //WIEXT4
$E: Environment ( clienttype == "% #%")  //FEX L

e
$S:Subject() $R:Resource() $E:Environment( )
eval (( $S. username == $R. owner) && ( $E. clienttype ==
W)
then
drools. getWorkingMemory( ) . setGlobal (" Result" ,

new Boolean (true) ) ;
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AR s ¢) B A A7l v i BE IR B A RIS I A
FERRIG T 5 AR SRR (95 1, 0 ) D AN ) AL BR B3 1 A
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