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Study on defense of unstructured and uncentralized P2P network DDoS attacks
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Abstract: As unstructrured and uncentralized P2P network might be the engine of DDoS attacks, this paper proposed a theory
of using AIS to isolate the malicious node from the P2P network. With AIS in a node and the nature relationship between anti-
gens and antibodies and the continue evolution of antibodies, the node could detect malicious node by calculating the appeten-
cy of request result cycle queue of the node that returned resource information and the node’ detector in real time in the un-
structured and uncentralized P2P network. It did the experiment on the NS2 simulation platform by modifying the GnuSim plu-
gin with AIS in the node of unstructured and uncentralized P2P network ,and verified the model’ s feasibility. And the experi-
ment indicates that the method can effectively reduce the degree of DDoS caused by malicious node in the unstructured and un-

centralized P2P network.
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int m_total_url_request;
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int m_failed_url_request;
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double m_evolution_threshold ;
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double detector_evolution( NodeAddr_t mal_peer) ;
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bool push_files(int res_id) ;
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bool add_rgst_result( NodeAddr_t addr,bool rqst_state) ;
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bool add_mal_to_memory( NodeAddr_t mal_addr) ;
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bool exec_detector( NodeAddr_t addr) ;
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NodeAddr_t get_res_addr( int res_id) ;
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bool control_route_table( ) ;
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