%29 5% 124
2012 4 12 A

it E R AR

Application Research of Computers

Vol. 29 No. 12
Dec. 2012

ETHREMEAXZNARMBBGRAANS X

K OH, kEE, kO,

EaNE S iclin

(L& FHBERTF HHNATE TR, RAF 6117315 2. F B TRY AL +F A AT LAT, Wl 4

[fa 621900 )

m E:

Baf, % T4 FBE#ai R R4 Cothil, A TRIEM B ZLBTUAASHELE LETAY

AL, A E B A AT LM B A A IRBT T e R AR IR — AP AR B 20T R A AT IR AN 09 7 k. A
B, A A 0 M 5 A e B BAAAR G R A B 0T T R T RAER AR AKX R 89 R S MBI R R I8 gk

P

KB REBFERIG LB F T MEL; HEUFE
XEHES: 1001-3695(2012)12-4604-03

HESES: TP309 XERIREES: A
doi :10. 3969/j. issn. 1001-3695. 2012. 12. 052

Network traffic identification based on data finger-print

SONG Jiang' , ZHANG Chun-rui*, ZHANG Nan', LI Fen’, WU Yan-mei'
(1. School of Computer Science & Engineering, University of Electronic Science & Technology of China, Chengdu 611731, China; 2. Institute of

Computer Application, China Academy of Engineering Physics, Mianyang Sichuan 621900, China)

Abstract: As all of the current communication protocols are unconventional dedicated unknown ones while existing of preven-

tion measures mainly aiming at the known protocols and based on port mapping or static features matching, they are useless for

the monitoring and detection of the theft channel. To ensure the security of the network as well as the early warning of attacks

and harmful behavior, policy-makers urgently need to provide an efficient way to identify an unknown protocol under the cur-

rent structure of the complex network environment. To solve these problems, this project would integrate the existing network

security and data mining technology to design solutions discovering unknown protocols based on the datagram fingerprint rela-

tions, to meet the national cyber security and many other needs. In addition to a significant meaning on the protection of net-

work security and macro warning area, it promoted and improved the capability of independent innovation of China’ s network

security and other aspects of the key technologies at the same time.
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(a)create buffer[3] = “#’ ; count[8] =0;

(b)char #str = read(file); n = getlength(file) ;
(e)fori = 1:n

if(i-1<011i-2<0) |
buffer[ 1] =str[i]; index = buffer[1];
f

count[ i] ++ ;

(d)if(i-2<0) {
buffer[ 1] =str[i-1]; buffer[2] =str[i];
index = buffer[2] *2 + buffer[ 1] ;

(o) ount[ index ] ++ ; |
e )else

buffer[ 1] =str[i -2] ;buffer[2] =str[i-1];
buffer[3] =str[i];
index = buffer[3] %4 + buffer[2] 2 + buffer[ 1] ;
count[ index ] ++ ;
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