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New digital watermarking algorithm for audio authentication
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Abstract: This paper proposed a new digital watermarking algorithm for audio authentication to protect the audio integrity in
the perceptual sense. Firstly, it framed an original digital audio and then divided each frame into two parts. Secondly, with the
spatial watermarking technique ,embedded synchronization code into the first part. And then performed the DCT and calculated
the AFRV (adjacent-frame relationship vector) used as the watermark information on the second part. Finally embedded the
watermark bit into the DCT intermediate frequency coefficients of other frame’ s second part. When authenticated, the algo-
rithm could determine whether the audio had been malicious tampering by computing AFRE (adjacent-frame relationship error)
and according to the pre-set threshold without the help from the origin watermark. If the data were subjected to tampering, it
could find out the data error localization. Simulation results show that the proposed algorithm can not only realize the audio
media integrity authentication, but also accurately identify the tamper location.

Key words: digital watermarking; audio authentication; audio watermarking; discrete cosine transform ( DCT) ; tamper

localization
- BT A AR G At /N A AR A R e TR B AR AR A
0 3l% J& , A LPP [&4E , Fam ol iR B LR B A% 4. DL ESE

Wl R AL AR B AN R R, R K BN 2N
—MHERATRT TS0 BT FH AIE AR AT SB35 AR
T S5 R 1 o B LS AT AR A, T PR BRI Y
EEE AL 1K A R AR5 = 5 W R, I E R IR
S F S R G S AR

FURT 2 R J 56 F B0 38 A IR 19 SC Rk i 1R A BR.
Radhakrishnan %5 A\ AR4 4T 5 J5 5t 4 AU 55 A =2 1) 110 446
AT LT-E R B, T eSS M T 21 hash &
B, S8 5 R T C R A5 B RO T 12065 LA S /K BV A B35 43

5. Chen 458 AP 4Rt — b P/ N 60 43 A L A9 3 R
193 T B R AIE S % , LA 020 BERR) /NP B 20 2R A 5
BRI E R RRE . /NI ZR K00 B OR T — A foe /M
HOSCT ISR O S 10k A R RERIL B 1) i Jey 8 X s
AR R S R — R TR S AR R S 1 5

WrRs BH: 2012-03-07; f&[E AHA: 2012-04-18

L) AU AEDER IR I BT, A b A o — A S A
A TEH” Bl i B 37 o (5 S BOAUESR MO IR AR i) BE R
S T /N B R e SR BE R A ot i R L
TG A 3 B 20 o A B A A A U kT A A A

ARSCHEH T — 08 09 1 T8 BOAIE R 8O K BNk . %
SEVER 0 BEoy 19 AR P, 368 5 o SO0 08 2 4, o4 [+ 20 Tt K% 48 ot
KA AR A KEME B TR o DRI 503% ] X 8 etk Ay
HERE (L. SCIRAERR M ZERL A A R

1 IBipEM

1.1 HAXEX
R E IR AR AKED G & C A B ek A
G m WTCREMUR BE N 1) SRR X B — Wt A (i) (i =0, 1, -,

BEE&WH: BRARAFALTBT B (60842006)

EZBEN P E45(1984-) , 5, AR F FHA, 30T, AL AF 50 £, BT 5T 6 4 #0F K97 (jhkplwinsjw@ 163. com) ; &4 (1967- ) , 5§ , #i%,
A, W, ERATRT QA RS SR A IR B (1978-) , B )P, AL, ZRATA T ey A BFRIP; H R (1985-) 4o B, A, 2%

CETCET € RN



% 10 H7

RS AT T AN ERCF R Bk

- 3851 -

m = 1) JATEHARTZ DCT B4, 13 3| A2 REL CA(D) () (G =
0,1,--,0-1),

EX 1T JF4) CAG) () BT p DB CA() (k) (k=0,
1,~--,p—1,0$k<l)$ﬁ(%]W§%§&,CA(i)P =[CA(i)(0),CA
() (1), CAGD) (p = 1) IFRH N A M. WA RS T &
AT DCT 7546 J5 AR AT 22 450, 81 0GB s e T 3 A0 R 30 170 3=
BNE

EX2 CAG), FCAGi+1), 535 & 5056  WOFNZE © +
TRy Y2 1) & RIS R F(CA (i), CA G+ 1)) Bk 4B
RARRE (BRI 1.2 99) WU S5 2R R, =f(CA(1),,
CACi+1),) FR g ABMIOC A 1] &, v /9 58 3R FR S &8 i O &

ACEE R ABWOC R 1 5 R, AF K ENE B A
B E A E AR (W AG) 1Y DCT gt R B rp, Horpr i #,0 #
dx 1o TAUERS X TAHEE BT A" () A" (0 + 1), TR AR
REFE] R W TR SR IBUKENE RS R, O
AR =R AR, X HL AR FR RS S 5 R
HHRE,

EX3 (A (i), A (i+1)) =1R, ., = R" . | B

W0 =R =R 1,0, = 1ARL N 6, S 7 sl 3% 4t
WEAC)FIAG + 1) G P B 2 G WA LR, 0, I
We T R KENE BAE LI XS EZ G R R, BT
IR -R".  ,I<IR;,,-R . | +1ARlI =6, +6, X AREER
AR e — MR 2E R E 0<0, + 6, TR SR T E
BT VAT R R
1.2 HMESMXREE

BT & WSS 6 s 0 — A A (LB Y (— R 20 ms
ZEAT) B AR R ELRTJE R A I A SR 35 44
GASARIR BRI ST HE bRkl 56 R B8R ) 6 4B
KA M E L2 HRYLBWIE R BREL S (x,y) WP BE

a) fE (1) THEAR MU OC R 4L

= Z(x—ix)(y—y)i (1)
S(x-x)’ X (y-y)°

AR R B PE AT p MEA T -1 5 +1 Z [0, B
Ipl<l,

b) ¥ p BOELSE B Ry /A7 ) — 1S A, BV B A 75
L, HAR-EAL RN o XA\ 1 3 e 81 gl A SO
RO RIE R, o

2 IKENERNRINE

2.1 JKEN&RL

VIR LE AR A $% B 1 43, FRKE BT 1 L A R /)N
BB L L B0 D=1+ 1 o X REWUEEE A 1 R Y
BEAT DCT 284 JHABMWOC R & R, MEKEIER . ik
e M ETE R AT BRI, S BRI R K BT
ZIR A
2.2 JKEDHRN

IKEPHR NS S3 LA A RR

a) NHHTIRE Bt 7R WY L il A 13 Ay
et B L .

b) ¥ w, R AEIES (WU R TE DCT FpAsREcP . '
RAfE LB = o(0) o MEEEH AL, LIRS R 2
) BRI A DT R R AL 19073
(a) HHRFHEUN DCT R4 ca ST TIME 1o
(b)BM ca 2y ca’ s BN K ca’ =ca+ [pn' —pl. H
K ED RS L w/A | BB PE A R u = L w/A ] x A + A/
25 MUK EN LR S L w/A L A R AN R
D (WAL =1) xA+A2 e[| w/A] xA, [ w/A] xA+A/2)
K :{(LM/AJ 1) xA+A2 pe [ [ wA ] xA+A2, | WA | xA+4)
AFR¥MEERNELK, L - | FRRBU .
d) WA TE G , X ca’ i DCT 6 AR 46 B B 354 B R, FF3
BB L' Z )5 T — Wi b A 5
e) X —WiEZE R b) ~d) . WIFEH I TERE M K
EN BT I B 5 5 o
2.3 GAEERE
PERS, THE LB R & R, HFIRBUKEE R
R" oo HBERINT
a) MR B TR A S A5 MRS 4 47 i, X AU 5 R A T 4 ot
FEHRBNEWiR R E
b) %R R AR JEAT DCT A8 4, 115 FLAR T ¢ & 1)
iR FIEHE () SRBUKEME R w', o, 0 B LA
FEHBEIR" 1o
0 lca™/A] mod?2=0
w[:{l Lea*/A] mod 2 =1 )
Hordrw, FR BRI AKED LR
o) SRR R IR 2 §(A' (1) , A" (i +1)) , I 443
LRI TN d (i) | [FIEHE R (3) iId AT i M,
M(i):{o d(i) <0 3)
1 d(i)=0
# M TTES N 0, WA TE i 5 75 DA IE 26 .
FECMER B 0L B = (a) Fef & E & 5 R R H
BT SR F (b)) BURAL R AL FE A s IR 5 (o) FRke & 901 fh
B, FLEE R BB S T S i I R
2.4 EWEM
TEVEAR G O, Al 38 5 T A R )21 T e A
P LR R, A Wi M- 1) =1,
M) =1 FIM(p"(i)) =1(XH o' TR @ W) . LK, %4
M©i-1) MG)FIM(e' (i) BEATRIES R 1, W5 @ il — s R
B, BT B M () =0, FRRULHLN X a8 M R T 2k
i I, ST AN T A B e g, B MR A AR O A e 6 R
0] 18

3 MEXZRESH

F MATLAB 2010b #4745 L5250, 5k F 16 £ & AL A BE
4.1 kHz REERI B BT FIE S BZFENHEA
[RIRHIE Y& 2R b Wi A SE 5, AR AT JC i (B9 FE 5 B IR
iR R =) (B re i 22 (Bl 58) VB BR 22 (Bk H AATR ) /i
FOM AR CRAL) M fh k22 (R 2 2 ) B3 00 I8 I
BEJ9 10 s, BRI ZE (Jol 55) 1SRG ST A K B R R 35
R PIEZZNPICIME 1 7R IWE 1(a) (b) B A G
FARIE FIAKENEI 225 5 (o) Fh 08 Z W e 7w



- 3852 -

WA N R A R

529 %

IR o

I3

U — AL
(=)

> 25 3 35 4
TR x10°
(a) AR 7 5 IR

0 05 1 15

|

E

= 0f

I

gy ! : ‘ :

0 0.5 1 1.5 2 2.5 3 35 4
EAREAR x10°
(b) i /K ERTH 5 YT

=1 ‘ ‘ :

WBE

=0

I

m-1 . : ‘ ‘ : y .

- 0 0.5 1 1.5 2 2.5 3 35 4
TREAR x10°

(e)PIB 2%
B JRARBIE Al K B IRE B W (4 22
3.1 EEWITH N
% H subjective difference grades( SDG) ##47F 1E 2 3 W%
W, SDG M LANER 1 FoR o 4 S5 a5 4R s 7K
FRE A o B 2 10 AN, Lh A AT RS — Tl A 4
SDG 47143 , SR G WOV MR, B8 3% 2 FT R o
F 1 EWIEINA X o3

S Eiiipad

0.0 AT IR

-1.0 A RS AN 1

-2.0 RO

-3.0 LR

-4.0 IR I

22 BT R

e AT IR BE et I ISR il
SDG -0.1 0.0 0.0 -0.1 0.0 0.0

2 Al A Y KSR A E— R T 0, B

Ji e 5 A R K B ) SRR W 0 e B A . R
IKENJE ) & A5 AV (R EL U2 3 PR
3 ORIFRNAE B AR WA (1 L

ik AT R B ST W= MEF R
PSNR  40.79 48.33 49.96 39.68 44.53 45.81

MEEBEERn] AR %07 TG TE B Lt e % W AR
HARAE B A AT A o
3.2 HEWIK

RN RS H MU E A B e R ERIE R A
TR K S K BN IR RR #0000 Sl AT 1 4 b B

a) HHUE S Ab B

(a) B INMGEFT o AR AP A o 3y 1 s i £ 88 LU O {1
F 20 dB,

(b) o PEHE . FAEIAA 4 kHz,

(e)Fitfl. JebHfE 5 h 16 fIRALRL8 {7, # iy 8 At fl
216 17

(d) HRFE . K FHUE T RAEAR TN 22. 05 kHz, fif
JEOA IR 4. 1 kHz,

() MP3 [ 45/ fiff e 4 o B & WUAS 5 20 5 047 128 .64 Al
48 kbps 1) MP3 JE4i , FRAF 45 5 19 SCHF A i wav TP

b) G

(£) 1B17 o X A 5 AT Il 7 ey o

(2) By V). BEHLETY) 20 i( £ 0.46 s) iy (I

(h) 483, RHA Cool Edit H1[¥) Fast Talker ¥ ¥ Sl #5425
BN 52 Hz, S 34% L3N 220 AT A8 AL BE

(i) 789, K H Cool Edit H1f#) Down a Whole Step ¥ &
KJEH 10.0 s BUE N 11 s,

(3) VAR o XTEARIEAT 120% PR IR AL 22

g FR UG SPGB IH L AHDC R 5L NC gk
4 It o

4 FHHET LIS AR R R

bR W7 (NC) SRR (NC) BE5adli (NC) $9%5E (NC) MREE(NC) ¥ fill (NC)

Tt 1 1 1 1 1 1
(1)  0.9800 0.9835 0.9840 0.9820 0.9779  0.9811
(2)  0.9678 0.9741 0.9767 0.9658 0.9726 0.972 8
(3)  0.9806 0.9889 0.9976 0.9900 0.9878  0.986 0
(4)  0.9910 0.9912 0.9949 0.9885 0.9905 0.988 1

(5-1)  0.9763  0.9700 0.9738 0.9656 0.9765  0.9847
(52) 0.9452  0.9504 0.9579 0.9489 0.9452  0.9527
(53) 0.9158 0.9219 0.9310 0.9222 0.9153  0.912 1
(6) 0.5256 0.6563 0.6806 0.5358 0.5483  0.6219
(7) 0.645 8 0.676 3 0.6852 0.657 5 0.640 0 0.630 5
(8) 0.3432  0.3805 0.3607 0.3268 0.2986  0.309 7
(9) 0.2863 0.3010 0.3382 0.3512 0.3185 0.3274

(10)  0.3862
M4 TR Y, 3 K ERE RO 22 IR e N A A
(RIS 54 JR 40 B R AY: | Ak AROE IR MP3 [E45) )5,
IH—UAHIE REARAE 0.9 LUk, FUILIBoKER R AR 6, 1
(ELEGA/IN 3 TR 223 kA o 9 A 243 (RIS A n By |
AR AEHALIR) S5 T — A AHIC R BOH U XA LSS 6,
FRELRH R B, TR AR AR MTE R % 22 0 AYMEARXT R
3.3 <PmixRIREBE KfhIT
B AE 3 HPARINIOC AR 1R 25 IME 0 EZRGR T T A~
F:a) RVFNERIXTAE IR 6, 5b) P K Bl A
EMISE R RE R EARRLE 6, FEXPIAEZE S, b) w] LA
RS ARAT , WA i , T a) B & , IR L2 2]
e 2 KA N AU B B AR B Al 8, AR SCHE I
SEER AT R S K EVE A TN 3. 2 Ay Ay i, o
KBIRAIKEX 0, B95Zm. B o, =R, -R., |, KiI5&
SEREEA TR NG SEBR e, MY T —p !, HoH p'
TRATKENJE A RRMIURE OC R B 18] 2 i A K ER XA O R B

0.4527 0.4409 0.4287 0.4362 0.409 9

(T BoRER, RBCT 100 i) .
x107°

0 20 20 . 60 80 100
&2 ik AKX AR G 2R B0 52 i)

M 2 T LB K ERRT 6, B2/ T 10 70 36 |-
LAWY o B T ORI IR HAE 5 AL PR ZHAEXT 6,
FRSZI , TP 3 B 7s (R 1T sy A8, HUIBCT 50 T, %) 3 MP3 J&
A/ gt AR FH DG R B R A R 5 Z 2R, AP 2 ) o

MIEL 3 (a) ] AT H A 54 S A DG 28 0 52 ) /)
F0.02, 1 A (b) Ha] A R 8 SR X R DG ZR 500 52 0 5 K
T0.02, Rl 5250 AT LU N S AR A2 AL R 6, A
0.02, T 6, =1R ", ;. = R |, HIRIRE 9 2907 i 3R A HL I
HR 0. 17, Hul, AT LR ME R iR 22 M 0 S H A
0. 19, 7ES: bRt I AT LAJA TS 6, LASRAS BB AP AR o



% 10 H7

RS AT T AN ERCF R Bk

- 3853 -

A

S0 60 70 80 “10 50 60 70 8 90 100
R AT

(a) B ML 5 b B A 56 2R 5k (b ) R AR AR X M 6 2 B0 52 iy

Pl 3 R oAb T R SO T R AT X A S R B 2 )

3.4 EEEMENRE

R RS 0] S T A R s VL RE S WAL 1 (b)) B 9
IKENE RS 1 = AN [ S Rl . By 1O

3 AR v BT R 5 el 2 D R o AN S I AR
e B K AR S 9 5 s ity 3 2 R4 0 E U

4 (a) I 1(b) BRI & 7K ENE 45 A HIT 40 000 M4 (b)
R 1 EBIEE KA 5 ~ 9 WUk (o) BT gl
2 JE BT L 28 10 ~ 14 WU ; (d) B SEEXGE 3 5 Y
K, % 15 ~ 19 ik,

B 5(a) ~ () 2l B 4(b) ~ (d) X Rz i S it es B
PrgE R, ma MAFoTE e 1% A B S A B T, > 0
XTI A T Ay A 0 T i v

I
E wammmmwfmwmmq T
T O 5 s v R T - ML I
o Fom Ak X10° I
(a) A PEAT 8 B8 AT SO 19 & K BN SO 51 l_ 20 25 30 35 40
= A i .
g e WHE L L oK BB 5
A
= \
0 05 1 15 2 25 3 35 4

. TS x10" S.O.n —i
= (WA 2K E FE B 5 s 1 30 |
% 0*.,« mewwwmwﬂﬂﬂmwmwm;{ U750 15 2(I)mﬁ25 30 35 40
2 A
g 0 05 1 15 2,25 3 35 4 u,m SR 2 00 7K B 2
g (VA EE K B 52 T 2 0 B0 I
= oesdrsiint mmunwwwmn-| 3-“-9 ™
2 . |
jo0 0 1S 2 25 3 ‘f 510015 20 2530 35 40
= 2 gl

W KBRS 0 ()X s 3 0 5K ED BB

&l 4 X5 K By & A IEIS*NT:IEJ{J‘E%H’J@KEH

S it AN TR B Ja A 45 SR O U A 2 R

Hi S AT, Bk LA R A B R (L RE D
4 LHERIE

AR SR 0 0 e oS A AR R 408 PR T ) 1z 2K 3 A 5%
FEZ L A5 ik B2 52 W DCT A5 & 50, AR
FLARMISE RiRZE BT e iR W B, LA A S
PRREEAE N, AU EZE W, ORI TR e . P EE R
FH IR T LA ST B AR 1 8 B M UIE , 7R DUIE A ES 2
ENLA SR AT E R AR KEN S 5, (5 0] v 6 4 8 ek
IO Z 2B ek e ) o e, R A% S T, B
A RS 5 N A R Bk Hr A AR S R IR 22 (.
IO e Filk— B 5T

S 3k

(1] B4, 2408, B0k, F. HFFHAEF L
. 2009,36(10) :21-24.
[2] RADHAKRISHNAN R, MEMON N. Audio content authentication

sk [J]. 3 F LAt

based on psycho-acoustic model [ C]//Proc of SPEC Security and
Watermarking of Multimedia Contents. Bellingham, WA ; SPIE 2002 .
110-117.

[3] CHEN Fan,LI Wei,LI Xiao-giang. Audio quality-based authentication
using wavelet packet decomposition and best tree selection [ C]//Proc
of Intelligent Information Hiding and Multimedia Signal Processing.
Washington DC:IEEE Computer Society,2008 :1265-1268.

[4] K&, oeT, ZM AT RFRFERMGTHETE LIk
[J]. M E T RFFR: B AHFM,2009,10(3) :248-252.

[5] 2R 2WAEBFELFATRID]. T P EHFEK,2006.

[6] k&R FMESEHHMIEAID]. ALM iz X 5 ,2006.

(7] BRE, &8, B — A THMERGRERAT L EHTF
Aep Hok[ 1], 3 ShuA 5 ,2009,36(4) :258-259.



