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Abstract: Aiming at the current cloud computing security requirements, this paper proposed a novel cloud authentication
scheme. Firstly, it designed a structural model of mobile agent and the certification process oriented to cloud computing envi-
ronment. The authentication scheme introduced a trusted third party which was used to computing agent trust degree by trust e-
valuation mechanism. Trust value would be used to control every user agent for authentication of the certification. The agent
who met the appropriate conditions would increase the trust value and the authenticator who had done incorrect or malicious be-
havior would reduce the trust value of the agent. Certification processor analysis and implemented prototype show that presen-

ted schema can increase the security service level of cloud computing.

Key words: mobile agent; cloud computing; authentication mechanism; trust

TR B 2 IR AR YIRS RS —
R LA B — AN R ) P AR A e IR 45 9 TT IR 4546
Ao ZH R T 1% 2Pk, Her e 4 )
H ) 3 P BB I T e i e R —" L &
T IR B VIR AR D T PR AR S S X SR
ZAFFE A a) STH P B G B S 00 B LA B B G AIE L
il 5b) SCBUE GRIE£5 B0 R s ¢ ) BRAAE A R T4 AN
BUI R AP PIRE )1 . AR FREE T B0 S RO R T 54 1
AINIE BRI £ 03 DI R B A E L BT 5 A
E RIS B By DGIE A SR v B O DGR AR & (L
[ HARAFTE Y B — S B R ME LATE B AT B S
R I BRI E 5

T8 B8 agent HAT [ 52k BRVE AR B 250 24, X
HR[4 1B IFSE T —FhJE T agent 1955 — B NIEF- &5
BROS T #E TRl grid FES3h agent - & 1% % A Y I 55 HE
B SCHRL6 4R TR RS S AR AU grid PAEMLA . x 2t
B RE agent 5 2 BA AT FFE. £ 54 b
AR I LR b, 456 HAT 23 3 S A e 7 R AR

Wi B HE: 2012-03-19; f&EIBHEA: 2012-04-26

JEASCER T — M TR 5l agent B9 = RIMIERRI T &
1 ETF#%3h agent Wit EINEEE

5l agent E—AfEE S ML h @ EHN—H EHLTE
BEN I — & EHL, I 5 A agent s BT IRAE BT, X H
FEH AR ) agent LI Z i T BV = HHE O EHLZ
[B] %) & AR R o
1.1 %3 agent Z5H#EE

AP R Bl agent B4y =25 INIE agent SRR
FEHPIRAS agent WHRT agento TAIIE agent A I H &4 M
¥ A5 R A B A5 B RAF IR, RAFIRS SIS agent
KARIE agent 17 AFIPERE . AR SCAIE 7 R H 19785 3)) agent 2544
WME 1 iR, B3 agent F 8 HA G4 k2 AL G817 B
FERHANEEARS . B 2 FRB D) agent PRSI
BIEEREF A B agent b FRIETFE, YOI E W2 30 agent
BRI AF 5 M A SR A5 o MR H B R s S 0 &
P RFR Z N RAS . IR B35 B 3 8B KA BT AL

E&UWH: vEFLEALT M A (20100480701) ; B RH A RA LA FFEET

R B (11YJC880119) ; 44T 7&K 52 K 5 A ) 37 53 K 3 5 B (AHNUSC46)
YEE @A : A am (1987-) , % b A RARA, LB L4, CCF & R, L2 L F @ A4 =it 5 5 B 42 3 (nanayang88629 @ sina. com) ; £ 4
(1971-), B , @R BN, S W+, EEMAHT QA= % E L BB FAAL(1978-), 7, B ESRA,AF ML, Z2H AT @A

HNK A A EE L L A%



% 10 7

MR, % K T A5 3h agent #9 =3 & WA IEAURI AT T

- 3813 -

BN o WA AS I, 55 Bt REAS Xt Hetk AT B O3 A ¢
ARG A KA WA APATES . AT 3N agent S8
B SCRRAE . AT 5552 R , B T RE S AR R sl i MG 25,
GRS o TERATZS, AR BN I S I DL AR
FER o BRI agent /LA I A BIRY agent EEE R
Uit F P TAIETE SR agent, BAT B LIAIERE

Qﬁ
B
e
1l

1E5RIT
Ex
Theesis |

FRE

| B Bjagentof- £ 5% HoAth s Shagent |
E1 #3hagentSiR]

F2 #3hagentiPRSFEWE

1.2 EF#3 agent BT EINEIER

FET RS agent 1Y) = 1B A IERL BT 3 2% 8 DL R 9 3k
AR ]

a) A PERIE . ERRIUA 19 AR BN IAIE A R AR
PRI T, 24P Ui = 3B v B o A T i sl B
(NTS

b) BB SR, H A R R SE BN [ B VA B A A
UEFRBN R, DL G — 0 B A diE . ASTA GBS v R J)
GT4 1§ grid security infrastructure AL, PASEI = A GESELRE %
JHGE PR Y 4 R R 5 S [

FEFUN LR, AR SR Z I ME R S N & 3y
MR BAAUERGRR L TN BETT LL B T mf ER4r 2 =42
U NIRRT B LA ZUIE R 5 )2 GAEIRSS B )2

T BRBEUR AR RAERR S
ZEELR| [Bagz| [BGAE] [ ]

RS ENEAR
Fﬁ%ﬁﬁﬁﬂ| ETRMENARN |ﬁMﬁﬁﬁﬁ§ﬁE
CAIAT EHER

f
AR B

& A BB EER B
PKI PMI
A RA IR

BARAEIRER
(OGSA/WSRFFP {jWS-Trust, WS-Security%)

B3 =HERET WS AIES B

TAUESEA B 45 2= 15 AT B L Al B A5 B I8 AR 2
LIRS 0 O F= a e - R T e (R R R S i v o & e €
HRINUEHLAE, 40 GSI o i 3iE 45 5 A1 WS-Security H fY) WS-
Trust %5, XEEYGIENR 55 51 5T 2 T3 B B i B2 19, ¥ 1 )2
INER R g BA R SHENER. & B IG BRI &%
204 BRI 2 A B R S A B AT R
ST E A IBIATE R GE, QSR FH AR 2R A5 2R 1 PRI A5
HIZE (RS EAT— AR AL 35 2 1 L Al 15t ( PKT) FI4Z A4S #
FERH S (PMI) B384 o = N IESERE Bt £ 2 12
UL NIE R G A YIE R A2 L & . B4
INERSE)Z B R A L e i ENLH . BT =itE
FEMBTHEE R, WiZ)2 R e R S E

B AT A TR A AR R AT LUAT L B R A A B R 55, B
Brdle CA FNJE T 0 e 41 2L A0 B 1A PR TAIE AR 45 1 2
il ZFIGEE AR RGO FEAEAR R VGENR 55, 2 EES |
ZEATARHL B B AR AR
1.3 EF#%3 agent ZHEINEFE

HRAE &L 3, T 42— Bl R FH A% 5l agent HiAR 1 =315 %
INEFE . VARSI = GG R R
F1 RSA \DES Jing e R TLS 22 e i S5 4 R L (AR
3y agent RSB AR AL Atk B 4 R TR IS =t
AL ARV 5 BRAFAE— R 25 =5 INIE
BUAE C, BT A S 50 S M5 B R 45 agent 5K
FAF TG, User 8K = IR 45 (910, server S 421
%5 ARHE, User server (C 145 45 F (PR agent 45 B agent
FIAE ) agent %, PP agent FISRHEAHOC 5 B HEATIAE, %
FH agent FIA -6 UEFTAS B, 25 1) agent FHOR A I{H L% &
IHME B, K4 agent Z [ HEF 73 {5 1 A F RSA 5 DES Jiin%
PR 2T agent 22 [ 1438 5 K00 R 25 0 5 A A7 m
o Y agent B A THERS I, FIHT RSA 45085 5375 1 TLS B
WAL .

Ve

I,
ﬁﬂy\\\\

[z =] B%E =

WL

/

B &
B4 BEFBHagentiW = EINEGE

PIERTE IS user [P agent 5 C BPHET agent PhRy, &
R, W25 AR LT C I9UDTR agent 350
server, 2235 server I i [R] 72 )5 , 75 1 user WP T agent ¥ ff
WIS k2 C AEE TR user Fl server 2 [AE T
{5, Server F=4: 1 agent % C M & BT E P CUE B 454 H br
X. 509 V3FEiE) 545 A, T J5 user I [T agent 1 server I f1
agentfF ] HEATIE B0 38 M. BEARFE Bl agent 7EF8 Bl id 7 rh 4
P4 S B BRI, WA TSRS 3 aent 107 P

2 E T3 agent AT EIAE MY

2.1 iR
T GRS TR 3 agent 9= I AAUEDMYL, 1 G

25 HYAH AT 5 HE S
1 MAFT K=

U R TS i ) 8

S 1R 55- S At U1 4 A2 i o [ S A
WY GBS s

(o W=y x0 LT TR

Y TS B

1D F P kS h( ) BATG hash pREY

pw iRk CL fEALE

K RER

EX 1 Agent F—ANSRX S, RH AT MR



- 3814 -

it E R AR

529 %

agent = (agentID, act, destination, information, resource)
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source2 , -+ | o
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AgletProxy authentication;

Connectionconn = CommonMethods. DBConnection( ) ;

Statement authid = conn. createStatement( ) ;

String sql = "select * form ip_address" ;

ResultSet rsl = authid. executeQuery(sql) ;

while (rsl. next()) |

fd = "atp://" +rsl. getString( " computer ) ;
msg. setArg( " fdest" ,fdest) ;
URL authentication Url = new URL(fd) ;
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authentication sendMessage ( msg) ;

|
I

4 HRiE

ARG LT AN E TR BB T —MET B3
agent ) A ITHRZ2INIET o B3l agent (19 R 75 14 5T
SHAIENAG , DA K agent {5 T B2 R, 328 T = 7S AIE 9 B
RIS . ZUGIERIE R O A 1) aglet A PGB T
NI R B VR R S0 3858 T =R IR S R setE i B
BN REST o AR W 7 GE7E I X 2 bt P () 45 35 L free rider
17 M5 7 /> — 8 B B Va RS o Xk — [P A, AR S B
FEBIABSRABR I AN AL A e (T#:4 3837 )



(3% 3814 )

S 230k

[1] B&E, kK =HHE5LHR[]]. %854k, 2011,22(1) :71-
83.

[2] A%, 55 0%, % SFEmrAHERGmR]]. FEAF.
15 &A% ,2012,42(2) :237-251.

[3] FR&,Exth SEXBTAT I BHAET £[]]. @&
522 4R,2011,32(9) :111-115.

[4] 3P, 5. & T agent LR % — Gk 24 [)]. s

[5]

JA T3 ,2005,22(3) :138-140.
AVERSA R,Di MARTINO B, RAK M, et al. Cloud agency:a mobile

(6]

[7]

[8]

agent based cloud system [ C]//Proc of International Conference on
Complex, Intelligent and Software Intensive Systems.2010:132-137.
WANG Hai-yan, WANG Ru-chuan. Two-step mobile agent based au-
thentication architecture; towards effective grid authencation [ J ].
Trans of Nanjing University of Aeronautics and Astronautics,
2008,25(1) :61-66.

WANG Yang, WANG Ru-chuan, HAN Zhi-jie. Dynamical trust con-
struction schema with fuzzy decision in P2P network [ J]. Chinese
Journal of Electronics,2009,18(3) :417-421.

YANG Li.
management information system based on mobile agent[ J]. Applica-

tion Research of Computers,2006,23(7) :172-175.

Application research of digital gas fields production



