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Abstract; This paper proposed an improved DMTP ( differentiated mail transfer protocol) according to the problem that the
SMTA intangible categorized in DMTP, and combined this improved DMTP with cloud computing. Then it designed an overall
architecture of anti-spam system and described the work flow of mail delivery in the system in detail. By differentiating sender’
s category and integrating results from the cloud, the proposed system can effectively restrain the spam spread. Finally, it ref-
erenced an Eucalyptus-based anti-spam system.

Key words: spam; DMTP; cloud computing; SMTP; Eucalyptus

0 3|

il

LRI, LR T BB A B £ 135 S5 =X o e i, fHL
I 22 T 4 B 30 0 42 [ 0 77 B T4 T 16 A1 50 48
Beit WS 124 5 45 35 PR 4 P Ak B35 6 44 9 46 28 8 3 200
ZIRTG . SMTPH vh BEUS 7 08 Sl B2 M 6 ok A S 0 3
T H 2512 Wi B RE 2 — . B 1R R (A, 0 2
A DM D T O R AN S T
J7 2RI B — P R AETE RS Vi AR A () B, [, b T 3
T34 I 26 B R 2, £ 95 1 B0 0 I 2 2R 496 T v HE AT 4R
G — B, el A A B TR AR A R, NI,
TR % 5 35 S 12 £ 0 65 ke SMITP 5 9 46 W U, e (A
TR SR PR AR AT 6

Duan %5 A/ 78 IM2000 B33 JE ik 1 3% Hi ) DMTP ] JA
WA e S 5 0k B M IS B 1) R {745 SMTA (sender
mail transfer agent) RI| 732 A b 5 B P #E 27 K & i) ] o
BB AR [, 3T i B & 2 I I
IS ATUARALE T 7 f JEL L 2 T SRy BB R R A R S R — 1

YRS B E: 2012-03-15; f&E AHA: 2012-04-24

TR S5 o P, A SCHE G DMTP i8Rl 1, 256 =
WRPIEEOAR, BT T w3 & T B DMTP (1) 5
PRI ARG

1 DMTP

DMTP Ji&* SIRP #Xic it , HliJ nl A F e RIS n 1
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require : AMTA : well-known spammer class;
require : bAdd ; balck-mail-list;
require : TAdd : regular contact class;
1 :receiving TCP session open request on port 25
2:ip = get IP address of sender mail server;

3.if(ip € IMTA) then

4. reply with 554 (to decline TCP session opening require) ;
5. else
6. reply with 251 (see table 1)

7. accept envelope data;

8. SAdd = get sender-ADD in envelope data;

9. if(SAdd € bAdd) then

10. reply with 554 (to decline TCP session opening require) ;

11. else if (SAdd € rAdd) then

12 reply with 220 (to accept TCP session opening request) ;
13. proceed as if SMTP used;

14 else

15. reply with 252 (see table 1) ;

16 reject DATA command;

17. end if;

18 :end if.

2.1.2 A DMTP 382 X & A o8 523

FURIT, 48 R 2 8O 2R G0 S B WS SMTP, 381 1A 7
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SMTA 7 MAIL iy 4> 2 75 45 0 5C B 5 DMTP™ 1) 77 2GR 1)
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RMTA b PIE S AL R M SE G T R -

require : AMTA ; well-known spammer class;
1 :receiving TCP session open request on port 25 ;
2.ip = get IP address of sender mail server;
3.if(ip e IMTA) then
4. reply with 554 (to decline TCP session opening require) ;
5:else
reply with 220 ( to accept TCP session opening require) ;
proceed to the MALL command ;
if(find keyword " IDMTP" in the MAIL command) then
proceed to DMTP;
10. else
11: respond to DATA command with 354 ;

12. receive message;

6:
7:
8:
9:

13 respond weth 550 ( permanent error) ;

14. store message,send puzzle;

15: message invisible to user;

16: / * message becomes visible to use only after puzzle solved * /

17: end if;

18 :end if.
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.
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a) Anti-Spam CLC( cloud controller) |2, & 4 3 B 10 5 il 4%
HF, SRS, SMTA Hl RMTA m] 5 CLC 5@ 15,
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b) CC( cluster controller) |2, 11 T¢ & HH & Ak $0 521 o 4%
CC M NC(node controller) ¢ JEUIR S5 L , K HEFABLH
SRR T I R R EE 2 NC,
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d) engine JZ R B MEAFILUED 5, T DT RAT IR A A9 B ARG
IRIE 55 o

e) Anti-Spam database {45 357 3% HF - 85 4 P2 A AT Ay AT 45 B2
%

) W( Walrus) JZ2 , &2 SMTA 1 RMTA Xt 3 5t P 1) 476 iR
SVl SMTA F1 RMTA 2 1k W 2256 Bt R TR

¢) SC( storage controller) JZ,SC 5 W Bc& TAE, H Tk
A5 ] B L o

h) Mail attachments database, RMTA M % £ ¥ J& F F %,
BEAE

.
‘ anti-spam system cloud controller ‘
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