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Activity sequence based access control model in collaborative design

AN Yi-sheng' , LUO Bing-jie' , ZHAO Xiang-mo' , LI Ren-hou’
(1. School of Information Engineering, Chang’ an University, Xi’ an 710064 , China; 2. Institute of Systems Engineering , Xi’ an Jiaotong Uni-
versity, Xi’ an 710049, China)

Abstract: To assure activity based dynamic assignment and retrieve of cooperative permission in multi-user environment, this
paper proposed an activity sequence based access control model, and provided CPNs based modeling and analyzing issues. In
this model, it divided the shared cooperative document and view space according to the sequence of interdependent activities,
and associated the cooperative activities with the assignment and retrieve of role. Therefore, it solved the problem of authorized

users with persistent permissions to specific object in traditional access control. Finally, gave an example of applying coopera-
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tive roles to indicate how to implement the dynamic assignment and retrieve of cooperative permission.
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1.1 #ETREX

EX 1 MRE, MEERYA BT R Er %
RS, AR SCRY R T H B A, e OBS = (docs,
tools)

EX 2 BAERE. AR DI X RN LS.
B T XA A B SO I TR 2 R 4 Pk
{ dOPS,tOPS} , H: 1. dOPS = { open, close, read, write, create | ;
tOPS = | share, view , erase , drag, scrollbar, changeview , draw|

EX 3 SRV ALBRAE . dPRMS C docs x 2™, /5 4
WSO I 2 Fh A

EX 4 PMERBREE. cPRMS Ciools x 2" IR 3T 1%
TH R 1 U R R A

J& SCHRAVE BB Ul W, BMEACR A5 2 L3 i 4,

EXS Mt MEH 0 SO TR AR A AP 1A FR
B THEF R, IE 8 ROLES =2 ueries

EX6 EHE, WHIERLHBITERMEN - RIEE
WTEZHR IR W ET X R E X R SIEEL S 10 ACTIVITY =
(aName, aType, alnputdoc ,aOutputdoc) , FH:H1: aName /R 15 5
)44 B s aType 2271 16 3l 1 2 B ; alnputdoc 22755 1 3 A4 iy A SC
P44k ; aOutputdoc FR7R 1 Y4 H SO 4E o 1 shBERT LAy — 4>
Bt SRR, R P — A3 B 2 B0t E 3L
ZSiE

EXT FFEE. UrEBT RIS 3 2 A5 A0 A
T E HRAESE R R P, Wl BT & P i agent
Sz

TN 8 fi{adkik, INHERTISC ROLES x ROLES, 355 2
SIAEMEEMRT R B AGAYRIE R, Y, e ROLES, 41
o, Cry UFRr, Qk7K ry ry 5 ry ZIANH R AEARER  ICH 0, —
ry o FRRSCAE,TT ry, BT, PR AR R 2/

SEAEARITOC F Y, B A ak R B AL

EX9 HAEMIE, WMFEBEN RIS d,,d, e OBS,
Y op, ,op, € {dOPS,tOPS} . WNHULAT I 7E d, L HAT op, B
YEMTEIN , RBETE d, B30T op, B4E, WFR d, BN op, F1d, |
(14 op, REMREEEAE ICH opy 4y 10Paay) o

WK, X T AR prms = (obs, ops ) , ops © | dOPS, tOPS |,
#r Aop, ,op, € ops , WA 7214 op, Fl op, TEXFH obs 15,

EX 10 ARz, X FALE prmsl = (obsl,opsl ), X
prms2 = (0bs2 ,0ps2) , HHp obs1,0bs2 € OBS, opsl ,ops2 C { dOPS,
tOPS| UISRA op, € ops,, 0p, € ops,, H. opi () | 0P2) » WIFK
prms1 Fl prms2 J& AR .

EX 11 ffahze, Vrl,r2 e ROLES, {15 1,2 34
FUBRAAAE P 2E, JUFR r1 1 r2 RS, 10 R r 12,

EX 12 FAERE, #FZE AR prms = (obs, ops) ,
Jopl,op2 € { dOPS,tOPS} , GHREF X obs [WHRAE op, WA FEH:
1 op, AT 58 ZJG A W LASRAT , WIFR op, £ obs FARHST op, o

EX 13 GBI R 6 AA AL R OC &, iR 48
TGN Z MR AT T LA A R LR KR

a) IRBER R . Y a,B e ACTIVITYS, Qi o A9 il % 5¢ B
B il A T , TR PG S A FEIRBEOC 2R 188 (o, B) o

b)IHATRFR . Va,8e ACTIVITYS, UL o A fih A2 X
B Wb 1 BLATANT 50, S 22 ARER , WIRR X R -1 3l [ £ 76 9F
KRFR,IEH (asB) -

) &My, Va,Be ACTIVITYS & Cond {31 4 AF
Feikal, WAR Cond BTG 3h o fih 2, 75 W13 3h B fil %, FRX
FhOC R N 554433, 18 2 (Cond? a V B) o

d) 54, Va,BeACTIVITYS, WA M3t kTGS o K
B Blfih & IFSERL, Je LG B A RE R , 188 ((a;8) /AND) .

e) L, Va,BeACTIVITYS, HEFE I K HIED) o
B T — - fal & 58 R, S SL R E B A T DA R 2 R ((a;
B)/OR)

0) SiIC4, Ya,8eACTIVITYS, X4 AV Y3 & 15 5
B I — ARl il & IESE AR, S5 S iE St v] LUk & L 32l
((a3;B)/XO0R)

) IR E, Va e ACTIVITYS & Cond WiT & 1 5 1F 3
K, W B o BE AT, BB K 2% 1 Cond A S, 12k
(Cond? ) ™ o

B EEA T HE ST L R ESF A al, o2, 0,
o8, TG B BRI R AT AR R A : ((al 5025 @3)/AND,
o4 ,Cond17 a5V (a6, (Cond27 a6) * ,a7) ,a8) , WK 2 fis,

B2 EIFR KRR

1.2 BRIEES
RN ] s o) S 78 o ) P 55455 Bl 9 5 e AR e
s assigned_user: (u: USERS) —2 ™™ e de ] 57 3h =22 6]
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N T X 2R SC R Fm— P R DL iR 24
W3l 1630 5 M RSP EBAEE LN :bound _role: (a: ACTIVI-
TY) =2 " BT SR 6 2 TR ST 1 — X 2 U E R
FR— M S SE T AR W SRS
SO AERRIT R AR Fak s ST LU #R4E
a) AddUser:
if u ¢ USERS then USERS = USERSU { u}
b) DelUser:
if u e USERS and assigned_user(u) # & then
if assigned_user(u) is executing then waiting
elseif assigned_user(u) is ready or finish
then release user-activity binding and
assigned_user(u) &
else USERS = USERS\ { u}
¢) AddRole;
if r ¢ ROLES then ROLES = ROLESU {r|
d) DelRole ;
if re ROLES and Vpe ROLE,~ (r—p) and
Y a e ACTIVITYS,~ (r e bound_role(a))
then ROLES = ROLES\ { r}
e)InhRole;
if( ¥V prmsl € PRMS or V coopsl € COOPS) and
(= (r.prms. oplprmsl. op) or
= (r. coops. oplcoopsl. op) )and r e ROLES
then(rl. prms =r. prms U prmsl or
rl. coops =r. coops U coopsl ) and r—rl
f) bindUA .
if Y ueUSERS and Y ae ACTIVITYS,
= ( Ju e USERS, assigned_user(u) =a)
then assigned_user(u) <a
¢) bindAR ;
if Vae ACTIVITYS and 3rCROLES and
U r. prms meet the extcution of @
then bound_role(a) =1
1.3 #BERE
LT Sl B A 1) 428 ) RS 55 B 16 Sl A W 4 2 A
IO, A BB B i3 e e ) e 5 SR A S P A s ) A T R 4
AT ER 505 sh B B SR &, 3 T PR R s AR
RN 3 R =AW B, BVACBR ) 7 1 sh—ff . 9058 WM A
SRR
1) A FRAa) 43
PRI BT BB X 00 S SCRY RIS L PR, 5
AR N, BRVEAE AURAE T = A oy IR . — KT X
eSO 5 — S AL B R s ) R, AR 43
T A% X P S B AT B R A 00 0 = SR U A iR
tOPS H A s 3R AT 0] G 2L =2 40 P U L RE SR tOPS Hhfy
BeE, 5548, dOPS H open, close 21 2 read , write #21F 1 3k
it , I 7E tOPS Hv, view FI share 153 Jj] 2 0 141 4545 46 o (1 P AS

FERE A R AR A B0 S A e A X — 2T

2)Wsh—MmEsE

BEHIG S fih S e, ROREAS F P R T %306 S F IF iR 1
7 s ZAREE SR A, HORI A . A0 ARAT i A SRS, U
HEAHNACESHEDAH — DR A read #4510
A b SR, WA B R A B Sh 2 0A — MR P
5 write #21f

3) B AR

BTG S BT i R R OR A 3 i A R
T HIEUMEM LAtk PMERIE T 1 SCEAEA B T
Fe, DLSCRE O A AR HOOE BT A 6 R BURR p 2 A 240 4
share #21F (7R FLVF AR AR 0 32 O 3L 200K AT A €
Je AT DA A 7 3k B 31 o By e B DM 37
S o AR DIV TR AR B A AR Ml F R B AR €, BT R AR
R b 2D B view HRAE (Ron AP A L AL | 32k
D7 ARAG A 5 R T i Oy AR A SRR RS o T
0, DM B BT 8] AT WL, %o FJ6 56 FH P R AR AU
FURZE

2 HEEMFERII

T RT3 M T Sl 50 A O [ B ] 4 ] AR A
RS AN S AT O, AS FR IR (5 Petri ) £ A8 I 52 B4
BERY, 3 R TT & 58 T O Rl Bt P AR A L7 R GL i — A 2
WrBe. xERIRERE IR UMERREE T R TS Sl A AR X
R SPE G R AUHRAE RIS , 38 10 %) 17 2l 1A O 5
A, (LA T T P RO A R E X R 0 fid ke 2, S
B2 R ISR K DML IR 6422 451

it £4, Petri [ ( colored Petri nets, CPNs) [ & —Fh I TEAL 1Y
O BE S A% Pewrd KB BLiE AT CPN ML 25 #2155 AH il
B, BEAE X0 R GEAS AR HEA T B 3A , [ I 0 365 5 %o A A
PATHHSEAL EATE AL 734
21 BAEXNH&S%

B B B E U T B

colset Operation = with open | close | read | write | create | view | share |
drag| draw | erase | changeview | scrollbar | execute | mutex! | mutex2 ;
colset  Permission = list Operation ;//FR/EALBR E L
colset Role_Name = string;
colset Role_Number = int;
colset  Role_Type = with Info_seeker| Designer|
Requester| Viewer | Fullcontrol | Modifier |
Userdefined | Participator;
colset Role_pre = product Role_Type * Permission ;

colset Role = product Role_Name # Role_Type # Permission;
/7 E XL

colset AName = string; colset ~Alnput = string;

colset  AOutput = string;

colset AType = with prepare | design | evaluate;

colset  Activity = product AName * AType * Alnput * AOutput;
/7 EHE X
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colset User = with userl luser2 | user3 | user4 | user5 | user6 ;
/R RE X

colset  cooptype = with View | Modify | Fullcontrol ;// & S HMEZ Y
2.2 EIFSIEEREK RER

TEHE TG B 51 I I 4 B B v i i i v g 36523
RS S L P e B S e S AT R0 4, B — TG S L — 4
%Eﬁ%ﬂA@ﬂﬁi*"’U&ﬂ BRI L2 oK i B 2 [ A7 AE

AEMEREE | #kffﬁ?%ﬁ?é%‘:o K I CPNs $ifi g, ol LU 5 3l
lbﬂéﬁmﬁﬁfgiﬁﬁéﬁ CPNs 283 (MRIC R o 2 13 i-E Al
HOMISE A ) CPNs BRI 1 Bz, [ 2 Bz 19 335 Sl ROOC &
JITXI L E CPNs AU 3 fT 7 o

# 1 IHBIEICRR CPNs Fm

g T IR, Petri 457
1's 1 s 1's ’s
BB 5
TRINC STR]NG STRING
HATRFR
PYs
S5
STRING input(sz; STRING
RS quiput(s)
case 8 of
s=>"ok"
STRING T ok":
inputs); STRING
Sl A output(
case s of
STRING =Tk
STHING le=>"ok™;
if £k<=100 then 1’ (f, k+)else empty
R 1°("test",1) iﬁ;ll()?fk)
" @ k) e k) @ (k) else emp o
Rect Reot

TSN A OC R W I B Sl Re S 1 B B— R P 48 .
AP —Gsh g8 E 6 3hJE M A BRAE R L R 4 /2 CPNs 1l
ARSI BANTT . B 3 45 IS KIS G R TRUZ CPNs
R 3G B FIREAS EFROR , B — TG S % — 4~ CPNs
J I START1 START2 Fl START3 435361530 1.2 F1 3 {9ff
REAEAF o WG B Bk = AN h R — 4B, BRI AT =AM
A DI AT, 53X =T S AE S B D7 TR A R AT LA ko
o TilAIE And Join K YHT = AME I PATIREEE, IER T
% B RARES, RAEARE RIS 4 S BB ITag LR . XA
AT LABROR T P A P[] B X — A BIME SCRY iR 77 1325 #R4

(RIS, R UL & T 7R FEL R 38 2l AT J0 X Db X G2 9 HAT A
PR, — ELIGSh 2k, BT BA B BR ALt 1k o A 375 3 ) fik
JHUBR AR o

lr(smmnm..o<.5)
then"STARTS"

Activity$ else"STARTG"
if str1="START6"
if strl="goon" then 1))
10 else empty

action if strl="iterate"
f{Smalllntran(<=5) then 170
then"goon

i s else emply

B3 TS SRR R IR 5 Petri IR RY

2.3 RIE—NR—ABBER

BB H X G 73 R WS, AR B B A SRR A0 £ €2t A 73
P . AN, T Bl 7 5 S i A U5 TR SRR 4 ik 2 %, PRIt
ANTE) T GE B f U5 TR P i A Y rh B AE AR (O R R R 4
EALFRARSCIR , {SUHTNS G 28 70 5 AU RAHOCHK , I HAS SR ik
AR BRI S . 1B 4 81 T\ 0, 505 e
Info_seeker  Designer , Requester , Viewer , Modifier , Fullcontrol | Par-
ticipator, He AT PIZE A 1 T UME SCRY O 48AF , J5 T8 T3
AT . Userdefined HHSE T A (AR, WIS FT7R o

1’ [share]

1"Participator 1 [view]++
1’ [changeview,sorollbar]++
17 [opne,close]++ 1 [drag,draw}
[+ Role_Type 1" erase}+
1 [mutex}+
1 [nutex2)

E Permission Role_Type Role_Type Permission

B4 FEAMH LRI EPetriM R 5L

1 views-+1”share++

1 scrollbars+1"draw++
1 erase++1” drag+

1" mutexl++1” mutex2++
1 changeview

ool
Oper

Operation

f Role_Type.sket(type) flog if Role_Type.mkstr(type)=

="Info,_secker" [flag=yes] "Participator”

then 1 (ltype prms) then 1’(rtype prms)

else empt 3 else empty

(ttype,prms)
(Userdefined,prms) (Userdefined,prms)
Role_pre
Role_pre

if stri="ok” (type,prms)

then 1” (rtype prms)

else emply Tmput(rtype,prms);

output(strl);
Rele_pre action

let
val fgl=if(not(mem prms mutex] andalso
memprs mutex2)jthen”ok"

else"fail
vnl ttl—nl'fgl "ok '.hen ‘ok"else"fail"

Els ﬁjé@%ﬁu&ﬂl‘ﬁ%ﬁﬁﬁﬁﬁﬁéhmﬂ]ﬁﬁé
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2.4 RAP—EDNPEEE

MREATE B Y A ST IE SN O 58 A, WX AN Bk Tk
GUIRAS, s S 8858 FA P O Z G B i R B b .
JA— B Z A A] DAAFTE— X 2 IR G &R, R —ASF AT LA
AR ZAED) AR AT —E S THATIRES , X AT LI
TG B N AR TR R T O R AR . B4, assigned _user (ul, (al,
a2) ) FWIR T wl 885 T B IR X R TE3)F ) (al ,a2) ,
HRAEIE ) al (a2 FEILIT X I (1) CPNs #5578 rf 45 5 19 firh & 56 )
KR AT, X PG B AE — A FHATIRE , T B2 al
PATIE a2 047, Bl 6 @R T Activeityl Z3TC P 093 F2,
HMEIE Activityl FCTSBL IR 25 T 136 S A i i ScRY,
Sy dL d2” Ftd3”
User.all() “ } .

ActivityxUser output (a)
action
let

User

1 X val al:AName="al”
val b:AType=prepare
START1 val ¢:Alnput="d1,d2";
In UNIT val d:AOutput="d3

val m: Activity=(al, b, ¢,d)
in m end

Ko P S5EIIMERR

2.5 FEH—REBEEE

MG ST HATRE B, P H 2 H A — AR, X1
By A i R SORY B AT R A . b, SRR A R B R
TSP T I — B BR 16 ST 5 A o BORI A T
B M2 B B A T Sl AR 3 A il P 0 1 =2 SR 43 TR A
FEL s B0 T B S DU AR A0 P P 14 5 SR DA 5 2 7 DM PE BRI, 2R
e B 2L IR UM ffr (0. 6T 3h ff 0.5 52 ) CPNs 7Y
HAA BT JE < a) USRI SIA i A SCRY , U STk 1 £ £ L AR
“read” KR ;b ) AR Sl A i ik SORY, W DGHR 1) A € o AT
“write” LB 5 ¢ ) Fi B 2y b BV X G 1 28 B Sy L OC R AR
Pl 7 458 1% sh— 9558 1 CPNs 51, 73X AN B v | J2
It Aset 22718 TR0 RE OIS S RUERAR & A9, 2 BT Role /1%
ARG ESES , A8 T Binding MU A1 €0 15 3l A 26 R k47 45
Ao AT Realease User i & J5 , 74 FI 7 3F A - 8245 11 [+
B, 24 R [ 455 PR T Role o

(znum, rn, geotRoles () Te
rt, prms)

Rolel UNIT1

action
let

u
val infile=TextI0. openIn("RoleSet_IO. TXT") ;
val message = Rolel. input_ms (infile)
in
es := messag

- rol, sage;
ActivityzUser  Teyt10.closeIn(infile):

0
— end handle _ => (); il

ActivityxRole

input (@, 7):
output (rp);
action
case (#2 @) of
prepare=> (case (#2 r) of
Info_seeker=>(a, r))
| _ =>(case (#2 r) of
Designer => (a,1)
|Requester => (a, 1))

K7 TESh—fAEYEE AR Petri PR

u

User (Fusion L] UNIT1

3 MRALBIRSH

BTG sh AT I AR m] REAF AR DM R (ARG Sh— M

PR G BOS T T RE H B B ERT R ICHE AR B, N A% i o 3
ESCRBREE AR BRI . it A B SR
LN PRI MEA©

a) ERFIT BT UME A, DLPME D SR O St g
TR AR, L L AL 4 share 24, 3X 2 W] 85 )7 RB 6%
MBI Bt T RS B UM EALIE, [ ik B2 45 H E R F 2
(PP R B s o e i) o

b) FHRAEL A IF R MR o

) 25577 KR UMVE T SR 19 28 G T A 10, 4 e A P AR
AU HA change view scrollbar ZE 48 A YA KR ; 401 SR 214
GG R X U R i AT drag  draw erase SR AR 5 40 S S
SE AR, W IR f R MR 14 £ €2

) 25770 £ KBTI, FR A G C &
HAg n U B R BT 1

EFFIT S 507 UME A @RISR CPNs BERIUNIA] 8 iR .

design, “ds, d4,d5", “ds”), [
eker, [opne, close]), (u, a,rlist)
ad]),

e])++1° (“Rolel0”, Participato
)++1° (Role12”, Partic:

1 [(“Rolel1”, Info_sceker, [opne, close])|
(“Role6”, Info_se i
(“Rolel”, Designer,

if cotype=Fullcontroll
then 1'e else empty ~Full

rlistl” rlist

rlistl

(b) 5%
8 B R TE RN Petri PR

BV A R Y CPNs A5 B % 3= 45 07 F S 507 17 .
ik, TR IR UMEM B AT SE M, B — 2 X T fig
BOREA AT 3 G T T 4347 o

TE CPNs JE Ak SCHY BE it B, 45 H H A5 881 1) X
e

EX 14 B D REFHEHERRU, st xC(s) IE
TR, D WRTRE V" (pye), DG E L

LU (pie) T DCD” D Jy CPNs HZEHIERS.
HAHe, AR S S, WHE— 2 44t CPNs s 2E ¢
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RO Tk BT BTG S DC U lst x C(s),
D EEEMBER, S HACS Y (1,e) e [U, o1t xC(0) 1,7 (¢,
¢) C(PC\D)=(1,¢) " C(PC\D) sz 1 8(a) T, B (1,0) =
(Analysis,{u=user2,a = ("ad" , design,” d3,d4,d5" ," d6") ,
tlist = ("rolel1”, "role7" , "role6” , "rolel ") ,z =€) ) U (¢,c)
= (ActivityUserA , Tragger) , H. (¢,¢) = = (ActivityUserA , User,
Role, List, Activity) . {8t B %M B v 47 FE 454 JE B0 D, 25 2 T
Usere D, ATLASE ™ (1,0) JE(PC\D) 19 F4 fHIE R BEHEL: (2,
¢) " (PC\D) T4, I LR FT User ¢ Do SRl AT LA H 28
AT Analysis (¥ 745 S E e 7 2 A I8 F45 9 BE B D , JE 1T T LA
41 8 ST A S O S AE JE AR R AE S5 R BE R D+, X 2R Y]
PREACB ) CPNs SO %A S5 SE BT AL

4 ZERIE
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