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Security analysis of two efficient certificateless signature schemes

ZONG Zhi-xiong', HU Guo-zheng', CHEN Jia-zhong®, HAN Lan-sheng’
(1. School of Science, Wuhan University of Technology, Wuhan 430070, China; 2. School of Computer, Huazhong University of Science & Tech-
nology, Wuhan 430074, China)

Abstract: This paper analyzed two efficient certificateless signature schemes. It indicated that the two schemes were insecure.
For the first scheme,a Type I adversary could forge a valid signature for any message of any user by substituting the target
user’ s public key. For the other scheme, it was vulnerable against both Type I and Type II adversaries. After generating the
trapdoor system parameters according to the identity information of a pre-selected target user, the Type II adversary ( malicious
private key generator) was able to compute the user’s private key and forge a signature on any message of the user.
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