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Abstract; Cross site script ( XSS) vulneralbility attack that aims to steal cookie violates Internet users’ privacy and Interests.
It is urgent to defend XSS from damaging the interests of netizens and Internet firms. This paper researched the proxy-based
Cookie protection technology, designed a proxy-based cookie protection framework, and both basic theories and the realization
of key technologies. Then it implemented a proxy-based Cookie protect system. And it carried out validation on the effectiveness

of this technology and the result shows that it is robust to protect cookie,and provided a new direction for XSS research.
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