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Immune based novel intrusion prevention model

LIU He-an
( Center of Network Information, Hunan City University, Yiyang Hunan 413000, China)

Abstract; This paper proposed an immune based novel model for intrusion prevention for dynamic change of real network. It
presented the formal definition and mathematical description of the model and its detection performance. Based on dynamic self-
sets, it designed the mathematical model and equations of dynamic tolerance and dynamic Ab. The experimental data included
the data collected from the actual LANs and KDDCup1999 intrusion detection evaluation data sets. The experimental results
prove that the model has higher detection rate and lower false alarm rate. It enhances the security prevention of the network.
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