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Security certification algorithm for vertical handoff in heterogeneous

networks based on TEASE pipeline technique
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Abstract: Based on a heterogeneous network model constituted by WLAN and UMTS, this paper proposed a security certifica-
tion algorithm for vertical handoff in such a network. It used TTK to encrypt data and used TTK to decrept data at the receiver.
Three indices, i.e. , times of handoff, transmission delay and packet loss rate were adopted to assess the performance of the
proposed algorithm. Compared with existing vertical handoff algorithms, simulation results indicate that the proposed algorithm
can reduce the times of handoff effectively and eliminate the pong effect, reduce the transmission delay and the packet loss

rate, and strongly support the seamless handoff for real-time services.
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a)detect RSS
b)if DRSS < Hy then
c¢) start handoff( W-U)
d) start EAP-TLS authentication (MN NAP)
e)if it is secure
f) trigger the TTK( OAP)
g) ELSE keep connection
h) receive the data packet
i) decripts the data packet received( PTK_OAP)
j) decript DATA_PACKET_TTK
k) if data packet is modified THEN
1) drop the data packet
m) else
n) find the old access point’ s address of the corresponding MN
o) sends data packet to the old access point
p)end if
q)end if
r)end if

MIRCEEAR LS , BRI AT B
a)receive the data packet
b) decript the data packet (PTK_OAP)
c¢)if the data packet is modified during the transmission then
d) drop the data packet
e)else
f)find the routing path to destination address of the data packet
g)send the data packet to the correspondent node
h)if MN enter the NAP completely
1) TTK is lose effect automatically
j)MN connect to NAP completely and safely
k)end if
I)end if
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