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Abstract: Personalized recommendation systems can help users to get the information that they really want,but good recom-
mendation depends on a great deal of information about users. Those information maybe arouse the users’ concern about their
privacy which lead to lose the users’ trust in recommendation systems, so a lot of study focused on the privacy protection tech-
niques. These techniques can protect users privacy, at the same time, recommendation systems can get good recommenda-
tions. This paper mainly discussed privacy protection techniques applied in personalized recommendation systems, and gave the
definition of privacy and privacy protection. It discussed some privacy protection techniques including privacy policy languages
and privacy protection techniques used at present. At last it summaried the key points and directions of this study in the fu-

ture.
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BARMIMAT 1o BrLL P3P JF A2 BRRA R 37 A9 7 423, o
TP ASRRUREE P3P AR R BRFARIF 1 TR I

b) P3P (1 1. 1 JRASASBE B i 5, o AS e B 1) s T 5
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(appel ehavior="request"/)
(appel:0THERWISE/) i i 2

(/appel:RULE)
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b) PREEHEEANR . P3P AL A 2 A B AASK S , BEA AH
R P A i A PR UL B RA SRS R S, 1T EPALL 119 e RA S i
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d) P3P MR TE T 9 ik ( BT 202 e i) , i EPAL
XFIE AT G (BT A Fe i) AR AR LB
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XACML( extensible access control markup language ) 1, J&—
FPET XML IFRICTE 5 o £ 2003 4F OASIS & X 1 i%1H 5 1
1.0 Jii7A,2005 4F OASIS KA T 2.0 fgA "™ . XACML A{ZfiE
X T4 1 6 R DU R SR M 0 A 48 3 L R X ) ) 42 1) 43 SR A
Wi ) 22 AU Tl P ol i R A T A

XACML f5 21—~ T8 F e SR W SO, B — A SR
HUM Ay A RS T — LU sl OO, 4 A By e
HALAE A 251 (condition) \HUR (effect) FI H AR (target) o &
AT G T IR PR AR , VAl A 25 A 3 AR E 5 R
SR AR R T J5 2R, AT DU T sl dh 4 5 B AR Bl A1
RS SR A O, TR I OCHE R E 1 15 BN TR PP %
W o FRL S (1 SRS ST A

(policy)

(target) {/target)

(rule effect = " Permit/Deny" )

(target) -+~ ( /target)
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( condition ) []{/condition )

(/rule )

(obligations )

(obligation fulfilOn = Permit/Deny) {/obligation )

(/policy)

XACML 1) LAES BB T

M B 45 (policy administration point, PAP) il 72 5 B .
S A R 5 3% 24 W 3 A0 (policy enforcement
point, PEP) , PEP @I R 517 3K , I i i 1T SC4b AR D 3
T 2R K106 245 5 B 1 3 5 (policy decision point, PDP) ; PDP 4 |-
SRR Y AR R UR S AR ER I A R MR T
SEVEAL IR A R R AR E (TR B2 ) , SR E ik
TE K K4 PEP; PEP ARG A BALDE AT, AR se v s 1]
W) PEP £ V55 0] V5 ) B I8, 45 W0 A% 1k 7 ) B 95

XACML [] EPAL — 0 — P 8 £ b A 38 B RA SR s 41
& [FVREAR SR T XML A5 61 55, {5 XACML B A 1R 45 /9 38
P E PR T RS AR | AT A3 A A R R A
XAML AT D5 ) P2 i SR, 100 EL7E B FA SRS J5 11 8 EPAL B
HA#tt: o

3 MBRAFRPHER

R SeAR A EAL R G BRI P BT S B 8 52 B R R 11
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HERE RS MR RS HI 5T 10 3 IR S R R4 P AE 7 1
& SR 7 il RSP (user profile) JfE RGEHI A 210 H
PABCORINE R G A RE R A RS54

RIS TEACHETE R GRS E T o5 i), 12 50 BT P 15
S R LR il SO 0 A7 TECRR AE A 55 o i, 308
s a0 Web 55 b — G BEF B o 2 T IS5 fdim O HE
TEARGERR T 3Im Web JIZ 55 4% () IF 45 9 32 L D A BRI S5, X
PP BB AERR R A b o 32 R AP 9 A A5 4
AFIRAERRSS v, I B A B Gk R Bl il B 2 i A8
¥, JF G RGEHAE B 16 R G I AR AR RE LU BT 8
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FXHERE RGO R R LR ) T AR et Tr ik JE4E h Ui 2
FS g o A s R R 2 o SCRR[ 23 ] i Sed i 1 26 A s
TR REEMHETE R G

D) B TR I HEr: R 5

P A NG BB A A A N 3, U P AT
PASE i A ORI , St ] IR Bt PR > AR A . STk
(24 J$2 7 —Fh o0 A5 sUIHERE R GE, R GE A7 AE DI FH 4
I, — AL AR SO AR R 0 o — R R
PP IR ST AFAETE AR 55 45 3, 1248 3 SCIF IR 28T filiod SO/
AR — B3, Xk AR SO AR A T LS P A
(4, I ELER AR SR IE SRR T il SCPF ORISR IR 28 o AEXT
JUBEAT HE R I, R 2Bl R SO REAT A PR A RE . SR
(25 [Pt T RET % Pty S T R L SCHRL 26 T3 1 HE
% m S REAR I P SR SCHERE RV ST 2 2 9 H P il
SCPE 02 UCHR P 808 SO A7 A R R A T 1) % R i
B2 1) PP 3R ST 14 2 LA ) B A 0 4 114 2%
Dy, P CBE A2 BOR PR E P B MR i 2 2

PRI, TR B O P B ALY B Y o

2) 3T P2P HERE RS

SCHR[19 ~22,27 [ $HH T3EF P2P (W R G £ P2P
IHERE R GE D, T TP (TS LB () I R A 2 7 i R 55
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