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Implementation of active status certificate revocation scheme

based on AMQP message-oriented middleware
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Abstract: Active status certificate revocation is one of the certificate revocation verification schemes, while there is not any its

implementation case. Analyzing the advanced message queue protocol (AMQP) and the requirement of publish/subscribe ac-

tive status certificate, this paper implemented a new active status certificate publish/subscribe model based on AMQP message-

oriented middleware. By testing its performance, the application of the message-oriented middleware system is flexible and the

system’ s performance is high efficient and stable.
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PR A o OpenAMOQ 1 251531 AMQP f iMatix /4 7]
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J7 BRI I & BOFR N WireAPT Bk vfE AP i1 J i
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amq_server. cfg:

(? xml version ="1.0" encoding =" UTF-8" 7)

( config)

(server
port = "5672"
listen = " %"
queue_timeout = "0"
vhost = "/"
direct = "1"

2

( resources
monitor = "0"
dump_state = "60"
/7
(logging
debug_route = "0"
debug_queue = "0"
debug_peering = "0"
/)
(/config)
ATLAE T SO I 55 B IRR H Al s =
H AR Server H 3y 11 FIHE ) FALAY L& . 3 H TS
56727, HEAL EHLR AR S5 A 77 I S R AT, e G
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direct £525X Direct #5302 OpenAMQ Jy 1 1 85 11 L 1) % e
REMTBETT AR B S P (DMP) i — M S8 50 i
UEATAY IR ZS | A i B R AT BOTH B 2 BUROR, O T 3

FRRICR FRARAEIR , A SO FH L Ah AT 42 2 T B R 3 R IR A
VI 1 HY direct #55,

3.2 RHATHBHZH

OpenAMQ iy %5/ I 3 4 B2 S B T WireAPI X
AT JI S, WireAPT 2 15 OpenAMQ JIf 45 538 T [l — 4
RIFR I, 3% PSS T X AMQP (85 7 40 1 1 43 1 B
o B RIDNAE R S04 LT B FO A « R TR T i
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AMQP HR I SRS SCANTEL S Bz, i EA% oy To AR 2341
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size of following message data

[ exchange ] exchange name ( AMQP short string)

[ routing key ] routing key ( AMQP short string)

[ property--- ] header flags + properties( AMQP format )

[ body ] content body ( length + data)
5 AMQP ji§ B kg

4546 AMQP 1 A& X R 42 5 32 SIPIR A E P 1Y S 1% 8505,
ARG T —FEEAE . EEXFTT T P RHIE S 7 K 2 W
AR, AL A T 44 i B 118 DG G S, DRI SR T B DT IC Y T
o THEM K E M [ exchange | type = direct, [ routing key | =
certificateSerial Number , J& 415 & 25, 14 B4 8 F 30k B 4E 45,
e[ routing key ] P (9 TIE 45 B 41 5 55 1 R i 32 SR A IE
BIFA 58U,

2) BAT/ T

a) Subscriber £ OpenAMQ It 55 & F 7 B C A BASY , [ B
1% BAI SN exchange FEN7AHSCH 1T B binding, (i H 5 ex-
change 4 %€ ,

b) Publisher K¢ 5, % £ii 2 OpenAMQ fii 55 % H A 1 2 1
i exchange , {4 S 22 3% exchange 5% 21T 1% B HIBA
G,

¢) Subscriber ] ARHE 5 2L Il I 12 BAZ 1 v 2o 378 P 422 0 R
B DR E S FTIT B A B o

3) KA/ VT i ) 5 B

KA/ AT T S o] GERR R o B i IR S e 2 LA ST
KA/ VT B RGBS - 2 7 0 5 I 55 i Z A 2800 TAIE
RN RN 2 5 2 7 v 20 o 9 AR G eR B 1L FE IR 55 e b
L E AMQP B2 1, i A A7 2 E A OC AR

P 6 ffr7R % ;1 i 7 5 I 55 ae Rt Iy A TIE A5 20 B,
i 98 Y Wire APT w4 T RE R S0 171 52 IR 55 48 X 5 7 St 1) A
UE, RN TR 23, O 2205 TH B A A R e B85 Al

1
amq_client_connection_auth_plain( )iAE

e 3548 A IE S5 3K IEIME

amgq_client_connection_new( )ﬁﬁﬁﬁ

amq_client_session_new( ) 27%

& P IR S 4 B EARAE

6 &/ RS A AR

NI EE R A

SR

icl_system_initialise (argc, argv) ;

/7 RN T

auth_data = amq_client_connection_auth_plain (" guest" , "guest" ) ;

connection = amq_client_connection_new ( host-address, " /", auth
_data, "client-name" , 0, 30000) ;

// IS direct $55

if (direct_mode)

connection—direct = TRUE;
icl_longstr_destroy ( &auth_data) ;
/7 BT
session = amq_client_session_new ( connection) ;
SR % A LG 25, iR B XRS5 g h g AMQP &
AT BB AR
TR AR & , 77 22 B & exchange 2, & AT & b
SCHEER I AMQP JH &, IFHETH B R A 45 exchange,
AT R A OC R R D AT
VLEN A DS
content = amq_content_basic_new () ;
amq_content_basic_set_body ( content, status-certificate , strlen ( status-
certificate) , free) ;
//BERE exchange 28I | AR SCEFE divect 257
amq_client_session_exchange_declare ( session, 0, amq. direct, " di-
rect", 0, 0, 0, 0, arguments_table) ;
7/ RATTHE
amq_client _session _basic _publish ( session, content,0, " amq. di-

rect" , CertificateSerialNumber, FALSE,FALSE) ;
XV AR T &, 77 2B queue \binding 214, LA K2 A\
queue "PIRCHIT AR o
VI o P R A S R T AT
7/ ENLIT I AT BAS
amq_client _session _ queue _declare ( session, 0, subscribe queue,
FALSE,TRUE, TRUE, FALSE,NULL) ;
/7 K5 BB 5 exchange HEATHEE
amq_client_session_queue_bind ( session,0, subscribe queue, "amq.
direct" , certificateSerialNumber, NULL) ;
/7 BB i 0 R,
amq_client _session _basic _consume ( session, 0, subscribe queue,

NULL,TRUE, TRUE, TRUE, NULL) ;

Wt Pl B ECE, S T E 1 TR i AMQP 4 ex-
change . binding l message queue 2 [A] )18 55 % 42, 3 T &
A7 AU BAZ 2 BT G 1 BR AR 11, 58 B T B RS R A
TT B AR, NI S T % E 8 P M R 5.
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dowsXP, FEHE IR N —/NRL RS

RS, 2 MR B B 2L 1 k.S k10 k R/ &R
%, [FlB 4 100,250,500 750 .1 000 44 17 &) & AR 4l A 7] 19 55 3K
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SRR TR RE o

7 BoRA R G W) N 1T T SN, 255 58 U 8]
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BOLA B LI

LR R a) DL 10 k B9 S, 588 1 000 A [R] i
TELAT B IR S5 I [RLE AR /2 2 500 ms, R BIZIT W/ & 1 R 5E
) B8 3 A BRI 5 b ) TEAS SC i 45 T 8 S AR L P, T A
Y X IR 95 114 52 G (B2 AN R, 5 ) R A 3T B AN B Y
O R, X R RG] SR IT (F#% 1925 ®)
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BIERE
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