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Abstract: This paper studied the DoS attacks under IPv6, and according to the new features of IPv6 protocol, proposed the
ADPM-v6 scheme based on improved MAC-authentication. By using a new IPv6 feature hop-by-hop options and the improved
MAC authentication method, the scheme could quickly locate the source of attacker. The scheme could prevent compromised
router which could forge the marking effectively. Simultaneous, analysis of a real attack environment verifying IPv6 packet size
distribution, made the algorithm have a strong practicality and more effective. The implementation and evaluation shows that
the ADPM-v6 scheme can greatly reduce the reconstruction time and reduce the amount of reconstruction computing and false

positive.
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