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Algorithm of attack graph generation based on attack

cost of vulnerability relations
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Abstract: On the basis of existing attack graphs generation methods, this paper took the attack cost of vulnerability relations
as a point of departure to design a basic framework of automatic generation of attack graph and proposed an algorithm of attack
graph generation based on the attack cost of vulnerability relations. By combining the correlation between vulnerability, this al-
gorithm made a scientific evaluation of attack cost by effectively eliminating excessive attack cost and attack path with little sig-

nificance. It also simplified attack graph and examined the rationality and validity of algorithm through experiment.
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B . network_generate

B A H AL 5 B, Mo AU Attack _value, X if; R

Attack_depth,

vt MR BGEE

begin ;

Quéeue State = new Queue ;// HE 7 W 25 IR A5 FAS]

Attack_value = V ;//BGE AU S F A

Attack_depth =0 ;// i IR EWI WEE R O

State enQueue (init state) ;//FFHI IR R INA LI BAS 2 vpr 25

while(State is empty () ) // 4 BAS g 23 I PATIRER

lilowdo queue( State) ;// NBAF IS — 4195 804

if ( match ( Nowdo, network_secure )
/¥ 5 B S MG RS T L
{ extend hole-list;// %N 2 I i 5 55 1%
Preattack_value = Attack_value;
Attack_value = V;// Bb AN S TH AN
Attack_value = Attack _value + Preattack _value # relation;/ * 4 i
B ARy AT R Bk Ao b b — 2B iR SR A s LLE AT
HAHKRREL */
if{ Attack_value < = givemark ; Attack_depth < = givelevel } / = 4T :f;
HY B A /N T35 TR — A B0 B B UGE R A K TR,
HEATLU N8, BN E 58 =/
Attackdepth + + ;//BGHEREEIN 1, FR B B — 10 TR
Graph. add (Nowdo, Attack_value, Attack_depth) ;
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else drop;
esle{ Nowdo queue( State) ;// M BAF) A B H o5 — 20 45 5 5 ds
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hosted  service vulnerability ID vulnerability 1D 14
Pl Telnet 12410 12410 40
11542 20
1P2  SMTP,FTP 11542
11565 60
IP3 MySQL,HTTP 11565,8952 8952 30
P4 SSH 10807 10807 80
F4 I Z IR AR AR AL
vulnerability ID  vulnerability ID relative vulnerability ID  vulnerability ID  relative
12410 11542 0.5 11542 8952 0.5
12410 11565 0.6 11542 10807 0.2
12410 8952 0.3 11565 8952 0.1
12410 10807 0.1 11565 10807 0.2
11542 11565 0.4 8952 10807 0.1
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