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Algorithm and application for mining Web service security

association rules based on log mining
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Abstract: To solve the inefficiency and blindness of the traditional method of security testing, this paper proposed a new log
mining algorithm based on Web service and described the applied environment of the algorithm. The association rules were
mined from the normal behavior by this algorithm. It injected the mutation operator into the Web service by fault injection meth-
od, compared the execution log with the association rules, and then found out the security problems existed in Web service.
The results show that the algorithm can greatly improve the efficiency and coverage rate of log mining and detect the problems

of Web service better. The proposed algorithm is feasible and effective.
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