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Design of load balancing algorithm for IDS based on multi-core platform

LI Yan-jun, ZHONG Qiu-xi, CHEN Cheng, LU Hua-biao
(School of Computer Science, National University of Defense Technology, Changsha 410073, China)

Abstract; Load balancing is one of the key technologies of designing high-speed intrusion detection system (IDS) based on
multi-core platform. In terms of statistic analysis to the real Internet traffic, this paper found the law about the threshold of
flows , the number of flows and the number of their bytes. It proposed a novel load balancing algorithm (named HCLF) , which
adjusted only the large flows. After the antitype system was implemented, the experiments show that HCLF has the distinct ad-
vantage on load balancing metric and packet loss rate, compare with the static hash algorithm and the adjusting new flow algo-

rithm. It improves the adaptability of the high-speed IDS based on multi-core platform to sudden load and environment.
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