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Certificateless offline e-cash scheme based on smart card

TANG Yang, CHANG You-qu, XU Qian
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Abstract: The certificateless cryptography avoids the certificate management burden that exists in the PKI-based cryptography
and the key escrow issue of identity-based cryptography. This paper proposed a certificateless partially blind signature scheme ,
and was used to generate the electronic money. It also proposed a certificateless offline electronic cash scheme, and adopted
the tamper-proof smart card to prevent the double-spending of the electronic money. The new partially blind signature was
provably secure, and it had better computing performance-only three times pairing calculation. The new e-cash scheme, with-
out the online e-banking, realized the prepaid electronic cash, and could effectively prevent the double-spending of the elec-
tronic money. The computational costs and the communication overheads of the e-cash scheme are lower than the other certifi-

cateless ones. So, the new scheme can be used for the payment in the mobile scenarios.
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e(aP,bQ) =e(P,0)";

b) LR IE AFTE(P,Q) € G TR e(P,Q) #1;

o) A TV (P,Q) € G BERRGTS e(P,Q) .

XU EWT P AFAE LA AR ()

a) k-CAA [A]j ( collusion attack algorithm with traitors ) , X7
TEEEFUER W v e Z, ,CH Pe G, 2P, hy,hy, -, hy e
Z, (x+h) P, (x4 hy) P (vt hy) T PR (w4
W) 7P R L by bl

b) mICDH [A]# ( modified inverse computational Diffie-Hell-
man problem) , Xf¥ a,b EZ: JBHIbL Pe G FlaP, T8 (a+
b) P,

1.2 REPHPEZEBRELEEE
1.2.1  RAEH 09355 & LA

TIEBIR T BS54 T R FEAE LAER . RGN
FROPRNER P A B E AR A B E A BB A B4 R AT A
AL, Hh M RATEE R B E SR & Z H A .
P, EAAEE S (BB ) H &4 (BB 2) M/ A
IR,

RGN NGRSk i RGESHL param,

TR B A (params, ID;) % 1D, B934 FA%H
D[O

BCEMEHL: HA (params, ID;) |, i S 1D, AR IHIFRA
R %o

BEE RV H A (params, ID; , x;, D;) %t 1D, BY%52 7
S,

BCEAH]: B (params, 1D, , x,) Hith 1D BR8] P,

BB RAT AR A H SHERE TR A E R o,
PATLL T S I

a) B (B 1) . BAFEFERENUE r A SILE L ¢,
THEIERT 22 S8 U IR IR TR .

b) Bk, WREEFMEILE o B, MARZEZTHE m
FIfEE c MEXRSE U ENE UM b IERE b 5%
EE

) B (TBL2) o BRHRERA(r h o) JHEZ W, IFK
BETHRE

DEFH, BREMA(W, o, ), ITEBIEEL (U,
LOF

AT, iy A (param, 1D, Py, ,m ¢, U , W ), ISR BEIE A
AATRONEZ 240 IR
1.2.2 RAERH WS E &L E LR

TR0 22 0 R = I F B BRI 3
SrETERUR AP M ERRYE, BRI AT ISR, 24 h A A Ak
PR A RS 4 REIE R S SRR A ik . &R H M, BDTE
HEARTE RS E AR ATHE B R A A GRS B
1425 24 S FBIARR I

AT Pl o 240 FL S A e A2 JE v, A SOB A bt
SRR CRIGEBRH MR Ae (4, Ayl ZIH
FAITE R AL 4 7 25 44 AL A 1T £ 35 1 (existential unforge-
ability of certificateless partially blind signature under adaptive
chosen-message attack , EUF-CLPB-CMA2) ,

BT A, R D AMNR I B AT L A fef 5
PRAGER G AP ARAHHB 3 SRR ERBE SRS KGC 1 F %5

B SRS 43 FAEH

85 ST A BHUE R AZ IR KGC, b KGC 3
], TR SR AR A3 AL EH , (EAS BE AR A5 S A Y AL A
% DA SO R o SR A

Ay ST R T 8T JCUE A5 A A ] B4 DG B TS R

EUF-CLPB-CMA?2 Game

Initialization : BEIEFH C I AL RS H k, AT R G H
Lk RGNS EL params . CHf params KX 25 A, b,
YT AT, C ¥ KGO 1Y 840 s Raksiiis.

Attack : T A AT FH 38 N A T 22300 3R] A A Y A 0
(B — YR A R IO AT T A T A5 SR )

a) Hash 2596 : A 7] LUERAEEIE B « BIHBIME hash(x) o

b) WA A . A $238—A> By ID 45 C, C a3
3R Dy JFIR I A

o) FMHASI . A 48— 50y 1D, BRI C AR [0 RAEH
xmg/ﬁ\ A;

d) AR A B3 —A B0y 1D, C AR A B A4 B
BA AP ID (A% Py I RIREGET A;

o) AR W B0 1D, A W] LS EE—AN B AR B
i, TR Py I P B IREA P

) B2 KA A BEFE B0 1D, AN P, W3C m RIERT
HME R ¢ 1RACE C,CIRMIZEZLER o = IS(m,c,ID,Py) 4 A

o) AU A RIE (m, e, ID, Py, 0) % C, HIUES
% verify (o ,m,c,ID, Py Py) =1,C3RME 1, ZN3R[E 0,

Forgery: HJri, A 2 44 (O’y ,m' , ¢ ,ID,, P, X
HL, A TE attack Y BEN ARG R IIRXT (m' e 1D, , P,) 254 KA
PSS A S UEAT I s 3 H 0T A, BT AR EE X 1D,
) (843 ) FAEHASIA) X T A BT, A AT R EE X 1D, AL
BN ], R verify (o ,m |, ¢, ID,, P, ,Py) =
1 IBATT A WifSlERg .,

BT A W5 EUF-CLPB-CMA2 Wk By E3vE Xy

AdyPUECTEON2 (A= Pl A wins ]

EX 2 (B k-CAA Fl mICDH [n) 5 A 22 10 2 i (1) S fit
B UM ARNETEFCT A e [A,, Ay LLJS AT 200 0 40 34 i A5
EUF-CLPB-CMA2 Jiix%, A8 TGk 455 43 & 25 44 AL il 2 A a7

Phigtk,
2 RIERMBHEEH

RGN RESH param = { G, ,G, e, P,g.,q,Py,H, H,,
Hyl o H,6,,6,,PFle SHTHEITT 5050 2 G, ERUT,
He(P, P) = g;Py =sP J KGC [N, X s e Z, 7 KGC
BB H, 10,1} 2 Hy .G —Z, FlH;:{0,1] 7 x {0,
11" X6 x Gi—Z, Hy: 10,1} " —G, EZEMHREL.

T FAEH r= Az Hi A (params, ID; ), KGC 158 ¢4 = H,
(ID) R D; = (s +q;) "' P IRIE D, V£ 1D, BRI

BOE RS . WA (params, ID,) , ID, BEHLIERE v, € 2, 1F
A B

PE T 8 A (params, ID;, x;, D,),ID, i+4 ¢, = H,
(ID)), Qi = Py + q¢;P,R, = x,Q;, vi =H, (R,) Al w; = (x; +
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y) T EH AT S, = (wi, D)

BE A A (params, ID; ,x;) i 1D, I9AEH P, =R, =
x:(Py +q.P) .,

B RAT AP BIEREEZE A FHE B m AT H %
%y e S A/B XU SERIE R X 8 m BT B R4 A Rl
BPATLA A HYML,

a) B (B L), B8% A B rez, B U=
g I U EREH

b) Bk, HPBENLER: o,Be Z, I Q=H,(c) g =e
(0,0),U =Ug* w=Hs(m, c,U ,ID)Fl h=a'v+B, K5
Kikh A,

)B4 (TBE2) . AT Q=H, (¢)FI W=rw,D,s +hw,Q,
G WaREZG

DEH, PRSI WG HE W =aw, BRI (m, o)
M ESS (U, W),

%@%iﬁ:%iﬁ%ﬁ“ﬁ qi=H (ID,), Qi = Py +q.P, y: =
Hy(R,), Q = H,(¢)FMv = Hy(m, ¢, U,ID,) , BiF%= ¢
(W, R+ 5.:00) = e(vQ, Q) U RFMOL, #5073
TS BN

ARERAY BB R IE AR L IR .

e(W, Ry +y,04) = e(aW, (xy +5,)0Q4) =
e(arw Dy + (v+aP)w,Q, (xy +y,)04) =
e(waDy, (x4 +y0)04) “e(w,Q, (x4 +y0)0,)" P =
e(P,P)¥e(Q, Q)" = g¥e(Q, Q)P =
e(Q, 0’8" e(Q, Q)P =e(0Q, QU

3 TERBLBETIHEAR

T AL S TR0 KGO B FARF T4 8 M, T s 797
MRS REA F P C A — KRR MR vV, BIERE
LTS TENT .

a) RGN, KGC = A0t R AT R G S5 B FHRATS
PR B EART Sy, Py) (FEWLEE 2 2

b) AN, BEE PR IA B AR 1,
AR M AT M, M g 5 SR 7 S0y, IF
SR F I —RE e R (Ich Y E M B PR, RN
ﬁﬁ%(IDs , Ss, Ps, T, Certs) Hrfr, 1D %%ﬂﬁgf[@*hﬁ{i,
(Ss, Ps) ERERIAFAE YN, T 2 REF A U ; Certs =
Signy (IDs, Ps, T) N FARFTZI M 195544 (A SCH I G
W — M2 A 22 k[ 8], T ) .

o) MFERMBGK, k% SaTas e i A5 R
e, FEASG R T m AU SEE, BT
AL SCERER ) SHATZIE M HAT FAITMYL.

(a)M RN re 7, 1M U=g¢ 34 U K% S;

()W U J5,S BENLIER o,Be Z, 1155 Q =H, (¢),
g =e(Q, Qu) ,U/ = U“glﬂﬁ,v=H3(m,c,U',IDM)(iXE,m (N
— e kg R TE L, T RIS B O R AR ) A A =
o v+ BRI RIE b % M,

() WEEN b5  MATE Q = Hy () FUW = rwy Dy + hawoy Q Ff
W AR 25 S, SR J5 AR I P o R 38 R IO T (R, VR4 )
W LT T FIBR AR —20)

(D)SWE WG AW = oW, JEAEE ecoin= (U | W ||
)VEN—AH TR,

d) At %K A AR R VAT H SR IR A S
5 VAT T PRL

(a) STHEICUERE S o = Signg (ecoin, 1Dy, 1Dy, Py ,t),
b, Py JEREWSE Y R g ¢ J2 AT RGN ], AR5
(ecoin, 1Dy, IDy, Py, t,0, IDs, Ps,T, Certs) KiKZS V, 314+
XFREAY ecoin MR- ER A IR (12, 8 T B LR AR A
PRSI B, o T R AL AU B B Y )

(b) WCBITEEJS ,V HIE Certs [T LIRS o, #UEAE
Ji,F'JJ%J}:E’Zﬁﬁ&,@JﬂWr% qun = H, (IDy), Qu= Py +
quP, yu = Hy(Ry), Q = Hy(¢)flv = Hy(m, ¢, U ,IDy) , %
W (W, Ry +yuQu) = e(uQ, Qu) URBHOL, #%X
ANFRST L 18 SAT AR A 52320 -5 TR AT

e) i, VKL FEE T ecoin AT FEIE o & 3% 45 L F4R
17, HATABE oAz TR C S, AR5 S E A
TEHEA A0, D)5 P R 38 R P 2 L AR 46 0 38 46 7 i i
FU IR (ecoin, o) o R T B AR HEV R T — UL 2>
LB T (A, B T RO 2 S ) .

4 DS

4.1 FIERBHBNEZEBREWEST
4.1.1 Fpah

A B MR AT LAS 2 SCRR[ 3 ], AR SCHR 3 o 1 4%
IT SRR A B RN X TR RS 1 —
MNERBRE D E R (m,e, U W) LLRAETR Y B 24 K A vh
PR AR (U, g o, b, W) BJEAEAE— X ME— W BENLH
KT (o, B) BT LA 2206 L BRI B M

EHE 1 AU B %407 B e .

R X TAER(U W) BB E 54 KA h i Y
A (U, gy v, h, W), B AT 25,

W o=aW (1)
h=a'v+p (2)
U =U%g® 3)

HRAE LA 2T, — M — 1 ae Z, (1) B
Sy LA R (2) TR BB B = h—a
AU, W) AR B 240, LR 2Uloar .

e(W', Ry +y,Q4) = e(vQ, QA)U’
SE] A L SR YA
e(Q, Q)¢ e(Q, Q)= e(vQ, QU
PETER A (3) Wy, Bk, HHET o B(ERT HE A
A R B JRAEAE . B A SCRT T, A 48005 e 3 o B b
4.1.2 RTthih

EH2 A, ST BB AR 2T E] WL e =
10(qs +q1) (gi +q2) /2" BIEH SRS EUF-CLPB-CMA2 7 Xk .,
8% A, 2T ¢k HAR(i=1,2,3,4) ¢, KAHAI
q, WAPIEIAT A g, IR 554 R ATE ), WIAEAE ST C gl
TEME 3 £ 350 X 6] 9 DL 7 = e/12¢, g0 B9 00 35 % 1 k-CAA
[ETN

IERR EFE 2 MUUEII AT IH S5 A, BT SR g k-CAA TR,
B k-CAA [ B (B35 A R Py = sPLq1,q0 s 40,
(s+q) "P.(s+ q) P (s+ q)  POXHA X R &
BRI ZE 24 SRR A, BRI & ANSERIER A FAET ) |
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¢ 1q g, gt (B ID, KU ) ) R C anfa 1 A,
fi D k-CAA [T, 5%, C LA, A FRF I 7824 EUF- CLPB-
CMA2 W ki .

Initialization: C P24 31 &2 3% params 25 A, , 4EFFHI IR M 25 1)
SN Ly, Ly, Ly, Ly, L 53 A THRER A, X TF ML H,  Hs,
Hy s/ RN RN 24 R AR A i)

Attack : A, 138 B AR A T 223 B ) A LA AT 3D

a)H, 2], B 1, (1D,) Al , C e L, (%X
J(ID,q,d) ) A (1D, , q;, d;) BAFELE, R[] ¢, 7500, C BEAL
Wt g ez, ;MR ID, =1, %8 d, = L, EMWITHE d = (s +
a) KD, g, d)FEA L FFRE g

b)H, #5if, YULE| H, (R,) AT, C 1 5200 Lo (F53K
K (ID,R,x,y)) ,#7(ID:, R, %, y,) CAFAE, AR A y, s 7500, C
FEMLIERE v, e Z, 3R [y, ,

o) Hy A, HULE] Hy (m,c,U ,ID,) £5IART, C 7 e i)
Ly (AR (1D, m e, U ,0)) (D, ymi e, U v,) CFELE, MR
I8 v, 3 750, C BERLEERE v, € Z, B (1D, mi e, U v FiA Ls
FHR A v, ,

d) H, 253f), YUE) Hy (o) FOARE, C 158200 L (455K
H(e,Q)) A, Q) CAFTE, R[] Q5 W, C BHLIESE Q,
€ Gy (e, Q) A Ly, IR I Q;

e) TR AL A IR, 2MUREIXT 1D, A LA A TR dn SR
ID; = 1,C LB (S0 1), 750 C AT H, (ID,) #ifHAGR
L AREIR I d,

£) FAEART ), UCE XS 1D, AUFASAEE I, C 2516 Lok , 457
(ID:, R, %, y:) BAFAEMLR AL w0, = (v +y:) 5 80 C TR
ID; BYASHAT A Hy #5900, IR [ w0, = (x +y:) o

o) AP, GBI XE ID, AP AR, C B e AR
LPK,%(IDU R, x:, yl)ELPK qjﬁﬁ,ﬂ!'liélil Ri;]r?)r\l” C %m
TEFE x; eZ: AL T Qo= Po + qiP R = %0 SRIFER
17 Hy 2530 U5 v B (ID R, v,y A L 3R R, o

h) AR, YICEIN ID, AR A I, C
R EHEA R ARG HICID, , T, L L) ST Lo TERE, X
B A REER

i) B kA, 2R 1S (my e, 1D, P;) A5 Q2R 1D, =
Iymi=m, ¢ = ¢ U CLAPBM( T 2) s 70 C A L (FRX
K(m,e,ID,P,U W) M5 (m, ¢, 1D, P, U, W,) EAFTE, MR
G U, W) 7500 C 4 RO T

(a) PATRTRAH R A ] 5

(b) W ID, =1, BEHLEEE W, € G, HE U =e(W., R, +
yi(Po +qiP))e(v.Q;, Py +q.P) ™'

(o) 750, W 1D, #1, BN roa,Be Z, iHH U =¢°
e(Q;, Py +q.P) W, =row,d,P +v,puw,Q, ;

(d)ﬂ%(m,,cl,IDi,Pi,U;,W;):Jﬁ/\ L,g,FH(ID,-,mL,c,-,U’,
) B L RIE(U, W),

DELWARA, SWEIXT (U, W, my e, ID,) HI25 4 T
UEAT I, C AT Ly Ly F Loy, ASRAH R ) 2 PANTFETE (g, s,
Q:, R) AT 30, WIHE 2125 44 S0 U ; 75 0], 25 B IE 5 44 verify
(U, W, mi e ID Py, Py) =1,CHRI0 T, ZWER ] 0,

Forgery : Zid % 2 11 X YK F IR AT IS, A, W, (i e
(1, g.1) R BERL e PR W,,r,oc,BeZ: - Q =H4(c,) ,U’ =

g'me(Q’ , Py +q,P)ﬂB, v =H3(m’,c/ ,U’ 1D, ) Al h=a'v + B,
Hxt(m e Y BIHSES o = (U W), Zthi 4w, m
CHIt Dy = o 'r ™ (v +y) (W =hw,Q) =(s+ q) " PAEN
fARYE k-CAA [R]EUH [R1255

FEIE /B2 B WA, R, R ER =1/q, 4,
RBE A, ZVAT ¢ IR HAAW(i=1,2,3,4) .q. KRV g,
WO RHIAT AN g, B4 AT 453, MR — 205 B
ALl e =10(qn +q1) (g +q2) /2" BIEH RS EUF-CLPB-
CMA2 §iiExk B4 C @k k-CAA RS 7= e/12¢, .
JERE

TEIR3  ALETE A BT, RERS 7R 230 s (] ¢ Y LA
£=10(qy +q1) (gu +¢2 ) /2" (LIS EUF-CLPB-CMA2 i
o B A ZHAT g IR HAW(i=1,2,3,4) q, IRFA#A
1 g, WAPIERAIM g, KB4 KA, WIAFAE R CRE
AR 22 1505 I ) 1A L 7 = /12,9, ¢ B0 3% e mICDH
),

IERR HEH 2 MUEMIZERLl, 45— mICDH [n) 855
5], a,b eZ,,* JEH b PeG FlaP, it (a+b) 71P,‘Z‘ﬂ§ﬂ< cin
AR A A, ff P mICDH [R]f8, C LA A, i F T IH 7Y EUF-
CLPB-CMA2 #iff kP Bkl .

Initialization : C F=4: - & 1% params FEEH s 45 Ay s pAi ey
WA NES IV Ly Ly Ly Lpx Lis 73 5 T HRER A, 45 HL
Hy Hy, H,, /R4 RARE I,

Attack : A, ECT [ G IV R T 22350 2 ) A R A A o), A
W R RE R 2, ARIZAMET A B ARV HATIE B 03 935
SRV ) AR SRR ERAT 1D, R 10 (FEF 1) A4
B (F0F3) (2 REM2) .

Forgery : Zo i WEFR Z i o bR A i) 5, A, BEALERE W
eG, r,OL,BEZ: ITE Q) =H4(c’), U =gme(Q’, Py, +
q,P)mB, v = H3(m/ ,c’ ,U’ D)) A B =a'v + B,ffﬁﬁﬂjﬁ'(m s
OWES o = (U, W), ZDESLM, 0 C Rt (x +
y) P =(ard, ~ h') W AR mICDH Al 125

A VR 275000 3 kA ) C ORI, R I3 =1/
00,00 WIEZA1H AR ALl e =10(q, + q1) (qu +
¢:) /2" R34S EUF-CLPB-CMA2 %%, I8 4. C fi#2 mICDH
[P NR 1 =e/12¢,q,q., , UEEE,

EIE 4 {Ri% k-CAA FI mICDH [a] {5 2 22 151 3, B ) X i
14, B AR SCHR HE 1 JCE 535843 1 28 4 ML /& EUF-CLPB-
CMA2 %41k,

TERR EFR 4 T HERE 2 F3 EEHESAEE], iF5e,
4.1.3 HEEERTHL

FESCBRIH T DR R (S B e & S BE S A 0, 7E
2R N R PR DI A B s, AR SO SRtk 13X
— b

TRBERIIE B ¢ BN o, AEFH L Q =H, (),
BAHMNRAERFE Q = H, (¢) 17582135 hSK, Q, B4 % UE
HIA

e(W, Ry +y,04) = e(Q, Q)'g" e(Q, Q)=
e(vQ, QU # e(vQ ", QU
AN R 2T
e(ahSK,Q, Ry +7,00) = e(1Q", Q)e(Q, Q) (4)
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X HLAEAE SR A B EOW B, RO TR A o, b e 2, %
i€ aP,bP € G, ,j?ﬁ’q’:er: 1§15 axP = bP, % Q=aP,Q" =bP,
FRAE AL LWL R RAEH Q AN Q3K f#E o A b, T4, 244
WRFE IR IE e 2, [HiiFxQ= Q' HHE h= x(a 'v+B)
187753 ahSK,Q =x(v + o) SK,Q = (v + o) SK,Q o A4 B xS
B I 0 ff AR B, AR SO T 2 44 O 2 T R B R A RO T
=
4.2 BETFRERELESF

HL T304 NG A T Ot P B A MR 2R TR
FI38 B, LA R 24 HLAT By 1k o 94 T A T AT O
RES1,

4.2.1 R THhiEH

L4 7 S I AN T PR 15 P A 45 L 7 52 173 (ecoin) (HLF
ERALUEA ( Certy ) FIEATEUE (o) BATT PhIEE

LI A AN i Ol ph 7R SCHE B I TEUE A5 A B A L
AR AT b PR A, AR 2 HE 4, 7E k-CAA 1 mICDH [
MEARAOMRIBE T, A SCHE H A JETE AR 43 T 28 4 WL AL AN T B
TP T AR SCHR R 08 TCTE 5 f P 4 7 S8 1l P e AN T
PRt

FL TR TIE S A S AR IEAS AT B sy SCik [ 8 ] 42 i Y
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