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Abstract; Feature-based monitoring can only monitor known botnet, and monitoring methods depend heavily on the structure
and the protocol of botnet used. This paper proposed botnet monitoring methods based on behavior associated with the domain
name query to solve the problems. It clustered the behavior and domain name query flow of botnet utilizing related and similar
characteristics exist in activities among the various bots on time and space. Proposed a linkage monitoring model on clustering.
Through the collection and analysis the feedback data of DNS cache server on the test system deployed operating room in the
city, it is proved that the linkage monitoring model on clustering can not only monitor the unknown botnet, but also monitoring

process independent of the protocol and structure used. It has a good monitoring efficiency.

Key words: behavior relevance; domain analysis; botnet; cluster; linkage monitoring

0 3l

B T4 (botnet ) J2 M2 A AP A2 P4 i R i AL (D
B FHL) BT B EHURE, FIRMED [9 4%, Kok ] 52
Tt A B BT B HRPE  2% 05 R AR AR 55 Tl 5 45 RS
Bl BT LS TS Y HT BN A B 2R — . fest
P TR 1) M0 1y v B AR R TR AR A ) SR i A2
SRR Ry 1k KT botnet I, A REAR
UF R botnet FAR 5T , FLAAZ i FHT S 36 AR AT DE 1 DRt
HAEWSIE FIAY botnet , #5 botnet BAUAE A FH 1 R SCHILINE 1Y,
—FICHT 2 3 I Ty VR ) 2 2R

BUATH R AR 7 R AT IRC PR P2P BRI, 2l
HTTP PRSI ™, TEie S R U R HIM LS5 , bot i 3 4% 7
AT AN (1 C&C R IR 55 a5 bk I 1 H238 05, J2 botnet 1
Bl AR IRIEA AT, T Al W D7 R TSR A X
AR 28 A T AR B4R L 114 3 TSy kA 7 M T LA

Wi EHT. 2011-08-17; f€EIEHHF. 2011-09-27

ZERH botnet Jir & F 0 WML 5 45 4 1Y BRI B B4 19 7T 4
JETE,

Dagon 25 N\ 48 ) FH 0125 76 4 J FF 1] P 77 7950 95 1 30
75 DNS 352R 09 ML IR H botnet 1Y C&C RS #% ., X A1 Krist-
off " 1E 2004 4EHE A AR RATHR I , (3 PRl H 77 AE
—N LRI 55 A0, BIVRT LUR A 3 9 DNS A i) 1500 T AR i
MRS, oAb, SCERL 11148 M BT X RS FH 7 60 e fi] 2 iy ]
W (short time-to-live ) ZEAZIY G VA Y AT I R 48, 15 X
FlrHe K 22X X B 44 2R 495 7 A A R 1 2 0 R 43, AT 5 3R
BH,

Schonewhile E@}\[ 2UE 2006 AF R B35k £ il 55 %% ( DNS)
VR —A AR 2= 40 W U AR P Ry, 28 08 ok SR A RN 43 By
DNS Bk 5E i, J3 il P A 475 O 0 10 3 R 0 42 A 3 | PR
P FHLAYA I H A S M ) 25 AN R A 4
(A AN IR ABESEA TR . Ramachandran e \ P g i
FHIR K REE T s 344 28 44 5. ( DNSBL) 1 £ ) i
UM 255, 45 0L 3R W12 R AR G LR R I AR A 45

EE&WB. BR 242742 8% 4% B (2010A009)

EE® N, £AM(1979-), 8 SR TR WL F2EF @A ME 515 8% 4 (jirenl91@ sina. com) ; = F:0 (1977-) , B, FAEH R 4 £
BRI A k545 B B (1977-), B B3I AR () , EEMEFT @A ML 515 8% 4.



%34

FAM E R T ALRL S XN P MR LRGN

« 1085+

By, i HLREAEREA TS W, (EAE DR R Ty e 2t
BT WSS RN 22 4 I AR A A A D £ Y
28 A — A AR R TR) L

1 ) EfRREEE

P ARL 26 rh ) R P e 32 B AR AR 55 4 (C&C) 1Y
Pl a4 Bl AR AR C&C IR 55 i 2 1Y i 1 32
FALGRRRE R, BT LURH R 46 v 025 AR L 22 ] 2
A1) 25 AR T A AR S AR, 9 a0, e A [ ik 1) B xt
DR A AL T ARS8 RO | i) e AL A |
TEHASI ) B LRI 1] DNS 3R 55 B 1 L)L e g
AN s ARl (R T A 258 . 2, IEW AT WA
A RB A SCFIAH L,

T SR TRAIE A M AR L RE A 2 0 botnet, LA
botnet FIT R Y PMSCRIZE R B UIAR G 1) Jm R4, 42755 DNS il
FRPRS TR AN R , AR SO R — i SRS 11 1 L ) B2
RIHOR LASEBL botnet [4T Ay A1 A4 £ 90 I A w25 2000k 5l 2R
2 R AR AL RO E (A8 R2%

2 EFMEHIEE) RS

AR H — 4R 7 I 2% 1 Ik gl W I A B ( behavior-do-
main) , B8RS A2 Gy 4 & R, SR R T (bot) (14 45 il T
FAT AL DNS 38K 0 2 A )it s A TR 0 W | 2E iUAR
KHE, 1A max-min BERSEF PN HEHFTRE, &
TSGR AT A TER G VRN I 265
2.1 Behavior-Domain Y¥iM#RE ) R G454

Behavior-Domain WA 7Y 52 2 iy 17 S W AR S, 3544 375
SR A ISR AT MU TR A i) SR MOGIR ST
TG, B RGEL K 1 R,

| MR |
v v
BRE BN REWR. ZHALN
THRH & BEH
=t TS
WA WP
—HATR WA
CaCRM RO IPHLE
R R

y A
Gﬁi@‘ gﬂb

R | mams
KB

v

B

1 Behavior-DomainiiWHH R R G 454
RGBT AT
a) T4 TR — 8 {515 18 1A TA] bot XJ botnet #55 #fill iy 4>
IR Rma B B2 % DNS 855K | e v 0 7 A 26 5% A AEARL FF) BeF ] A
A A SCHEAT g MEATASE P A 42 35K e 96 s LSS B 2 A

P90 45 37 2 A A DAL ) ek A 1T 9 R AT S B e AR 4
(a) 1720 W AR K BT AR FEAR BT botnet ir 4> F4 il {518 P4 i 1
F 2 Tl R T 48 C&C 3R L B/ B S5 AT
Sy HEERAE AT Bk (b) WA TR A i DA
WE DN A% 1R AT v B A, TR AT A4S B 09 A G T S AT
AFEER DNS H sk,

b) BRATHOZ WA (A% O B B 57 A B 34
1Y Log H xR ICRE Nz (1945 2., R max-min (B RIS 5)
TGP G 25 R 2654 L H A P BRI T RS RS 2 21
AT T B AE T 7 G417

o) RIS HT B B i e A7 AT B8 B i 15, OB T s
SRS G 0 b, LUME WG B bR 2 ) 0L, I
YA L | HIE M) — R G I S 87 FHUE &
JE T — B W4, AR gh S R R A
2.2 fTARAER TRk

DAT WA 38 o0 A W P 4 1 A B8 I
AR ALY N A, W I N LA T 09 AT R, IR R Log H
o T botnet 5 7538 & A e T 458 U i R P/ 22 o X
Yt N 4R C&C AR LA B i G AT
PRI W A e J2 22 G X HIG AT A .

2) AR A WA AT A LR A
AR50k T R A RO AL N A, T B oK A2 Log H
B, HEPEAIS U P bk A a4 | N TP M
il A PR A D s AR
2.3 1TARERZEKR ERREEE

FEXSARAEDY k-BIE RIS DA AT S IR & s AT )
K ARSI R R /N, I k(A e e, H AR iG
AR AT BION B PRI B R SR /N B R B Pt AR
1) Max-min YJ{ERITEH F17 0 B4 18K AR,

EX1 S, =(a,a,,a,) BARFFREMSRES )
IR GIE C,CHITR N .

Max-min PJ{HRRFLEBMT .

a) FEHLIEE I — X a) AR NS — D RAM oL, 04
Zy=ay, TEHEA SHHREIIEE 2, s RAYR S %N 0, T
Zi = a NMENF AR L,

b) X S, HRIGHIEEAN R G a;, HE o B) Z, 2, (EEES,
RS S S N DRI TRl

D, =min{la; -Z,1,la; - 2,1}

S, FRAXS LM D, EEICH S, | Dt .

) FRE]S, | D, L P IF KA max S, [ D, |, B5E & RAENT
N5 0 a, , IR R B0 R RSS2 max S, { D, ] >1/2 x
(1Z, = Z, 1) AR a; ARG W Z; =a,

)X S, PRI R Z AR E B R RS L
BYBEES 4 Dy =min{ la, = Z, | la; = Z, |, la; = Z5 |}, 3155 max
Sy Dy | A A=

max S, { D | >1/2 x average{ (1Z, =Z, 1) ,(1Zy = Z1)}
T B KABXT I X 52 @ VE R ERIS 0y

e) EE TR d) H B HRA NGRS R 2K
s

Max-min BJ{ETREIIL D AAA FHIEH 2 K 1R IR
Ry T ELRERE G SRS O By S T
2.4 KBS

PAMGE AT R SRS 44 A 1) RIS A BT 0 AS RE MERA 22 107

’



+ 1086+

AN S A I

%29 %

P26 T AT AL KT A AR SR BEA T OGER AT, UL T L
— B H5E BAR EHUE AR T [R—AMET 4 T RO L
LR, BRI .

a) TEAT A RIS s R B IUEAT AT N AL b, 3T
FNTEERE s(h)

b) AT BERE s (h) 52 MBME 0,45 s(h) > 0, AT H]
SE TSR AL, S I E R I F L,

) HHEHIE sim ACh; hy) 4 sim A(h, b)) =1 H b 5
by J& TRl — A4 A A S AT E B AR TR A
[EINTES

S5 AT BERE s (h) ANARMIEE sim AChq b)) BEANTE .

EX 2 BEAGET N ENES N H H BT hRE
ARG N, EEPHEEFEN e, IFA A" =
A} s BB ML R B m, DT HEFEES, DY =
0T SN o N e oI W O RO N 721} &t 3 A E S 7
4 WATEER LN

IA;NA;| 1A, ND; |

. = ) TOa oD
)= X wlwl) Rl T B A op (D

t(A) #t(A)
Hoa,, 4, €A™ D e DY 1(A) WATRHFHE A, 1R 4
ETT TR 22 Iy L I = ) W B s e R i O
w(A)) AR A, BIAGEE w(A) =1, B A, AUE & A,
PR (B TSR B RS AT BRI | R
W) 5 22 X A w (A, ) B,

K1) BRI 2R A FHLURI AT m=0 M EAT
NGB, TTLAE Y, m =0 FoRBA BT, %A R
0;m=1 WFIRHBT m FSEREEEIT R, (1) BIEEH
PRI 4 A R 2SR v B TSI T A B9 IR B, Y
s(Ch) = OMI LR FALIETT TR T R B i A A

BN, s b RIS PEAT T X A4 A0 TR 2R P AP AT R
Ay A 53 ARG B TR B SN SRR 28 75 e A
EHLRIES A A, EBIINE ] A, NA, RO, R
sCh) PERC , [RIEE 4 b FTTE B8 AT R 2 44 2 1)
PR Z | WEIA AR B9 AN T A R B % A T
Ay i LA TR AR A A DU) 30 52 3 28 2 ML ] — 2
AR ML AT R AR B A

EX 3 B Tt AT R RS W ) S mT e MR
9 B(BCH)  H WA B I ENES, AT = (A =1,
e mp B G AT BN b e B 94T AR, ¢ =
[Chi=1, e ny BREDAE—DTTEEN h e B IR,
BT ISR ARSI EETE K

EB 4B e = {K,“”} iz, my +ng

T h e B A LB N — gl 15 & b(h) € (0,1)
I B he K S i DIEE b = 1,850 b, =0, A TiXFh
R 5 SCATSE ML by by IR sim Ak, b))

mp ) mp+npg . .
sim ACh ) = I =0) +1C_ T 1 =b)=1)  (2)

ETAAR, A 6" =b(h) b7 =b(h)  I(X) EHIE b
B, M A R 280 X R EUINE, BRBCE R 1 75 U R B R 0,
R (2) UL, ISR S FHL AR, AR R — AT A2,
IF HE A B S B BT R,
WA AT I E =B by AT Ry AT R — A7 2%, sl 2 PR,

100}
80

3o

Mt

20

H8H3HSHGHOH2HIH7 4]
A2 AR
2.5 EBFRS|WEML
ARSCHIEAT R Ml A7 A i) 2B HE 1 T RERYMELE 32
PUEFEZ IR, TR iy ENUR B34 A i e L — 1>
ZHREAT AT W42 Y8 %) 2 T AT Ry R SRR AR A, 7T A X4
AL IO 25 1 345 A ) RIE 356 12 1 3045 A0 i) AT E— 2B
P 2 R IR S5 A% . R EET
a) WItRL
t—1 Z (] DNS B9 48 0 3% Q, ; DNS £ i) 10 7% 9 17 £ £ 2
A3 Q, BIEA &S DN,
b) 4 A
if DN ¢A
insert( DN, A)
1P, IPList, =1IP address of Q, IPList, o f DN
insert (1P, ,IPList, )
else if IP, ¢ IPList,
ent, + +
insert (1P, IPList )
return
o) MR
intk=1
while(k <n)
W, T = WhiteList, size threshold
if (DN eW) or (DN,=cnt<A)
delete (DN, A,)
k+ +
return
d) W A
int k=1
while(k <n)
if (At1=DN,) = (A,=DN,)
simpys ( Aty =1PListy , At, =IPList, )
s = computed simpyg
if
DN, is botnet name
elseif s = -1
insert ( BL, DNy )
BL = Black List
else insert (W, DN )

return
e) 4R,
ARSI sim s FIE ANTF
. 1  H H
simpyg (h) = ~( 0+ 5) =50 (1470, LB#0) (3)

#i Ly =0,L, =0, F X simpys = -1, FRIRBCONE RS
i B A B R B 5 simpss = 0, MIFRIRBA G180
BAAIMA B4 50 IS 1P ZI R B ER, B A — D4
DN TEMS Z ¢ $ZA4> 1P Arif, ol U ik I AE ¢« 2 )5 i 4 —A>
P TR] ) B P, 2 AR 4 221 TP A ifi], kA e e A5 2 8 IR 55
o MBI IR ST AR Y simpns — BRI T 1, AR PO 2R



%34

EAM,F . R THALR L EHAFGE P MAER LR LN « 1087

W, — R T 0.8 HUARRE R WIS

<

o

3 IGIE

3.1 Behavior-Domain BJ¥M|SEIG

FIRAEFE TR AT E LD DNS ZBAF IR 55 2 1 HEAT
SR Fl DNS ZB47 /IR 55 #7 19 DNS i it Biff , R T XS
SRR R B SR B 17 43 AF TR

SERXT G AEH T PR 1SR L IRC P2P 45 PR botnet
ML T TLAAS S bot TRAD , BEBR bot MY IR TITE , IT-64
PREANTH RS T RS S AH I . SR PRER  Windows XP
PE RS T FIH Ethereal V1.2.4 fE RN T H, W R 50AR
P WAL Visual Studio 6.0 -6 Nl VC + + 155 558,

S GEMUMZS 14 AN IEF Y IRC P2P M ZR IR AR A
W42 Behavior-Domain A5 7 TE A4 I 28 It 1) 4 300 4 3 15 19C
XEFIEH B IRC (P2P Jiii AR EIRYSGTRNR 1 PR,

71 Behavior-Domain X 1F # Uit fit 119 W i 45 S

ESi] KRE/M FR2imtal/s Zgh  TCP BdEii M55 2% N ®IE
Sample-IRC 5 180 23407 201 4 0
Sample2-IRC 23 2400 129632 927 4 0
Sample3-P2P 744 500 105530 8916 258 3
Sampled-P2P 1030 870 193413 4439 82 1
False Rate (3+1)/(4+4+258+82) =1.15%

2E LW | Behavior-Domain #5786 1E 5 /Y IRC \P2P i i
I BRI I RBOR R R 1.15%
SEH 2 FECL A bot BURREE T HEAT , X 5 2 LF A4~ )
ZRIEAT RN, SERG A RN 2 P,
Z%2  Behavior-Domain X botnet (1) W il 4%

R KE/M RS s RSB REA BN AT R AR MR %

Unkown 463 1440 100 Yes 87 96 96
Sdbot 6 39 100 Yes 92 98 98
Spybot 57 154 100 Yes 89 100 100
Storm 2048 1440 500 Yes 478 499 99.8

Nugache 2048 1440 500 Yes 496 498 99.6

YA 1 FHAEN bot B2 4 iy UL bot (48 145 1F
A M 38 3 X G 00 26 ik 1) B SBURI 23T, T M 2 botnet (14
FATE M550 R 96% \98% ,100% 99. 8% .99. 6% . M
It B n] 45 | Behavior-Domain W5 045 760 X3 55 UL bot DA Az 2 1
bot AR 26 BAT A ARSI AR . (I, XFAR 0 bot 14 1
DA RO ZERS G TX5 T 0 bot 19 W,
3.2 Behavior-Domain 5% BAEEY Ay b 47

X L — S 28 MBI B XS BT botnet WU ZR 48 HE A W DU AR
I bot WG ZhBE A7 T HMSCFISS 1 | B 75 24 T SE I )
=710, F Behavior-Domain WAL 347 S E 1) 2 P REMT
n3 Pn.

F3  Botnet WINH AN L4

e L P T T ek e
W S & Gt
1 Dagon D True Flase Flase
2 Kristoff J True Flase Flase
3 Schonewille A True Flase Flase
4 Ramachandran N F A True Flase True
5 This Article True True True

2 3 A I B L M DA RE M DU RN AY bot, {ELZAS

14 AL R BRI E — P DRSO ZS R A 15 28 1A T 1
W, — BAR PR SUE T A S URSORZE R 0 I 7 i R L
FESEI Wi 77 T AR 13 R Hogg Sy e DI BE ., 1T Behav-
ior-Domain #58Y GRAEAF-FH DL TSR A% D) B X i ]

4 HERIE

AT SEIRAE Z VN SCRIZE R Z5 T HEA T I 45 S I
ASCHE T —FhFIHT bot 47471 bot 4544 4 161 73 B Ik 2l i) e I
Tk, TESEERHR B SE I X botnet f93% 3 47 A AT AR, B
1353l H T2 s UG 1 X bot 544 13 5K 1y 25 1y M R, HX
P A% AR H ST SRS B RS ZE R T IR 2R
OISR UEMIA SCRERLBE I B R 1 botnet , AESZIN WE I HL
ANAZ ot BYPMSURIZE R PR . AR bE 22 L MR I D7 75 70 i U A
AT ARSI A A RIRCR
SE LK.

[1] RACINE S. Analysis of Internet relay chat usage by DDoS zombies
[D]. Zurich,Swiss ; Swiss Federal Institute of Technology,2004.

[2] CHEN Y. IRC-based botnet detection on high speed routers[ C]//
Proc of RO-DARPA-DHS Special Workshop on Botnets. 2006 :78-83.

[3] GOEBELJ, HOLZ T. Rishi:identify bot contaminated hosts by IRC
nickname evaluation[ C]// Proc of the 1st Workshop on Hot Topics
in Understanding Botnets. Berkeley, CA ; USENIX Association, 2007 ;
1-12.

[4] BINKLEY J,SINGH S. An algorithm for anomaly-based botnet detec-
tion[ C]// Proc of the 2nd USENIX Workshop on Steps to Reducing
Unwanted Traffic on the Internet. Berkeley , CA ; USENIX Association ,
2006 :43-48.

[5] ZHU Z,LU G,CHEN Y ,et al. Botnet research survey[ C]// Proc of
the 32nd Annual IEEE International Conference on Computer Software
and Applications. Washingtom DC: IEEE Computer Society, 2008 ;
967-972.

[6] RAJAB M,ZARFOSS J,MONROSE F,et al. A multifaceted approach
to understanding the botnet phenomenon| C]// Proc of the 6th ACM-
SIGCOMM Conference on Internet Measurement. New York: ACM
Press,2006:41-52.

[7] DAGON D,GU G,LEE C P et al. A taxonomy of botnet structures
[ C]// Proc of the 23rd Annual Computer Security Applications Con-
ference. [ S. 1. | :Springer-Verlag,2007 :325-339.

[8] DAGON D. Botnet detection and response, the network is the infec-
tion [ J/OL ]. http://www. caida. org/workshops/dns-oarc/200507/
slides/ 0arc0507-Dagon. pdf.

(9] #Baddh o B AP, F BFMEHL[I]. i FFR,
2008,19(3) :702-715.

[10] KRISTOFF J. Botnets[ C]// Proc of the 32nd Meeting of the North
American. 2004 .33-37.
[11] SALOMON R V,BRUSTOLONI J C. Identifying botnets using anoma-

ly detection techniques applied to DNS traffic [ C]// Proc of the 5th
IEEE Consumer Communications and Networking Conference. [ S.
1. ].IEEE Press,2008 :476-481.

[12] SCHONEWILLE A,Van HELMOND D J. The domain name service
as an IDS[ R]. Amsterdam: University of Amsterdam,2006.

[13] RAMACHANDRAN N F A,DAGON D. Revealing botnet membership
using DNSBL counter-intelligence [ C ]// Proc of the 2nd Workshop
on Steps to Reducing Unwanted Traffic on the Internet. 2006 :49-54.



