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Anomalous traffic classification based on maximum entropy model
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Abstract; The machine learning model based on maximum entropy principles has been applied successfully in natural lan-
guage processing, such as machine translation, text auto-classification and speech recognition. This model was first used in
network anomalous traffic classification with our exploration. As the maximum entropy model used binary feature function,
which was fit for processing nominal feature , it adopted the discrete method based on entropy to preprocessing the training data
set. It generated the final feature set by exiracting features from KDD99 dataset with CFS algorithm. Finally, employed the
BLVM algorithm to evaluate the parameters and got an exponential model subjected to maximum entropy constrain. The model
was compared with Naive Bayes, Bayes Net, SVM and C4.5 by precision, callback and F-Measure. The results of experiment
show that the maximum entropy model has better classification efficiency, especially under small size of training data set.
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