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Research on preservation of proximity privacy of numerical sensitive data
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Abstract; Proximity breach occurs when an adversary may have high confidence to infer the victim’s value fall in a short in-
terval in publishing numerical sensitive data. In view of such proximity breach in data publishing when sensitive values were
numerical , this paper proposed a model called (&, ,!)-anonymity to prevent proximity breach on the idea of lossy join. To con-
trol similarity of sensitive values in different ranges, this model set different threshold values &;(1<<i<<p). The results of ex-
periments suggest that the model is able to reduce proximity breach apparently and enforces security of data publishing with a

better utility.
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18 14k 5 5 2000
3 EiEowW

TR AT B SO AR R SRR AR RN EAT T T Y
HETF , SR 5 AR A T AN ) 5B BT 7 SR S A 5 B AN T
& MBI B Bir A i eI o 31 p AF3Rrh . X p SR
JULARIE HUSEMEAE LI RL Y & RIAI PSR 4034 TAR s, 4%
A A ST B 43 Ja B T A AR T B PP HE T O i L4
T, (B THRAFTE 21 Ql-group, A L AN H—ICH, Bk
SUBEIN LAY 38— 25 o T AR 100, R34 P9 19 o 20
ST HR AR SR R P A % /N HE S 1, TR SR AT DAl QL-
group NIYZER LT R, X THGH A (A oodl, #FEA TR AA
[ -3, B AT D0 SR 2 () 1 25 1 22 S AR R
B LA TOZ AT DA Gl 2 R AR AR a3 LA Te LT
TE—LEoedk B HIRIAAT B, (1 <<j<<n,n=p) , WIT5EEH B L
TCHM BB Z MM EF R A SR e (1<i<p) , &
SRZEAE, W Ql-group JA7, R MARLLEGIE T — % 04l . Frlh,
T IS ATEEARAS 1 5341, 434 T oo 9 U R M 2 ) 22 5
FERREANRIAY &, (1<i<<p) BRIE, TEAR FRE R FRHAE T 91 484
R A i 191 1477

HT383%5 (e, , 1) -anonymity 75 & A B B AR A S
PR (QIT) FMEIRR R (ST) AW R &, M E
IZ I A B R AP BRI i 42 4, i T8 A AT HERR IR
AT IR PRI R T2 I an Bs 2 v R B 5 3R TT AR AL
AR s 5 2 AT I

4 ERERRSW

AR A L S50 TS (e, 1) -anonymity FOPERE, JF4
HE5%3:(e,m) -anonymity ROPEREME T HeAS, SLER Ry H ik 2
SE AT TR 0T FIPE DA SR AT RO, S (R R P
9 Intel Pentium IV 2.8 GHz CPU,512 MB P17, #4E R %N
Microsoft Windows XP, S35 (] Java 4 FESia, R FHSEBREcHE
4 SAL #EAT BRI, B4k [ hip://ipums. org/, X iR



. 654 it AL R R AR

%29 %

B AR R S8 B s M AR B B M S, HE 30 K(1 K =
1000) Z5105% . IZEHEE R L E TR A F RS AME B I
FLA LA B A R P AR R R RIS AR b R RN
T, Hrp TR HURIE M, A R IR fE
4.1 EEFAESH
FESMHT B AR A A S8 T PR, mT DU AT 45 S A i) i)
Hearbr, ARTER] N

Select count ( # ) From SAL

Where A, €b,, A, €by--+A, €b,
A Ay - A, TR T TERR BT B 1, A, F0R B
JEYE, b (1 <i<b) FoRIBME A, AERBEHLIXIE],

h T B R TR AR, S AT SRR 1R 2 (average
relative error, ARErr) (o] o EX A XT R 2 ARErr = (act-est)/
esto FoH act FRArif I 4G B AT B AR 25 2R est TR
AME AT VB RAS B AR T BRI XR 22 AR B E
ST PR g 5 A A R T 2

P12 T A 25 9 A BORHE B R R Y 5
T LU B JE B3 2 58 (e, m) -anonymity
M- AR 582 B K 3R RO B B A B 1 22 38
(& ,m)-anonymity 7£{Z fbid 8 B2 2 AR X H] 3 i
WK G BTN Z MR, Bk (e, , 1) -anonymity i T7EK
A7 QIT FKAF PR B T TR IR B 3R rh S B 15 5L, PRI S8 AR X 22
22 LA R B2 5 BT HPE AL T (e,m) -ano-
nymity ,

& 2 o T BARAE B /IR & A B 0 45 2 T Y 52
i, MEHRT I (&,m) -anonymity P& EHER4E 934 K,
KIRARS R ZEA TUING T BE G S, 33X PR R Rz A Y B 44 7
2, B A G T DL AR B K8 2GS aod >k vl RAREAIR
W25, ARSCRIN Sk B S R PR HR 22 A
T IVEAL, AT A AT AR, iy FLR A SOk B Y
SRR R 22 S/ N TR ISEE (&, m) -anonymity Hi U -1
AHXF R 22

®
#20
%15_
?E‘fm_
S
B
3 4 5 6 7 "0k 15k 20k 25k 30k
TR FlR SN
El o EAEAEHE B FE2  HdEgE A AN E B
AT A A A

P 3 R o3 20 T A ST (m 508 1) X & A7 B
M5 BT TR REm . DK Th AT DUE A PR 1A XS
WREEHR A m BOH [ ERYEE RGO, B3 (8, , 1) -ano-
nymity H IR AE 0 3R 22 SRR TR A3 (e, m) -anony-
mity AR 1R 22 MmHEE(e,m) -anonymity HHAH X
PRSI RMR L 2 | A SCRVE R AN 2218 .t X R4
R B o 43 20 P e LB H i3S R X TR (e, m) -ano-
nymity 11775 , 2RI £ HER U Mordrian 12 46 5 I 11 4320 B
KB PRI T AR SCRT: TR 2 2H ) SRR PR R AR TR
PRI TFRAT , FEEAR R MU E M 22 8] 1) 22 R 2 0 22 45 L
ST, PRI G320 v TCZH S RS R S e AR B S SR AR 1) 43 2H I

TCLA ] ER AU R, IR B AT B 64 15 S AT PR i

7N

4.2 HATEESHT

P4 25 7 R R AT I ) B A e, SR R
(&,m)-anonymity , AT (6] 734 P A TCLH KL m (R3S X
MTZHL /N KR BEE m (RS, AT LA 2 (&, m) -ano-
nymity FIR F Y Mordrian' I A ) T e RIS
ARETZC AL, X R EOZFLRRE m EAYHE R, {5 BT
FHPER E AR R XA 3 BoR i SEg s mm &,
VLA BES m (B 34K 0T I ] s 20, (E A0 350 f5 AT
PERY AR . AN SO A SR T ) ) B 5 20 b oo 4 8k 1
PR RGO , R Bl 3 2 rh e 8 H A 2 Sk
U VR 2 18] 75 2 LR BB 2 3 R, a1 3 A S
SRR WG o AP on L8 H RS OR A5 AT PR DR

gzo
H
EII',615 $ o~
g =6 —a—
%10 §4 ;
B 5 ti
3 4 5 6 7 3 4 5 6 7 &8 9
ZHusm iy BE Z¥miy

E3 adb R TAE E4 S@P R cHEE

FoH BRI A 5 Fo B AT BsF (8] A4 9 0
5 HRiE

BUA fif pRe T 08 Tt 55 [P ALY B 5 LA 5 JE B i (i 0 A
IR A , AR ] AR P 2 (AL AH ARLRE F) B &
N7 RARARY o ST B A b Ak S SRR R M 2 I A R AL 7]
RO, S A DR AR M (2 ] 4 A0 208 1) T, AR SCARIE AN [ 7
BURME X TR & TR (R & DASATRIRRARE | JF 56 T A 46k
FEHOAR BRI N MERRIRAT B PER QIT FIHEURUR ME3% ST
HEAT AT SR AT LS 22 4 25 5 U R (B A A, T L,
BB T 5y AP RIEAT A A, ] LURE QIT A1 ST g
BAEA KA, SEER R A SR BB EARIE R 4 AT
PEREERR b REAE EELF b B (T AR . A I TARRE S TR
X 2 AR R B M EA T AT SR Tk B AR ) O AT
Sk
[1] SWEENEY L. k-anonymity; a model for protecting privacy[ J]. Inter-

national Journal of Uncertainty, Fuzziness and Knowledge-

based Systems,2002,10(5) :557-570.

[2] SWEENEY L. Achieving k-anonymity privacy protection using gene-
ralization and suppression[ J]. International Journal on Uncertain-
ly, Fuzziness and Knowledge-based Systems,2002,10 (5):
571-588.

[3] MACHANAVAJJHALA A, GEHRKE J, KIFER D, et al. [-diversity ;
privacy beyond k-anonymity[ C]//Proc of the 22nd International Con-
ference on Data Engineering. 2006 :24-35.

[4] AGGARWAL C C. On k-anonymity and the curse of dimensionality
[ C]//Proc of Very Large Data Bases Conference. 2005 :901-909.

[5] BAYARDO R, AGRAWAL R. Data privacy through optimal k-anony-
mization|[ C]//Proc of International Conference on Data Engineering.

2005:217-228. (TH% 657 W)



%2

& S FBREFZAERREFR

657

JRIR G RS S HrAGTHE A BIE Ry 0. 1 B AR SCR L RES
RAFHIAEST RS 20T, #¢ LSB BIR AR KM H W L Gt A
AL,

2 R ABAPL RS 19 PSNR {H

PSNR
A

PVD iy pvDL7) 2-1SB ENYIES

Lena 47.787 3 49.263 5 47.9453  50.706 4

girl 47.368 7 48.915 6 48.2030 51.4286

couple  45.162 8 47.438 7 48.186 3 51.854 9

.".%‘
B4 g:rlﬁ@@ 5 coupleRIHER FE6 coupled FE{R
3 RS M AR A

ARG
B it A% A AR
KEES J1ELSB  H0.7HLSB  H0.3 (4 LSB -
Lena -0.2917  0.9953 0.677 8 0.1689  -0.1117
girl  -0.0051 0.99238 0.774 5 0.217 8 0.034 1
couple  —0.036 9 1.006 0.757 8 0.281 7 0.039 6

3 H5RIE

ARSEEEE NS RFE, fR 5 T PVD Bk iy EAE d i
XA TR T —E BB, 7EARIE IR A SR HTR T, REAR
PIRSI T, HAT RAF B GE A ] WAE R GE T A ol DL 4 s

IS R TR DR AN ] DR 26 08 T B2 i Bk i AR
AR,
SE

[1] ZHAP KM, KT HFHEERES»N[M]. T F4
K F A 2005 :20-83.

[2] ZHANG Xin-peng, WANG Shuo-zhong, ZHANG Kai-wen. Steganog-
raphy with least histogram abnormality [ C |//Lecture Notes in Com-
puter Science ,vol 2776. Berlin ; Springer-Verlag,2003 :401-412.

[3] sk, 2, F@mfm, F KFABRBE [ M]. LT ALK
Tk pacAE 201058,

[4] WU Da-chun, TSAI W H. A steganographic method for images by
pixel-value differencing[ J]. Pattern Recognition Letters,2003,24
(9-10) :1613-1626.

[5] ZHANG Xin-peng, WANG Shuo-zhong. Vulnerability of pixel-value
differencing steganography to historgram [ J |. Pattern Recognition
Letters,2004,25(3) :331-339.

[6] WUHC, WUNTI, TSAI C S, et al. Image steganographic scheme
based on pixel-value differencing and LSB replacement methods[ J].
IEE Proceedings Vision, Image and Signal Processing, 2005,
152(5) :611-615.

[7] YANG C H, WENG C Y. A steganographic method for digital images
by multipixel differencing| C]//Proc of IEEE International Computer
Symposium. 2006 :831-836.

[8] ZHANG Xin-peng, WANG Shuo-zhong. Efficient steganographic em-
bedding by exploiting modification direction[ J]. |EEE Communica-
tions Letters,2006,10(11) :781-783.

[9] JUNG K H, YOO K Y. Improved exploiting modification direction
method by modulus operation [ J ]. International Journal of Signal
Processing, Image Processing and Pattern,2009,2(1) :79-87.

[10] YANG C H, WENG Chi-yao, WANG S J, et al. Varied PVD + LSB

evading detection programs to spatial domain in data embedding sys-

tems[ J |. Journal of Systems and Software ,2010,83(10) :1635-

1643.

(k% 654 )

[6] LeFEVRE K, DeWITT D J, RAMAKRISHNAN R. Incognito: efficient
full-domain k-anonymity [ C]//Proc of ACM SIGMOD International
Conference on Management of Data. New York : ACM,2005 :49-60.

[7] LI Jiexing, TAO Yu-fei, XIAO Xiao-kui. Preservation of proximity
privacy in publishing numerical sensitive data [ C]//Proc of ACM
SIGMOD International Conference on Management of Data. New York ;
ACM,2008 :437-486.

[8] SAMARATI P. Protecting respondents’ identities in microdata release
[J].|EEE Trans on Knowledge and Data Engineering ,2001,13
(6):1010-1027.

[9] ZHANG Qing, KOUDAS N, SRIVASTAVA D, et al. Aggregate query
answering on anonymized tables[ C]//Proc of the 23rd IEEE Interna-
tional Conference on Data Engineering. 2007 :116-125.

[10

—

LeFEVRE K, DeWITT D J, RAMAKRISHNAN R. Workload-aware
anonymization[ C ]//Proc of ACM Knowledge Discovery and Data
Mining. 2006 :277-286.

[11] LI Ning-hui, LI Tian-cheng, VENKATASUBRAMANIAN S. i-close-

ness: privacy beyond k-anonymity and I-diversity [ C]//Proc of of the
23rd IEEE International Conference on Data Engineering. 2007 ; 106-
115.

RUBNER Y, TOMASI C, GUIBAS L J. The earth mover’s distance
as a metric for image retrieval [ ] ]. International Journal of Compu-
ter Vision,2000,40(2) :99-121.

Le FEVRE K, De WITT D J, RAMAKRISHNAN R. Mondrian multi-

[12

[

[13

—

dimensional k-anonymity[ C]//Proc of the 22nd International Confe-
rence on Data Engineering. Washington DC;IEEE Computer Society ,
2006 :277-286.

[14] WANG Ting, MENG S, BAMBA B, et al. A general proximity priva-
cy principle[ C]//Proc of IEEE International Conference on Data En-
gineering. Washington DC;IEEE Computer Society ,2009 :1279-1282.

[15] WANG Ting, LIU Ling. XColor: protecting general proximity privacy
[ C]//Proc of the 26th IEEE International Conference on Data Engi-
neering. 2010:960-963.

[16] XIAO Xiao-kui, TAO Yu-fei. Anatomy: simple and effective privacy
preservation| C]//Proc of the 32nd International Conference on Very

Large Data Bases.2006:139-150.



