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Abstract: This paper proposed a certificateless-based two-party authenticated key agreement protocol for a multiple PKG envi-
ronment based on bilinear pairings in elliptic curves and elliptic curve discrete logarithm, which solved the key escrow issues
inherited in the identity-based schemes effectively and preventing active attack by identity authentication. After confirming the
correctness , the formal analysis based on applied Pi calculus shows fulfilled authentication and security. Compared with other
two-party authenticated key agreement protocols for a multiple PKG environment, the newly proposed key agreement protocol

has better security and efficiency.
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