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Method to detect buffer overflow in C programs
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Abstract; To enhance the buffer overflow detection for programs, this paper put forward a testing method based the analysis
for C programs using CCured and BLAST. Firstly, the method used CCured to insert runtime detections into C program, and
then described the constraints of the detections with the customized security-attribute language provided by BLAST. At last,
according to the descriptions, BLAST could do model checking on the programs to find out the potential buffer overflow vulner-
abilities in the programs as far as possible.
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