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Intrusion detection mechanism for IPv6 routing extension header

WANG Xiang-lin, LIU Li-peng
( College of Computer, Hangzhou Dianzi University, Hangzhou 310018, China)

Abstract: Aiming at the security issues caused by holes of IPv6 routing extension header, this paper designed and implemen-
ted an intrusion detection mechanism applicable to IPv6 routing extension header. Basing on the open source intrusion detec-
tion system Snort, instead of changing the structure of the existing Snort detection rules, using the technology of IPv6 protocol
analysis, improved the packet analysis module of Snort. It designed and implemented the module supporting for parsing IPv6
routing extension header and the internal protected system module. It also gave the process of the proving experiment and the
analysis of result. The experiment proves that the design scheme in this paper can exactly detect the attack behaviors which use

holes of IPv6 routing extension header.
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